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 Outline
 • Firewalls:– Simple, perimeter-based security
 • Intrusion Detection Systems (IDSes)– Searching for signatures in traffic to detect
 (and block) attacks– e.g., Bro, Snort
 • Automated Worm Signature Generation– Fast, automatic discovery of signatures that
 match worms accurately (for use in IDSes)– e.g., EarlyBird, Honeycomb, Autograph,
 Polygraph
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 Firewalls: Perimeter-Based Defense
 • Define trusted perimeter (typically boundary of own infrastructure)
 • All packets between Internet and trusted perimeter flow through firewall
 • Firewall inspects, filters traffic to limit access to non-secure services by remote, untrusted hosts
 InternetInternetLocal Site
 Network
 Local Site
 Network
 Firewall
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 Firewall: Physical Topology vs. Filtering Policies
 • Topological placement of firewall depends on perimeter at which defense desired, e.g.,– Firewall between company’s net and Internet– Firewall between secret future product group’s
 LAN and rest of company’s net– Firewall A between Internet and public servers,
 firewall B between servers and rest of company’s net
 – Software personal firewall on desktop machine• Filtering policy depends on which attacks
 want to defend against, e.g.,– Packet filtering router– Application-level gateway (proxy for ftp, HTTP,
 &c.)– Personal firewall disallows Internet Explorer from
 making outbound SMTP connections
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 Background: Internet Services and Port Numbers
 • Recall that UDP and TCP protocols identify service by destination 16-bit port number
 • Well-known services: typically listen on ports <= 600– UNIX: must be root to listen on or send from
 port < 1024
 • Outgoing connections typically use high source port numbers– App can ask OS to pick unused port number
 • See /etc/services on UNIX host for list of well-known ports
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 Non-Secure Services• NFS server (port 2049)
 – Recall: can read/write entire file system given file handle for any directory
 – File handles guessable on many platforms• Portmap (port 111)
 – Relays RPC requests, so they appear to come from localhost
 • FTP (port 21)– Client instructs server to connect to self; can
 instead direct server to connect to 3rd party (“bounce” attack)
 • Yellow pages/NIS– Allows remote retrieval of password database
 • Any server with a vulnerability– MS SQL (UDP 1434), DNS (53), rlogin (513), lpd
 (515), …
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 Firewalls: Packet Filtering
 • Examine protocol fields of individual packets; filter according to rules– IP source, destination addresses– IP protocol ID– TCP/UDP source, destination ports– TCP packet flags (e.g., SYN, FIN, …)– ICMP message type
 • Example: to prevent remote lpd exploit, block all inbound TCP packets to destination port 515– Remote users shouldn’t be printing at your site
 anyway
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 Firewall Example:Blocking Source Spoofing
 • Block traffic from outside your site with a source address in your site’s address block
 • Egress filtering: block traffic from within your site with a source address not in your site’s address block– e.g., rule:“deny ip not from 128.16/16 recv em0 xmit em1”
 InternetInternet
 Local Site
 (128.16/16)
 Local Site
 (128.16/16)
 IP src128.16.1.13
 IP src192.150.187.61
 em0
 em1
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 Firewall Example:Blocking Outbound Mail
 • Worms often use infected hosts to send spam or confidential documents
 • Defense: authorize only a few servers at site to send outbound mail; filter all outbound mail connections from others
 • e.g., rules:allow tcp from 128.16.1.20 not to 128.16/16 dst-port 25
 deny tcp from 128.16/16 not to 128.16/16 dst-port 25
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 Firewall Example:Block All Inbound Traffic by
 Default• Little control over what software users run
 on desktops (including servers) at most sites
 • May wish to avoid remote exploits of any software run on users’ desktops
 • Policy:– disallow all inbound TCP connections but those
 to known legitimate servers (e.g., one public web server, one mail server)
 – allow all outbound TCP connections
 • Implementation:– Stateless way: drop all inbound TCP packets
 with SYN flag set, but not ACK flag
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 Stateful Firewalling
 • Stateful way to implement “outbound TCP only”:– Firewall stores state for every active TCP
 connection (src IP, src port, dst IP, dst port)– Only forwards “legal” packets for current state
 • e.g., if connection unknown, only allow outbound packets with SYN flag set, but not ACK flag
 • e.g., if connection known, only allow inbound packets with data after SYN/ACK seen
 – Time out connection state for long-idle connections
 • Also used to block inbound UDP only– No standard SYN, ACK fields in UDP to support
 stateless filtering
 • Risk: state memory exhaustion on firewall
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 Firewalling Complex Protocols
 • Consider FTP• Client connects to server, instructs server to
 open TCP connection back to client on specified client-side port
 • Client’s firewall won’t allow inbound connection!
 • One solution: application-level proxy– Client’s firewall starts FTP application-level proxy
 upon detecting FTP session– Proxy on firewall acts as client for TCP connections
 with remote server, server for TCP connections with local client
 – Can enforce policy for many protocols (SMTP, HTTP, &c.)
 – But not used for encrypted protocols (SSL, SSH, &c.)
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 Bro: Intrusion Detection System
 • Goals:– detect remote attacks on local network– detect what attackers have done after
 breaking into local machines
 • Remote attacks:– Buffer overflows on servers– Password guessing– &c.
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 Bro Model
 • Bro runs on UNIX machine connected between firewall and outside world (i.e., on DMZ)
 • Monitors all traffic in and out• Analyzes packets to detect likely intruders
 – e.g., reassemble TCP flows, search for regular expressions in reassembled data
 – Policies: rules to match against traffic, supplied by administrator
 • Reacts to threats– Alert administrator– Log traffic for later analysis after detecting attack– Dynamically block traffic from offending source IPs
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 Bro’s Goals
 • Process traffic in real-time for high-speed links; can’t miss packets or may miss attacks
 • Real-time alerts• Separate mechanism from policy
 – Language for expressing patterns to search for in traffic
 • Extensibility• Resilience to attack
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 Bro Architecture
 Where do policy scripts come from?
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 • Goal: limit worm’s spread within vulnerable population, without negatively impacting innocuous network traffic
 • First step: identify signature that matches worm’s content, but only that worm’s content
 • Goal: limit worm’s spread within vulnerable population, without negatively impacting innocuous network traffic
 • Second step: filter all traffic matching signature
 Worm Antibodies for IDSes: Signatures
 05:45:31.912454 90.196.22.196.1716 > 209.78.235.128.80: . 0:1460(1460) ack 1 win 8760 (DF)0x0000 4500 05dc 84af 4000 6f06 5315 5ac4 16c4 [email protected] d14e eb80 06b4 0050 5e86 fe57 440b 7c3b .N.....P^..WD.|;0x0020 5010 2238 6c8f 0000 4745 5420 2f64 6566 P."8l...GET./def0x0030 6175 6c74 2e69 6461 3f58 5858 5858 5858 ault.ida?XXXXXXX0x0040 5858 5858 5858 5858 5858 5858 5858 5858 XXXXXXXXXXXXXXXX . . . . .0x00e0 5858 5858 5858 5858 5858 5858 5858 5858 XXXXXXXXXXXXXXXX0x00f0 5858 5858 5858 5858 5858 5858 5858 5858 XXXXXXXXXXXXXXXX0x0100 5858 5858 5858 5858 5858 5858 5858 5858 XXXXXXXXXXXXXXXX0x0110 5858 5858 5858 5858 5825 7539 3039 3025 XXXXXXXXX%u9090%0x01a0 303d 6120 4854 5450 2f31 2e30 0d0a 436f 0=a.HTTP/1.0..Co .
 Signature for CodeRed II
 Signature: A Payload Content String Specific To A Worm
 Our networkX
 Traffic Filtering
 Internet
 Signature for CodeRed II
 Filtering: much progress; many systemsSignature generation: still manual, by experts!
 http://images.google.com/imgres?imgurl=www.eirefirst.com/clipart/gifs/St%2520Patrick%2520Worm.gif&imgrefurl=http://www.eirefirst.com/clipart.htm&h=398&w=490&sz=8&tbnid=DaavbgCpeSEJ:&tbnh=103&tbnw=126&start=144&prev=/images%3Fq%3Dworm%26start%3D140%26hl%3Dko%26lr%3D%26ie%3DUTF-8%26sa%3DN
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 Fundamental Challenges:Worm Signature Generation
 • Speed: worms spread exponentially– Flash worms: infect entire Internet in 15 min.– Today: manual; hours or days
 • Accuracy: do no harm to innocuous traffic– Sensitive: match all worms low false negative
 rate– Specific: match only worms low false positive
 rate
 • Adversarial “user” model: worm authors actively adapt, try to evade deployed defenses
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 Automated Signature Generation
 • Step 1: Select suspicious flows using heuristics• Step 2: Generate signature using content-
 prevalence analysis
 Our network
 Traffic Filtering
 Internet Autograph Monitor
 Signature
 X
 SignatureSignature
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 Initial Assumptions
 • Focus on TCP worms that propagate via scanningActually, any transport – in which spoofed sources cannot
 communicate successfully – whose framing is known to monitor
 • Worm’s payloads share a single common substring of non-trivial length– worm not polymorphic
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 • Initial, Simple Heuristic: Flows from scanners are suspicious– Focus on successful flows from IPs that made
 unsuccessful connections to more than s destinations in last 24 hours
 Suitable heuristic for TCP worm that scans network
 • Suspicious Flow Pool– Holds reassembled, suspicious flows captured during
 the last time period t – Triggers signature generation if there are more than
 flows
 S1: Suspicious Flow Selection
 Autograph (s = 2)
 Non-existent
 Non-existentThis flow will be
 selected
 Reduce work by filtering out vast amount of innocuous flows
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 S1: Suspicious Flow Selection
 • Heuristic: Flows from scanners are suspicious– Focus on the successful flows from IPs who made
 unsuccessful connections to more than s destinations for last 24 hours
 Suitable heuristic for TCP worm that scans network
 • Suspicious Flow Pool– Holds reassembled, suspicious flows captured during
 the last time period t – Triggers signature generation if there are more than
 flows
 Reduce work by filtering out vast amount of innocuous flows
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 S2: Signature Generation
 Rationale– Worms propagate by duplicating
 themselves– Non-polymorphic worms contain
 significant invariant content
 Use most frequent byte sequences acrosssuspicious flows as signatures
 How to find the most frequent byte sequences?
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 Worm Payload Partitioning
 • Use the entire payload– Brittle to byte insertion, deletion, reordering
 GARBAGEEABCDEFGHIJKEGCSXXXXFlow 1
 Flow 2 GARBAGEABCDEFGHIJKEGCSXXXXX
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 Worm Payload Partitioning
 Partition flows into non-overlapping small blocks and count the number of
 occurrences• Fixed-length Partition
 – Still brittle to byte insertion, deletion, reordering
 GARBAGEEABCDEFGHIJKEGCSXXXXFlow 1
 Flow 2 GARBAGEABCDEFGHIJKEGCSXXXXX
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 Worm Payload Partitioning
 • Content-based Payload Partitioning (COPP)– Partition where low-order bits of Rabin
 fingerprint over a window of payload match breakmark [LBFS]
 – Configurable parameters: content block size (minimum, average, maximum), breakmark, sliding window
 Breakmark = low 8 bits of fingerprint (ABCD)
 = low 8 bits of fingerprint (EGCS)
 GARBAGEEABCDEFGHIJKEGCSXXXXFlow 1
 Flow 2 GARBAGEABCDEFGHIJKEGCSXXXXX
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 Why Prevalence?
 • Worm flows dominate in the suspicious flow pool• Content blocks from worms are highly ranked
 Nimda
 CodeRed-Iv2
 Nimda (16 different payloads)
 WebDAV exploit
 Innocuous, misclassified
 Prevalence Distribution in Suspicious Flow Pool - From 24-hr http traffic trace
 Nimda
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 Select Most Frequent Content Block
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 W: target coverage in suspicious flow poolP: minimum occurrence to be selected
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 Signature: A
 Select Most Frequent Content Block
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 W: target coverage in suspicious flow poolP: minimum occurrence to be selected
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 Select Most Frequent Content Block
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 f0 C F
 f1 C D G
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 W: target coverage in suspicious flow poolP: minimum occurrence to be selected
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 Select Most Frequent Content Block
 F
 C
 C D
 G H
 I J
 I
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 W≥90%Signature: A
 f0 C F
 f1 C D G
 f2 A B D
 f3 A C E
 f4 A B E
 f5 A B D
 f6 H I J
 f7 I H J
 f8 G I J
 I
 W: target coverage in suspicious flow poolP: minimum occurrence to be selected
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 Select Most Frequent Content Block
 F
 C
 C DG
 P≥3
 W≥90%Signature: A
 f0 C F
 f1 C D G
 f2 A B D
 f3 A C E
 f4 A B E
 f5 A B D
 f6 H I J
 f7 I H J
 f8 G I J
 ISignature:
 W: target coverage in suspicious flow poolP: minimum occurrence to be selected

Page 34
                        

34
 Behavior of Signature Generation
 • Objectives– Effect of parameters on signature quality
 • Metrics– Sensitivity = # of true alarms / total # of
 worm flows false negatives– Efficiency = # of true alarms / # of alarms
 false positives
 • Trace– Contains 24-hour http traffic – Includes 17 different types of worm payloads
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 Signature Quality
 • Larger block sizes generate more specific signatures• A range of w (90-95%, workload dependent)
 produces a good signature
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 Signature Generation Speed• Bounded by worm payload accumulation
 speed– Aggressiveness of scanner detection heuristic
 s: # of failed connection peers to detect a scanner
 – # of payloads needed for reliable content analysis: suspicious flow pool size to trigger signature generation
 • Single Autograph– Worm payload accumulation is slow
 InternetInternet
 A
 AA
 A
 A A
 A
 tattler
 • Distributed Autograph– Share scanner IP list– Tattler: limit bandwidth consumption
 within a predefined cap– Uses <15 Kbps total b/w during Code-Red-
 Iv2
 Speed: In emulated Code-Red-Iv2 epidemic, 56 distributed Autograph monitors generate signature before 2% of vulnerable hosts infectedQuality: 0 FP, 0 FNDetails in paper…

Page 37
                        

37
 Autograph Summary• Stopping spread of novel worms
 requires early generation of signatures• Autograph: automated signature
 detection system– Automated suspicious flow selection→
 Automated content prevalence analysis– COPP: robustness against payload
 variability– Distributed monitoring: faster signature
 generation• Autograph finds sensitive & specific
 signatures early in real network traces
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