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Art of secret communication
 To place hidden information in a carrier
 Could be Statistical, Substitution, Transform
 domain, Distortion based etc
 Used in digital watermarking, modern printers
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LSB- simplest and oldest techniques.
 Carrier- Cover Image.
 To embed text or audio
 Modification of LSB- histogram conservation,
 make presence of information undetectable .
 We embed extra bits wherever difference in
 histogram occurs
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Text is entered and is converted into ASCII format.
 It could either be entered in raw form or read from an existing text file(.txt)
 32 extra bits to represent the bitstream length is also added to the bitstream.
 It is encrypted using a key and is then embedded into the image pixels at the LSBs.
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An audio message can be either be recorded or
 could be read from an existing .wav file.
 An audio file read using a matlab function
 “audiorecorder” is sampled at 8kHz by default.
 In the case of wav files , the standard sampling
 frequency is 44.1kHz.
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6
 •Since the number of samples for a .wav file is very
 large, we downsample it to 8kHz. This does not
 result in any perceptible differences in the audio file.
 •The resulting samples are fed into an 8 bit
 quantizer. The recorded audio samples are send as
 it is.
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It is a process where continuum of amplitude values is represented by a finite set of values
 A device or algorithmic function that performs quantization is called a quantizer.
 The round-off error introduced by quantization is referred to as quantization error. It is the difference between the actual analog value and the quantized digital value.
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Symmetric encryption algorithms are divided into two
 main categories, block ciphers and stream ciphers.
 Classic stream cipher design: A stream cipher built
 around LFSRs and producing one bit output on each
 clock.
 Design goal: produce random-looking sequences that are
 as “indistinguishable” as possible from truly random
 sequences.
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A register of L delay (storage) elements each
 capable of storing one element.
 On clocking, the register of delay elements is
 shifted one step and the new value of the last
 delay element is calculated as a linear function
 of the contents of the register.

Page 11
                        

The linear function is described through the
 coefficients c1 , c2 … cL ∈ Fq and the recurrence
 relation is given by sj = -c1 sj-1 –c2 sj-2 -….. – cL
 sj-L for j=L, L+ 1, . . . .
 The first L symbols s0 , s1 , . . . , sL −1 form the
 initial state.
 The connection polynomial is given by the
 coefficients c1 ,c2 …cL as:
 C(x)= 1+ c1 x +c2 x2 + …+ cL xL
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Maximal length sequence of period 256 bits is
 obtained using the connection polynomial x8 + x4
 +x3 +x2 +1.
 The raw data is xor-ed (modulo-2 addition) with
 the LFSR output bits to get encrypted data.
 pi = mi xor ki
 Security is quantified by the difficulty in
 retrieving initial seed from a few bits of the key
 stream in a known plaintext attack.
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The encrypted data is embedded into the image
 in a zigzag manner in order to create some
 randomness.

Page 14
                        

The Least Significant Bit (LSB) is a simple data
 hiding method .
 This method can be attacked by several
 steganalysis methods, because it detectably
 changes statistical and perceptual characteristics
 of the cover signal.
 A typical method for steganalysis of the LSB
 substitution is the histogram attack that attempts
 to diagnose anomalies in the cover image’s
 histogram.
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This method uses the
 changes to histogram,
 made by the data
 embedding, to detect
 message’s existence.
 The histogram attack
 can be applied to the
 frequency of quantities
 in the embedding
 domain.
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One method to withstand the histogram attack is
 to intentionally embed some extra bits to make
 the histogram look natural.
 This modification of the LSB technique takes
 each pixel value of the image as a bin and
 defines unit as a set of 2S bins, where S is the
 number of LSBs used for embedding.
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The basic idea of the LSB+ method is to change
 the unused pixels in a unit in order to restore the
 frequency of bins.
 This will help to preserve the histogram, at the
 expense of more distortion in the image, and
 reduced capacity, as compared to the
 conventional LSB embedding method.
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An improvement that we can make in this method is decreasing the amount of changes made to the perceptual and statistical attributes of the cover image. For this we identify some sensitive pixels affecting the signal characteristics, and then lock and keep them from the extra bit embedding process, by introducing a new embedding key. This method can decrease potentially detectable changes caused by the embedding process without reducing the embedding capacity.
 Another method is by extending the number of bits on which data can be embedded. This improves the capacity but the disadvantage here is that there will be more distortion and it is difficult to hold the histogram.
 Also the key stream can be made non-linear by using non-linear LFSR. This increases the protection against external attacks.
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