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Coming up: Types of Defense
 Defense Against theDark ArtsDan FleckCS469 Security Engineering
 Reference: Angelos Stavrou’s ISA564 and Computer Security by Bishop
 1111
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Coming up: Data vs. Instructions
 Types of Defense
 • Distinguish between data, instructions• Reducing Protection Domain• Inhibit sharing• Detect altering of files• Detect actions beyond specifications• Analyze statistical characteristics
 22
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Coming up: Example: Duff and UNIX
 Data vs. Instructions
 • Malicious logic is both• Virus: written to an EXE program (data); then executes
 (instructions)• Approach: treat “data” and “instructions” as
 separate types, and require certifying authority to approve conversion• Keys are assumption that certifying authority will not
 make mistakes and assumption that tools, supporting infrastructure used in certifying process are not corrupt
 33
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Coming up: Reducing Protection Domain
 Example: Duff’s UNIX
 • Observation: users with execute permission usually have read permission, too• So files with “execute” permission have type
 “executable” ; those without it, type “data”
 • Executable files can be altered, but type immediately changed to “data”• Implemented by turning off execute permission• Certifier can change them back
 • So virus can spread only if run as certifier44
 Distinguish between data, instructionsReducing Protection DomainInhibit sharingDetect altering of filesDetect actions beyond specificationsAnalyze statistical characteristics
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Coming up: Example: ACLs and C-Lists
 Reducing Protection Domain
 • Application of principle of least privilege• Basic idea: remove rights from process so it can
 only perform its function• Warning: if that function requires it to write, it
 can write anything• But you can make sure it writes only to those
 objects you expect
 5Lets see an example… 5
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Coming up: Karger’s Scheme
 Example: ACLs and C-Lists
 • s1 needs to run p2 • p2 contains Trojan horse
 • So s1 needs to ensure p12 (subject created when s1 runs p2) can’t write to f3
 • Ideally, p12 has capability { (s1, p2, x ) } so no problem• In practice, p12 inherits s1’s rights—bad! Note s1 does not own
 f3, so can’t change its rights over f3
 • Solution: restrict access by others 6
 F1 P2 F3
 S1 (Owns)W X W
 S2 (Owns)RWX R
 6
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Coming up: Guardians, Watchdogs
 Karger’s Scheme
 • Base it on attribute of subject, object combo• Interpose a knowledge-based subsystem to
 determine if requested file access reasonable• Sits between kernel and application
 • Example: UNIX C compiler• Reads from files with names ending in “.c”, “.h”• Writes to files with names beginning with “/tmp/ctm”
 and assembly files with names ending in “.s”• When subsystem invoked, if C compiler tries to
 write to “.c” file, request rejected7
 Generically, this is a watchdog…7
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Coming up: Sandboxing
 Guardians, Watchdogs
 • System intercepts request to open file• Program invoked to determine if access is to be
 allowed• These are guardians or watchdogs
 • Effectively redefines system (or library) calls
 88
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Coming up: Multilevel Policies
 Sandboxing
 • Sandboxes Basically a virtual machine that has ability to restrict rights:• Modify program by inserting instructions to
 cause traps when violation of security policy• Replace dynamic load libraries with
 instrumented routines
 99
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Coming up: Detect Alteration of Files
 Multilevel Policies• Put programs at the lowest security level, all subjects at higher
 levels• By *-property, nothing can write to those programs• By ss-property, anything can read (and execute) those programs
 • Example: DG/UX system• All executables in “virus protection region” below user and
 administrative regions
 1110
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 Carrying this idea to its extreme would result in isolation of each protected domain. Because sharing would not be possible, no viruses could propagate. Unfortunately, the usefulness of such systems would
 be minimal.
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Coming up: Antivirus Programs
 Detect Alteration of Files
 • Compute manipulation detection code (MDC) to generate signature block for each file, and save it
 • Later, recompute MDC and compare to stored MDC• If different, file has changed
 • Example: tripwire• Signature consists of file attributes, cryptographic
 checksums chosen from among MD4, MD5, HAVAL, SHS, CRC-16, CRC-32, etc.)
 1211
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Coming up: Detect Actions Beyond Spec
 Antivirus Programs• Look for specific sequences of bytes (called “virus signature” in
 file• If found, warn user and/or disinfect file
 • Each agent must look for known set of viruses• Cannot deal with viruses not yet analyzed
 • Due in part to undecidability of whether a generic program is a virus
 13
 Dark Avenger #4=ad3d8073740d75153df6c27512ad3d8075750a46ad3dcd40Dark Avenger #5=9d73482e3b1e0807753a85db7436e8ab029de883007234Dark Avenger #6=a4a58b26060033db53ff64f5e800005eDark Avenger #7=49cd21bbffffb448cd2181ebe700727bDark Avenger related=c31bd17204290606005e561e0e33ff8edfc5069c002e8984Dark Evil=b8023de89eff720a8bd8e82e00b43ee8Dark Evil=b8023de89eff720d0a8bd8e82e00b43ee8
 Sample Binary Signatures
 Src: http://files.codes-sources.com/fichier_fullscreen.aspx?id=21418&f=virussignatures.txt&lang=en
 12
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Coming up: System Monitoring
 Detect Actions Beyond Spec
 • Treat execution, infection as errors and apply fault tolerant techniques
 • Example: break program into sequences of nonbranching instructions• Checksum each sequence, encrypt result• When run, processor recomputes checksum, and at each branch
 co-processor compares computed checksum with stored one• If different, error occurred
 • Example: System monitoring to detect trace (see next slides)
 1413
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Coming up: API Hooking
 System Monitoring
 • Requirements• Deep Inspection – see what’s going on inside• Tamper-Resistance – not allow malware to change
 results
 • Two main approaches (state of the art)• Internal monitoring (e.g., API hooking, system call
 logging)• External monitoring (e.g., traffic sniffers) 331514
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Coming up: Example: API Hooking Log
 API Hooking
 341615
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Coming up: System Call Logging
 Example: API Hooking Log
 351716
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Coming up: Example System Call Log
 System Call Logging
 361817
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Coming up: N-Version Programming
 Example System Call Log
 371918
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Coming up: Detecting Statistical Changes
 N-Version Programming
 • Implement several different versions of algorithm
 • Run them concurrently• Check intermediate results periodically• If disagreement, majority wins
 • Assumptions• Majority of programs not infected• Underlying operating system secure• Different algorithms with enough equal intermediate
 results may be infeasible20Used today for flight controllers, electronic
 voting and malware detection
 19
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Coming up: Lessons
 Detecting Statistical Changes
 • Example: application had 3 programmers working on it, but statistical analysis shows code from a fourth person—may be from a Trojan horse or virus!
 • Other attributes: more conditionals than in original; look for identical sequences of bytes not common to any library routine; increases in file size, frequency of writing to executables, etc.• Denning: use intrusion detection system to detect
 these2120
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End of presentation
 Lessons
 • Malware defense is a perplexing problem• How do you tell what the user asked for is not
 what the user intended?
 • Strong typing leads to separating data, instructions
 • File scanners most popular anti-virus agents• Must be updated as new viruses come out 2221
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