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 A Note from the Author
 I would like to take this opportunity to thank you for investing in the CCIE Security Bootcamp Lab Work Book Version 3.0 from Netmetric Solutions. It is broken down into 6 Modules. The first 5 modules focus on the Blueprint technologies. These labs give you the foundations to attempt the Full lab which is called the Super Lab. Although, my recommendation is to go thru the Technology labs before you start the Super Lab, but if you feel comfortable with the technologies, you can start with the Super Lab. The book is shipped with the AVI for the Labs being performed. The AVI files contain the live demonstration of all the labs with Voice. I would highly recommend downloading Camtasia Studio from http://www.techsmith.com. The quality of the videos increases drastically when viewed in Camtasia. The initial and final (Golden) configuration files are also available on the DVD that you get as part of the Lab Bootcamp book. In terms of the Rack Rental companies, I would highly recommend http://CCIE2BE.com, http://cconlinelabs.com and http://ciscolabs.ca. They have topologies wired specifically for this Workbook. Thanks again for choosing us for your CCIE Preparation. I am sure you will not be disappointed Khawar Butt Quad CCIE # 12353 (R/S, Security, SP, Voice) E-mail: [email protected]
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 Labs 1 – 17
 Netmetric Solutions http://www.netmetric-solutions.com
 Module 1: ASA Firewall
 CCIE Security Lab Workbook Version 3.0
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 Before you Start Load the Initial Configuration files for the Routers and Switches.
 Lab Objectives:
 Task 1 Configure ASA with the following IP configuration for the Interfaces:
 Interface Name Security Level IP Address
 F 0/0 Outside 0 192.1.22.10/24
 F 0/1 Inside 100 10.22.22.10/24
 F 0/2 DMZ 50 192.168.3.10/24
 ASA Interface F 0/0 Nameif outside Ip address 192.1.22.10 255.255.255.0 No shutdown
 F 0/1 (.1)
 F 0/0 (.1)
 R1
 VLAN 1 10.11.11.0/24
 192.168.3.0/24 VLAN 33 R3
 10.22.22.0/24 VLAN 11
 ASA
 F0/1 (.10)
 F0/2 (.10) F0/0
 (.10)
 F0/0 (.33)
 192.1.22.0/24 VLAN 12
 F 0/0 (.2)
 R2
 Lab 1 – Basic ASA Configurations
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 ! Interface F 0/1 Nameif inside Ip address 10.22.22.10 255.255.255.0 No shutdown ! Interface F 0/2 Nameif DMZ Security-level 50 Ip address 192.168. 3.10 255.255.255.0 No shut
 Task 2 Routers R1, R2 and R3 are configured with the following IP addresses:
 Routers Interface IP Address Subnet Mask
 R1 Loopback 0 11.11.11.11 255.0.0.0
 F 0/0 10.22.22.1 255.255.255.0
 Loopback 1 10.11.11.1 255.255.255.0
 R2 Loopback 0 22.22.22.22 255.0.0.0
 F 0/0 192.1.22.2 255.255.255.0
 R3 F 0/0 192.168.3.33 255.255.255.0
 Loopback 0 192.168.33.33 255.255.255.0
 Task 3 Configure the ASA to give out IP Configuration on the DMZ interface using the following information:
 � IP Range : 192.168.3.51 – 192.168.3.100 � DNS Server : 192.1.22.35 � WINS Server : 192.168.3.36
 ASA dhcpd dns 192.1.22.35 dhcpd wins 192.168.3.36 dhcpd address 192.168.3.51-192.168.3.100 DMZ dhcpd enable DMZ
 Task 4 Type clear configure dhcpd before preceding with this task. There is a DHCP Server located at 192.1.22.5. There is a scope that has been created for the 10.22.22.0/24 network on it. You would like the Inside network to receive it’s IP configuration from the outside DHCP Server. Configure the ASA to support this. Also, make sure that the ASA is the
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 default gateway for the inside hosts that get there IP Configuration from the DHCP Server.
 ASA Clear configure dhcpd Dhcprelay server 192.1.22.5 outside Dhcprelay enable inside Dhcprelay setroute inside
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 Before you Start This Lab builds on the configuration of the previous lab.
 Lab Objectives: Task 1 Configure ASA with Static Routes for all internal networks including loopbacks. Internal Networks include networks off of the Inside and DMZ interface.
 ASA Route inside 11.0.0.0 255.0.0.0 10.22.22.1 Route inside 10.11.11.0 255.255.255.0 10.22.22.1 Route DMZ 192.168.33.0 255.255.255.0 192.168.3.33
 Task 2 Configure a default route on ASA pointing towards R2.
 ASA Route outside 0 0 192.1.22.2
 Task 3 Configure a default route on R1 and R3 towards the ASA.
 R1 Ip route 0.0.0.0 0.0.0.0 10.22.22.10
 R3 Ip route 0.0.0.0 0.0.0.0 192.168.3.10
 Lab 2 – Static and Default Routes
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 Before you Start This Lab builds on the configuration of the previous lab.
 Lab Objectives: Task 1 ASA should translate internal networks (including DMZ) to outside using a pool of 192.1.22.151 – 192.1.22.200. Back this pool up by using a PAT address of the outside interface.
 ASA Global (outside) 1 192.1.22.151-192.1.22.200 Global (outside) 1 interface Nat (inside) 1 10.11.11.0 255.255.255.0 Nat (inside) 1 10.22.22.0 255.255.255.0 Nat (inside) 1 11.0.0.0 255.0.0.0 Nat (DMZ) 1 192.168.3.0 255.255.255.0 Nat (DMZ) 1 192.168.33.0 255.255.255.0
 Task 2 Create a loopback 100 on R1. Assign it an address of 192.1.100.1/24. This network should be able to telnet to R2 using its own address. You can use static routes to accomplish this task.
 R1 Interface Loopback 100 Ip address 192.1.100.1 255.255.255.0
 R2 Ip route 192.1.100.0 255.255.255.0 192.1.22.10
 ASA Route inside 192.1.100.0 255.255.255.0 10.22.22.1
 Task 3 Configure Static translation for R1 F 0/0 as itself on the outside interface and an internal PC, who’s address is 10.22.22.25 as 192.1.22.25 on the outside interface.
 ASA
 Lab 3 – Translations and Connections
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 Static (inside,outside) 10.22.22.1 10.22.22.1 Static (inside,outside) 192.1.22.25 10.22.22.25
 Task 4 Configure the ASA such that when it receives a packet destined to the outside interface for port 25, it should be redirected towards 192.168.3.31. If a packet is received destined to the outside interface for port 23, it should be redirected towards 192.168.3.32.
 ASA Static (DMZ,outside) tcp interface 25 192.168.3.31 25 Static (DMZ,outside) tcp interface 23 192.168.3.32 23
 Task 5 Configure the ASA such that when a PC 10.22.22.35 communicates with R2 Loopback (22.22.22.22), it is seen as 192.1.22.21 and when it communicates with R2 F0/0 (192.1.22.2), it is seen as 192.1.22.22.
 ASA Access-list PN-R2LOOP permit ip host 10.22.22.35 host 22.22.22.22 Access-list PN-R2F0 permit ip host 10.22.22.35 host 192.1.22.2 Static (inside,outside) 192.1.22.21 access-list PN-R2LOOP Static (inside,outside) 192.1.22.22 access-list PN-R2F0
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 Before you Start This Lab builds on the configuration of the previous lab.
 Lab Objectives: Task 1 Allow traffic in for R1 F 0/0. You should only allow traffic for Telnet, SSH and HTTP. Also allow traffic for the Application server which was translated to 192.1.22.25 in for HTTP, TACACS+, and the RADIUS application ports.
 ASA Access-list inf permit tcp any host 10.22.22.1 eq 23 Access-list inf permit tcp any host 10.22.22.1 eq 22 Access-list inf permit tcp any host 10.22.22.1 eq 80 Access-list inf permit tcp any host 192.1.22.25 eq 80 Access-list inf permit tcp any host 192.1.22.25 eq 49 Access-list inf permit udp any host 192.1.22.25 eq 1645 Access-list inf permit udp any host 192.1.22.25 eq 1646 ! Access-group inf in interface outside
 Task 2 Allow traffic destined to the outside interface for ports SMTP and Telnet to come in.
 ASA Access-list inf permit tcp any host 192.1.22.10 eq 25 Access-list inf permit tcp any host 192.1.22.10 eq 23
 Task 3 Configure the ASA such that it should be able to ping outside but nobody should be able to ping the ASA’s outside interface.
 ASA Icmp permit any echo-reply outside
 Task 4
 Lab 4 – Access Control
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 Configure the ASA such that only R2 Loopback 0 should be able to ping R1 F 0/0.
 ASA Access-list inf permit icmp host 22.22.22.22 host 10.22.22.1 echo
 Task 5 DMZ contains the following Application Servers and Applications:
 Real IP Address Translated Address Applications
 192.168.3.201 192.1.22.201 HTTP, HTTPS, FTP
 192.168.3.202 192.1.22.202 HTTP, HTTPS, FTP
 192.168.3.203 192.1.22.203 HTTP, HTTPS, FTP
 192.168.3.204 192.1.22.204 SMTP
 192.168.3.205 192.1.22.205 SMTP
 192.168.3.206 192.1.22.206 DNS, TFTP
 192.168.3.207 192.1.22.207 DNS, TFTP
 Task 6 Create static one-on-one translations based on the above table.
 ASA Static (dmz,outside) 192.1.22.201 192.168.3.201 Static (dmz,outside) 192.1.22.202 192.168.3.202 Static (dmz,outside) 192.1.22.203 192.168.3.203 Static (dmz,outside) 192.1.22.204 192.168.3.204 Static (dmz,outside) 192.1.22.205 192.168.3.205 Static (dmz,outside) 192.1.22.206 192.168.3.206 Static (dmz,outside) 192.1.22.207 192.168.3.207
 Task 7 Allow access to the Application Servers from the following networks:
 � 101.1.1.0/24 � 150.1.5.0/24 � 175.4.1.0/24 � 199.1.33.0/24 � 215.5.7.0/24
 Use the minimum number of lines possible to accomplish access to these application servers.
 ASA
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 Object-group network PN Network-object 101.1.1.0 255.255.255.0 Network-object 150.1.5.0 255.255.255.0 Network-object 175.4.1.0 255.255.255.0 Network-object 199.1.33.0 255.255.255.0 Network-object 215.5.7.0 255.255.255.0 ! Object-group network WEB-FTP-N Network-object host 192.1.22.201 Network-object host 192.1.22.202 Network-object host 192.1.22.203 ! Object-group network SMTP-N Network-object host 192.1.22.204 Network-object host 192.1.22.205 ! Object-group network DNS-TFTP-N Network-object host 192.1.22.206 Network-object host 192.1.22.207 ! Object-group service WEB-FTP-P tcp Port-object eq 80 Port-object eq 443 Port-object eq 21 ! Object-group service DNS-TFTP-P udp Port-object eq 69 Port-object eq 53 ! access-list inf permit tcp object-group PN object-group WEB-FTP-N object-group WEB-FTP-P access-list inf permit udp object-group PN object-group DNS-TFTP-N object-group DNS-TFTP-P access-list inf permit tcp object-group PN object-group SMTP-N eq SMTP

Page 13
                        

Copyrights Netmetric Solutions 2006-2010 Website: http://www.netmetric-solutions.com; Email: [email protected]
 13 of 191
 Before you Start This Lab builds on the configuration of the previous lab.
 Lab Objectives: Task 1 Clear all the static routes on the ASA. You will be configuring Dynamic Routing protocols on the ASA to learn routes.
 ASA Clear configure route
 Task 2 Configure RIP V2 on the ASA on the DMZ Interface. Disable auto-summarization of routes.
 ASA Router RIP Version 2 No auto-summary Network 192.168.3.0
 Task 3 Authenticate all RIP communications. Use Key-id of 1 and a key of cisco.
 ASA Interface E 0/2 Rip authentication mode MD5 Rip authentication key cisco key_id 1
 Task 4 ASA should learn the DMZ network using RIP V2.
 Lab 5 – Running RIP V2
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 Before you Start This Lab builds on the configuration of the previous lab.
 Lab Objectives: Task 1 Configure EIGRP 100 on the ASA on the inside interface. Disable auto-summarization of routes.
 ASA Router EIGRP 100 No auto-summary Network 10.0.0.0
 Task 3 Authenticate all EIGRP communications. Use Key-id of 1 and a key of cisco.
 ASA Interface E0/1 authentication mode eigrp 100 MD5 authentication key eigrp 100 cisco key_id 1
 Task 4 ASA should learn all the internal networks using EIGRP.
 Lab 6 – Running EIGRP
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 Before you Start This Lab builds on the configuration of the previous lab.
 Lab Objectives: Task 1 Configure OSPF on the outside interface of ASA in Area 0. ASA should have a Router-id of 10.10.10.10.
 ASA Router OSPF 1 Router-id 10.10.10.10 Network 192.1.22.0 255.255.255.0 area 0
 Task 2 Authenticate the Neighbor relationship between R2 and the ASA. R2 is using cisco as the Key and 1 as the key ID.
 ASA Interface E 0/0 OSPF authentication message-digest OSPF message-digest-key 1 MD5 cisco
 Task 3 Configure ASA such that all routers see all routes.
 ASA Router OSPF 1 Redistribute Rip subnets Redistribute EIGRP 100 subnets ! Router RIP Redistribute ospf 1 metric 1 Redistribute EIGRP 100 metric 1 ! Router EIGRP 100 Redistribute ospf 1 metric 1 1 1 1 1 Redistribute RIP metric 1 1 1 1 1
 Lab 7 – Running OSPF
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 Before you Start This Lab builds on the configuration of the previous lab.
 Lab Objectives: Task 1 Configure FTP to be inspected on port 2100 in addition to port 21. Do not use any access-list for this task.
 ASA Class FTP2100 Match port tcp eq 2100 ! policy-map global_policy class FTP2100 inspect ftp
 Task 2 Enable Application inspection in the Default inspection policy for the ICMP.
 ASA policy-map global_policy class inspection_default inspect icmp
 Task 3 There is a FTP Server located at 10.22.22.221. Translate this server as 192.1.22.221 on the outside. Allow FTP traffic to this Server from the outside.
 ASA Static (inside,outside) 192.1.22.221 10.22.22.221 ! access-list inf permit tcp any host 192.1.22.221 eq 21
 Task 4
 Lab 8 – Application Aware Inspection
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 FTP traffic connections to this server should be reset if they are trying to execute the following commands:
 � Put � Rmd � Rnfr � dele
 ASA Policy-map type inspect FTP FTPCMD Match-request command put rmd rnfr dele Reset ! access-list FTP-S permit tcp any host 192.1.22.221 eq 21 ! class-map FTP-S match access-list FTP-S ! policy-map global_policy class FTP-S inspect FTP strict FTPCMD
 Task 5 There is a HTTP Server located at 10.22.22.222. Translate this server as 192.1.22.222 on the outside. Allow Web traffic to this Server from the outside.
 ASA Static (inside,outside) 192.1.22.222 10.22.22.222 ! access-list inf permit tcp any host 192.1.22.222 eq 80
 Task 6 Deny any web traffic that has the word CMD anywhere in the URL coming towards this server.
 ASA Regex CMD “CMD” ! policy-map type inspect HTTP URL match request URI regex CMD reset !
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 access-list HTTP-S permit tcp any host 192.1.22.222 eq 80 ! class HTTP-S match access-list HTTP-S ! policy-map global_policy class HTTP-S inspect http URL
 Task 7 Configure maximum number of incoming connections towards this Web server to 500. Also, set the maximum number of half-open connections to this Web server to 200. Set the embryonic Timeout to 1 minute.
 ASA policy-map global_policy class HTTP-S set connection conn-max 500 set connection embryonic-conn-max 200 set connection timeout embryonic 0:1:0
 Task 8 A BGP neighbor relationship has been configured between R1 and R2 in AS 1200. Allow this relationship to come up thru ASA. Do not configure an ACL for this task
 ASA TCP-map BGPMAP TCP-options range 19 19 allow ! class-map BGP match port tcp eq 179 ! policy-map global_policy class BGP set connection random-sequence-number disable set connection advanced-options BGPMAP
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 Before you Start This lab builds on the configuration of the previous lab.
 Lab Objectives: Task 1 Configure the ASA such that all Telnet, SSH and FTP traffic is either allowed or dropped based on the following criteria:
 � If Checksum is not correct, the packet should be dropped. � Allow packets whose data length exceeds the TCP Maximum
 segment size. � Clear the reserved bits in any packets that have it set, and then
 allow the packet. � Drop any packets that have data in the Syn Packet.
 ASA Class-map TCP-Normalization Match port tcp range 20 23 ! tcp-map TMAP checksum-verification exceed-mss allow reserved-bits clear syn-data drop ! policy-map global_policy class TCP-Normalization set connection advanced-options TMAP
 Lab 9 – TCP Normalization
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 Before you Start Reload all the routers in the previous Labs. Load the Initial configuration for the 2 routers and the Switch.
 Lab Objectives:
 Task 1 Configure the ASA as a Transparent Firewall.
 ASA Firewall Transparent
 Task 2 Configure F 0/0 as the outside interface with a security level of 0. Bring the Interface up. Configure F 0/1 as the inside interface with a security level of 100. Bring the Interfaces up.
 Lab 10 – Layer 2 Transparent Firewall
 10.22.22.0/24 VLAN 22
 R1
 F 0/1 (.1)
 10.11.11.0/24 VLAN 1
 F 0/0 (.1)
 10.22.22.0/24 VLAN 11
 F 0/0 (.2)
 R2
 ASA
 Inside
 Outside
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 ASA Interface E 0/0 Nameif outside No shutdown ! Interface E 0/1 Nameif inside No shutdown
 Task 3 Assign the ASA an IP address of 10.22.22.10/24 with a default gateway of 10.22.22.2.
 ASA IP address 10.22.22.10 255.255.255.0 ! Route outside 0 0 10.22.22.2
 Task 4 Allow Management of ASA only from VLAN 11 devices. Telnet and SSH access to the ASA should be allowed from the inside interface only.
 ASA Domain-name NM.com ! crypto key generate rsa ! telnet 10.22.22.0 255.255.255.0 inside ssh 10.22.22.0 255.255.255.0 inside
 Task 5 Configure the ASA to allow R2 and R1 to communicate to each other to exchange Routing information. R2 and R1 should run RIP V2 as the routing protocol.
 ASA Access-list outside permit udp host host 10.22.22.2 host 224.0.0.9 eq rip Access-list inside permit udp host 10.22.22.1 host 224.0.0.9 eq rip ! Access-group outside in interface outside
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 Access-group inside in interface inside
 Task 6 Allow R1 to Telnet and HTTP into R2.
 ASA Access-list inside permit tcp host 10.22.22.1 host 10.22.22.2 eq 23 Access-list inside permit tcp host 10.22.22.1 host 10.22.22.2 eq 80
 Task 7 Allow devices on the inside of the ASA should be able to go out for Web, FTP and DNS traffic only besides the traffic already allowed.
 ASA Access-list inside permit tcp any any eq 80 Access-list inside permit tcp any any eq 21 Access-list inside permit udp any any eq 53
 Task 8 Configure the ASA such that it examines all the ARP Packets (reply or gratuitous ARP) on the outside interface before forwarding the packet. It should look in the Static ARP table for a matching entry and if it does not exist, it should drop the packet.
 ASA Arp-inspection outside enable no-flood
 Task 9 Create a Static ARP entry for R2 IP to MAC mapping on the respective interfaces.
 ASA arp outside 10.22.22.2 XXXX.XXXX.XXXX
 Task 10 You will be configuring MPLS-Unicast Routing on R1 and R2 in the future. Make sure the Firewall allows them to communicate to each other. Also, allow BPDU packets and packets with a EtherType 0x2111 thru the Firewall.
 ASA
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 access-list E-TYPE ethertype permit bpdu access-list E-TYPE ethertype permit mpls-unicast access-list E-TYPE ethertype permit 0x2111 access-group E-TYPE in interface inside access-group E-TYPE in interface outside
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 Before you Start Reload all the devices. Load the Initial configuration files for all Routers and Switches used in this lab.
 Lab Objectives: Task 1 Configure both ASA’s for Multiple Contexts.
 ASA-1 Mode multiple
 ASA-2 Mode multiple
 Task 2 Bring interface E0/0, and E 0/1. Split E 0/1 into 3 sub-interfaces based on the Network diagram on ASA-1.
 ASA-1
 Lab 11 – Security Contexts on the ASA using
 Shared Interface
 F 0/0 (.4) F 0/1.4 (.11)
 10.44.44.0/24 VLAN 40
 10.22.22.0/24 VLAN 20
 ASA1-C1 ASA1-C2
 10.22.22.0/24 VLAN 30
 F 0/0 (.3) F 0/0 (.2)
 R2
 R3
 F 0/1.3 (.21)
 F 0/0 (.21) (Shared)
 F 0/1.2 (.11)
 F 0/0 (.11) (Shared)
 192.1.100.0/24 VLAN 100
 F 0/0 (.1) R1
 R4
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 Interface E 0/0 No shutdown ! Interface E 0/1 No shutdown ! interface E 0/1.2 Vlan 20 interface E 0/1.3 Vlan 30 interface E 0/1.4 Vlan 40
 Task 3 Configure two contexts on ASA-1. Name them ASA-C1 and ASA-C2. Configure them with configuration files ASAC1.cfg and ASAC2.cfg respectively on Flash. Allocate the appropriate interface to the appropriate contexts based on the Network Diagram. (Note: Delete any existing .cfg files in flash before creating the context)
 ASA-1 Context ASA-C1 Allocate-interface E0/0 Allocate-interface E0/1.2 Allocate-interface E0/1.4 Config-url flash:ASAC1.cfg ! Context ASA-C2 Allocate-interface E0/0 Allocate-interface E0/1.3 Config-url flash:ASAC2.cfg
 Task 4 Configure Interfaces in Context ASA-C1 as follows:
 Interface Name Security Level IP Address
 E 0/0 Outside (Shared) 0 192.1.100.11/24
 E 0/1.2 Inside 100 10.22.22.11/24
 E 0/1.4 DMZ 50 10.44.44.11/24
 ASA-1 Changeto context ASA-C1 Interface E 0/0
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 Nameif outside Ip address 192.1.100.11 255.255.255.0 ! Interface E 0/1.2 Nameif Inside Ip address 10.22.22.11 255.255.255.0 ! Interface E 0/1.4 Nameif DMZ Security-level 50 Ip address 10.44.44.11 255.255.255.0
 Task 5 Configure Interfaces in Context ASA-C2 as follows:
 Interface Name Security Level IP Address
 E 0/0 Outside (Shared) 0 192.1.100.21/24
 E 0/1.3 Inside 100 10.22.22.21/24
 ASA-1 Changeto context ASA-C2 Interface E 0/0 Nameif outside Ip address 192.1.100.21 255.255.255.0 ! Interface E 0/1.3 Nameif Inside Ip address 10.22.22.21 255.255.255.0
 Task 6 Enable NAT-control on ASA-C1. Configure ASA-C1 to allow the inside network access to the outside networks using Dynamic Translation. Use a pool of 192.1.100.51 – 192.1.100.69. Backup the NAT pool with a PAT Pool using an IP Address of 192.1.100.70. R2 should be seen as 192.1.100.2 on the outside network.
 ASA-1 Changeto context ASA-C1 Nat-control ! global (outside) 1 192.1.100.51-192.1.100.69 global (outside) 1 192.1.100.70 !
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 nat (inside) 1 10.22.22.0 255.255.255.0 static (inside,outside) 192.1.100.2 10.22.22.2
 Task 7 Configure ASA-C2 to allow the inside network access to the outside networks using Dynamic Translation. Use a pool of 192.1.100.71 – 192.1.100.89. Backup the NAT pool with a PAT Pool using an IP Address of 192.1.100.90. Create a Static Translation for R3 as 192.1.100.3 as the Translated address on the Outside interface.
 ASA-1 Changeto context ASA-C2 global (outside) 1 192.1.100.71-192.1.100.89 global (outside) 1 192.1.100.90 ! nat (inside) 1 10.22.22.0 255.255.255.0 ! static (inside,outside) 192.1.100.3 10.22.22.3
 Task 8 Configure Static Routes on ASA-C1 and ASA-C2 for all internal networks. (R2 – 10.2.2.0/24; R3 – 10.3.3.0/24). Also configure a default route on ASA-C1 and ASA-C2 towards R1.
 ASA-1 Changeto context ASA-C1 Route inside 10.2.2.0 255.255.255.0 10.22.22.2 Route outside 0 0 192.1.100.1 ! Changeto context ASA-C2 Route inside 10.3.3.0 255.255.255.0 10.22.22.3 Route outside 0 0 192.1.100.1
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 Before you Start This Lab builds on the configuration of the previous lab.
 Lab Objectives: Task 1 Configure ASA-2 to back up ASA-1 from the previous lab. Configure E 0/2 as the Failover Link. This interface will be used to transmit Failover control messages. Assign it a name of FC. Also assign it an active IP address of 10.100.100.1/24 with a standby address of 10.100.100.2. Authenticate the Failover Control messages using a Key of cciesec.
 ASA-1 Changeto system Interface E 0/2 No shutdown !
 Lab 12 – Active/Standby Failover
 10.22.22.0/24 VLAN 30
 (.11)
 (.12)
 (.22) (.12)
 (.22) (.12) (.21) (.11)
 (.21) (.11)
 10.44.44.0/24 VLAN 40
 (.4)
 10.22.22.0/24 VLAN 20
 C1
 (.3) (.2)
 R2
 R3
 F 0/1.2 (.11)
 192.1.100.0/24 VLAN 100
 (.1) R1
 R4
 C2 C1 C2 ASA-1 ASA-2
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 Failover lan interface FC E0/2 Failover interface IP FC 10.100.100.1 255.255.255.0 standby 10.100.100.2 Failover key cciesec Failover lan unit primary Failover
 Task 2 Configure ASA-2 with the appropriate configuration to enable Failover.
 ASA-2 Interface E 0/2 No shutdown ! Failover lan interface FC E0/2 Failover interface IP FC 10.100.100.1 255.255.255.0 standby 10.100.100.2 Failover key cciesec Failover lan unit secondary Failover
 Task 3 Re-Configure ASA-1 with the following Primary and Standby IP Addresses for ASA-C1:
 Interface Name Security Level System IP Standby IP
 E 0/0 Outside 0 192.1.100.11/24 192.1.100.12/24
 E 0/1.2 Inside 100 10.22.22.11/24 10.22.22.12/24
 E 0/1.4 DMZ 50 10.44.44.11/24 10.44.44.12/24
 ASA-1 Changeto context ASA-C1 Interface E 0/0 IP Address 192.1.100.11 255.255.255.0 standby 192.1.100.12 ! Interface E 0/1.2 IP Address 10.22.22.11 255.255.255.0 standby 10.22.22.12 ! Interface E 0/1.4 IP Address 10.44.44.11 255.255.255.0 standby 10.44.44.12
 Task 4 Re-Configure ASA-1 with the following primary and standby IP address for ASA-C2 Interfaces as follows:
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 Interface Name Security Level System IP Standby IP
 E 0/0 Outside 0 192.1.100.21/24 192.1.100.22/24
 E 0/1.3 Inside 100 10.22.22.21/24 10.22.22.22/24
 ASA-1 Changeto context ASA-C2 Interface E 0/0 IP Address 192.1.100.21 255.255.255.0 standby 192.1.100.22 ! Interface E 0/1.3 IP Address 10.22.22.21 255.255.255.0 standby 10.22.22.22
 Task 5 Configure E 0/3 with an IP Address of 10.101.101.1/24 as the Active Address and 10.101.101.2/24 as the Standby address. Assign it a name of SFF. The SFF link should be used to replicate the Translations and State table from the Active to the Standby Firewall.
 ASA-1 Changeto System Interface E 0/3 No Shutdown ! Failover link SFF E0/3 Failover interface IP SFF 10.101.101.1 255.255.255.0 standby 10.101.101.2
 Task 6 The Failover MAC addresses for the E0/0 interfaces should be 0000.AA11.1111 for the active ASA and 0000.AA11.1112 for the standby device.
 ASA-1 Changeto System Failover mac address E0/0 0000.AA11.1111 0000.AA11.1112
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 Before you Start This Lab builds on the configuration of the previous lab.
 Lab Objectives: Task 1 Configure Failover in such a way that C1 will try to become Active on ASA-1 and C2 will try to become Active on ASA-2.
 ASA-2 No Failover
 ASA-1 No Failover ! failover group 1
 Lab 13 – Configuring Active/Active Failover
 (.21)
 (.11)
 (.12)
 (.22) (.12)
 (.22) (.12) (.11)
 (.21) (.11)
 10.44.44.0/24 VLAN 40
 (.4)
 10.22.22.0/24 VLAN 30 10.22.22.0/24 VLAN 20
 (.3) (.2)
 R2
 R3
 F 0/1.2 (.11)
 192.1.100.0/24 VLAN 100
 (.1) R1
 R4
 C2 C1 C2 ASA-1 C1 ASA-2
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 preempt failover group 2 secondary preempt ! Context ASA-C1 Join-failover-group 1 ! Context ASA-C2 Join-failover-group 2 ! Failover
 ASA 2 Failover
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 Before you Start This Lab builds on the configuration of the previous lab.
 Lab Objectives: Task 1 R4 should be seen as 192.1.100.4 on the outside. Configure the appropriate translation on Context ASA-C1 to allow this.
 ASA-1 Changeto context ASA-C1 Static (DMZ,outside) 192.1.100.4 10.44.44.4
 Task 2 R4 should see R1 as 10.44.44.1. This should only be done when R1 communicates with R4. Configure the appropriate translation on ASA-C1 to allow this.
 ASA-1 Changeto context ASA-C1 Access-list PBDN permit ip host 192.1.100.1 host 192.1.100.4 Static (outside, DMZ) 10.44.44.1 access-list PBDN
 Task 3 There is a web server located at 10.44.44.80. This server needs to be seen as 192.1.100.80 on the outside. The company DNS Server is hosted by the ISP at 205.5.5.5. When DMZ users browse to this web server using its FQDN, they cannot reach it. But if they use the IP address in their browser it works. You need to allow the DMZ users to browse to this server using the FQDN. The DMZ users are pointed to the ISP hosted DNS Server.
 ASA-1 Changeto context ASA-C1 Static (DMZ, outside) 192.1.100.80 10.44.44.80 dns
 Lab 14 – Advanced Static Translations
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 Before you Start This Lab builds on the configuration of the previous lab.
 Lab Objectives: Task 1 Filter all ActiveX content from the Inside towards the 192.1.100.0 network on ASA-C2. Filtering should be done on Port 80 and 8080.
 ASA-2 Changeto context ASA-C2 filter activex 80 10.22.22.0 255.255.255.0 192.1.100.0 255.255.255.0 filter activex 8080 10.22.22.0 255.255.255.0 192.1.100.0 255.255.255.0
 Task 2 Filter all Java content from the inside towards the 192.1.100.0 network on ASA-C2. Filtering should be done on Port 80 and 8080.
 ASA-2 Changeto context ASA-C2 filter java 80 10.22.22.0 255.255.255.0 192.1.100.0 255.255.255.0 filter java 8080 10.22.22.0 255.255.255.0 192.1.100.0 255.255.255.0
 Task 3 There is a Websense URL Server located at 192.1.100.75. Configure the ASA-C1 to point to it as the URL Server.
 ASA-1 Changeto context ASA-C1 url-server (outside) vendor websense host 192.1.100.75
 Task 4
 Lab 15 – URL Filtering
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 Configure ASA-C1 for URL Filtering on port 80, 443 and 8080. Task 5 If the URL Server is down, the packets should be allowed to go out. Task 6 Drop all requests towards proxy servers. Task 7 ASA-C1 should only send the Host name or IP Address portion of the URL for evaluation to the filtering server when the URL is more the 1159 in size. Task 8 ASA-C1 should truncate CGI URLs to include only the CGI script location and script name without any parameters.
 ASA-1 Changeto context ASA-C1 filter url http 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 allow proxy-block longurl-truncate cgi-truncate filter url 443 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 allow proxy-block longurl-truncate cgi-truncate filter url 8080 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 allow proxy-block longurl-truncate cgi-truncate
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 Before you Start This Lab builds on the configuration of the previous lab.
 Lab Objectives: Task 1 You don’t want any users on the inside of ASA-C1 except for 10.22.22.97 and 10.22.22.98 to be able to use either MSN IM or Yahoo IM. Task 3 Do not configure this under the Global policy.
 ASA-1 ! Changeto context ASA-C1 ! access-list IM-ACL extended deny ip host 10.22.22.97 any access-list IM-ACL extended deny ip host 10.22.22.98 any access-list IM-ACL extended permit ip any any ! class-map IM-BLOCK match access-list IM-ACL ! class-map type inspect im match-all IM-TRAFFIC match protocol msn-im yahoo-im ! policy-map type inspect im IM-PM class IM-TRAFFIC drop-connection ! policy-map INSIDE-PM class IM-BLOCK inspect im IM-PM ! service-policy INSIDE-PM interface inside
 Lab 16 – Blocking Messenger Applications
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 Before you Start Reload all the devices. Load the Initial configuration files for all Routers and Switches used in this lab.
 Lab 17 – Interface Redundancy
 192.1.46.0/24 192.1.25.0/24
 S 0/0.4 (.5) S 0/0.2 (.5)
 S 0/0 (.2) S 0/0 (.4)
 192.1.22.0/24 VLAN 22 192.1.24.0/24 VLAN 24
 F 0/2
 F 0/1
 10.22.22.0/24 VLAN 11
 R1
 F 0/1 (.1)
 10.11.11.0/24 VLAN 1
 F 0/0 (.1)
 F 0/0 (.2)
 R2
 ASA-1
 F 0/0
 F 0/3
 F 0/0 (.4)
 R4
 R5
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 Lab Objectives:
 Task 1 Configure the F 0/0 and F 0/1 as part of Redundant Interface 1 in that order. Assign it a virtual mac-address of your choice. Task 2 Configure ASA with the following IP configuration for the Interfaces:
 Interface Name Security Level IP Address
 F 0/2 Outside-1 0 192.1.22.10/24
 F 0/3 Outside-2 0 192.1.24.10/24
 Redundant 1 Inside 100 10.22.22.10/24
 Task 3 Configure the Switch to accommodate this configuration. Also, put
 ASA-1 Interface Redundant 1 Member-interface F 0/0 Member-interface F 0/1 Mac-address 0001.AB01.1101 ! Interface F 0/0 No shut ! Interface F 0/1 No shut ! Interface Redundant 1 Nameif inside Ip address 10.22.22.10 255.255.255.0 ! Interface F 0/2 Nameif outside-1 Ip address 192.1.22.10 255.255.255.0 No shut ! Interface F 0/3 Nameif outside-2 Ip address 192.1.24.10 255.255.255.0 No shut
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 SW3 Interface range F 0/10 – 11 Switchport mode access Switchport access vlan 11 ! interface F 0/12 switchport mode access switchport access vlan 22 ! interface F 0/13 switchport mode access switchport access vlan 24
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 Before you Start This Lab builds on the configuration of the previous lab.
 Lab Objectives: Task 1 Configure ASA-1 such that it uses R2 as its primary Default gateway and R4 as the backup default gateway. Task 2 If the link between R2 and R5 goes down, ASA-1 should use the backup default gateway to route the packets.
 ASA-1 SLA monitor 24 Type echo protocol ipicmpecho 192.1.25.2 interface Outside-1 ! SLA monitor 24 schedule life forever start-time now ! track 24 rtr 24 reachability ! route outside-1 0.0.0.0 0.0.0.0 192.1.22.2 track 24 route outside-2 0.0.0.0 0.0.0.0 192.1.24.4 10
 Task 3 ASA-1 has been assigned a public address of 192.1.224.0/24. Allow inside devices to go out using a pool of 192.1.224.51-192.1.224.100.
 ASA-1 Global (outside-1) 1 192.1.224.51-192.1.224.100 Global (outside-2) 2 192.1.224.51-192.1.224.100 Nat (inside) 1 0 0 Nat (inside) 2 0 0
 Lab 18 – Route Tracking using SLA Monitor
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 Labs 1 – 11
 Netmetric Solutions http://www.netmetric-solutions.com
 Module 2: Virtual Private Networks
 CCIE Security Lab Workbook Version 3.0
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 Before you Start Load the routers and ASA with the Initial Configs.
 Lab Objectives: Task 1 Configure a IPSec Tunnel to encrypt traffic from 10.22.22.0/24 on R2 (Loopback 10) to the 10.30.30.0/24 network behind ASA-1. Task 2 Use the following Parameters for the Tunnel between R2 and ASA-1:
 � ISAKMP Parameters o Authentication : Pre-shared o Encryption : 3DES o Group : 2 o Hash : MD5 o Pre-Shared Key : cciesec
 � IPSec Parameters o Encryption : ESP-3DES o Authentication : ESP-SHA-HMAC
 192.1.12.0/24 VLAN 12
 F0/0 (.3)
 10.30.30.0/24 VLAN 10
 F0/0 (.10)
 F 0/0 (.2)
 R2
 ASA-1
 F0/1 (.10)
 R3
 F 0/0 (.1)
 R1
 Lab 1 – LAN-To-LAN IPSec With NAT-T
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 R2 Crypto isakmp policy 10 Authentication pre-share Hash md5 Group 2 Encryption 3des ! Crypto isakmp key cciesec address 192.1.12.10 ! crypto ipsec transform-set t-set esp-3des esp-sha-hmac ! access-list 150 permit ip 10.22.22.0 0.0.0.255 10.30.30.0 0.0.0.255 ! crypto map I-MAP 10 ipsec-isakmp set peer 192.1.12.10 set transform-set t-set match address 150 ! Interface F 0/0 Crypto map I-MAP
 ASA Crypto isakmp enable outside ! Crypto isakmp policy 10 Authentication pre-share Hash md5 Group 2 Encryption 3des ! tunnel-group 192.1.12.2 type ipsec-l2l tunnel-group 192.1.12.2 ipsec-attributes pre-shared-key cciesec ! crypto ipsec transform-set t-set esp-3des esp-sha-hmac ! access-list 152 permit ip 10.30.30.0 255.255.255.0 10.22.22.0 255.255.255.0 ! crypto map I-MAP 10 set peer 192.1.12.2 crypto map I-MAP 10 set transform-set t-set crypto map I-MAP 10 match address 152 ! crypto map I-MAP interface outside !
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 sysopt connection permit-vpn access-list nonat permit ip 10.30.30.0 255.255.255.0 10.22.22.0 255.255.255.0
 nat (inside) 0 access-list nonat ! route outside 10.22.22.0 255.255.255.0 192.1.12.2
 Task 3 Configure a IPSec Tunnel to encrypt traffic from 10.1.1.0/24 on R1 (Loopback 11) to the 10.3.3.0/24 on R3 (Loopback 10). Translate R3 as 192.1.12.3 on the outside. Use this as the tunnel endpoint for R1. Task 4 Use the following Parameters for the Tunnel between R1 and R3:
 � ISAKMP Parameters o Authentication : Pre-shared o Encryption : 3DES o Group : 2 o Hash : MD5 o Pre-Shared Key : cciesec
 � IPSec Parameters o Encryption : ESP-3DES o Authentication : ESP-SHA-HMAC
 Task 5 You are allowed to create static routes for this Lab.
 R1 Crypto isakmp policy 10 Authentication pre-share Hash md5 Group 2 Encryption 3des ! Crypto isakmp key cciesec address 192.1.12.3 ! crypto ipsec transform-set t-set esp-3des esp-sha-hmac ! access-list 153 permit ip 10.1.1.0 0.0.0.255 10.3.3.0 0.0.0.255 ! crypto map I-MAP 10 ipsec-isakmp set peer 192.1.12.3 set transform-set t-set match address 153
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 ! Interface F 0/0 Crypto map I-MAP ! ip route 10.3.3.0 255.255.255.0 192.1.12.10
 R3 Crypto isakmp policy 10 Authentication pre-share Hash md5 Group 2 Encryption 3des ! Crypto isakmp key cciesec address 192.1.12.1 ! crypto ipsec transform-set t-set esp-3des esp-sha-hmac ! access-list 151 permit ip 10.3.3.0 0.0.0.255 10.1.1.0 0.0.0.255 ! crypto map I-MAP 10 ipsec-isakmp set peer 192.1.12.1 set transform-set t-set match address 151 ! Interface F 0/0 Crypto map I-MAP
 ASA static (inside,outside) 192.1.12.3 10.30.30.3 ! Access-list inf permit udp host 192.1.12.1 host 192.1.12.3 eq 500 Access-list inf permit udp host 192.1.12.1 host 192.1.12.3 eq 4500 ! Access-group inf in interface outside

Page 46
                        

Copyrights Netmetric Solutions 2006-2010 Website: http://www.netmetric-solutions.com; Email: [email protected]
 46 of 191
 Network Diagram 2.6
 Before you Start This Lab builds on the configuration of the previous lab.
 Lab Objectives:
 Task 1 Configure a IPSec Tunnel to encrypt traffic from 10.11.11.0/24 on R1 (Loopback 10) to the 10.30.30.0/24 network behind ASA-1. Task 2 Use the following Parameters for the Tunnel between R1 and ASA-1:
 � ISAKMP Parameters o Authentication : Pre-shared o Encryption : 3DES o Group : 2 o Hash : MD5 o Pre-Shared Key : cciesec
 � IPSec Parameters o Encryption : ESP-3DES o Authentication : ESP-SHA-HMAC
 R1 Crypto isakmp policy 10 Authentication pre-share Hash md5 Group 2 Encryption 3des ! Crypto isakmp key cciesec address 192.1.12.10 ! crypto ipsec transform-set t-set esp-3des esp-sha-hmac ! access-list 150 permit ip 10.11.11.0 0.0.0.255 10.30.30.0 0.0.0.255 ! crypto map I-MAP 10 ipsec-isakmp set peer 192.1.12.10 set transform-set t-set match address 150 ! Interface F 0/0
 Lab 2 – IPSec Hairpinning
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 Crypto map I-MAP ! ip route 10.30.30.0 255.255.255.0 192.1.12.10
 ASA tunnel-group 192.1.12.1 type ipsec-l2l tunnel-group 192.1.12.1 ipsec-attributes pre-shared-key cciesec ! crypto ipsec transform-set t-set esp-3des esp-sha-hmac ! access-list 151 permit ip 10.30.30.0 255.255.255.0 10.11.11.0 255.255.255.0 ! crypto map I-MAP 20 set peer 192.1.12.1 crypto map I-MAP 20 set transform-set t-set crypto map I-MAP 20 match address 151 ! access-list nonat permit ip 10.30.30.0 255.255.255.0 10.11.11.0 255.255.255.0 ! route outside 10.11.11.0 255.255.255.0 192.1.12.1
 Task 3 Configure the ASA-1 such that when R1 and R2 should be able to connect from 10.11.11.0/24 and10.22.22.0/24 via the ASA-1. You are allowed to create static routes to accomplish this task.
 R1 access-list 150 permit ip 10.11.11.0 0.0.0.255 10.22.22.0 0.0.0.255 ! ip route 10.22.22.0 255.255.255.0 192.1.12.10
 R2 access-list 150 permit ip 10.22.22.0 0.0.0.255 10.11.11.0 0.0.0.255 ! ip route 10.11.11.0 255.255.255.0 192.1.12.10
 ASA access-list 151 permit ip 10.22.22.0 255.255.255.0 10.11.11.0 255.255.255.0 ! access-list 152 permit ip 10.11.11.0 255.255.255.0 10.22.22.0 255.255.255.0 ! same-security-traffic permit intra-interface
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 Before you Start Reload the routers and ASA with the Initial Configs.
 Lab Objectives: Task 1 Configure R3 as the EZVPN Server. Enable AAA on the router and configure network authorization based on the Local Database. Also configure a Domain name of NM.com.
 R3 Aaa new-model ! aaa authorization network l-author local ! IP domain-name NM.com
 Task 2 Configure the following ISAKMP and IPSec Policies:
 Lab 3 – EZVPN on a Router
 192.1.12.0/24 VLAN 12
 F0/0 (.3)
 192.1.10.0/24 VLAN 10
 F0/0 (.10)
 F 0/0 (.2)
 R2
 ASA-1
 F0/1 (.10)
 R3
 F 0/0 (.1)
 R1
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 � ISAKMP Parameters
 o Authentication : Pre-shared o Group : 2 o Encryption : 3DES
 � IPSec Parameters o Encryption : ESP-3DES o Authentication : ESP-MD5-HMAC
 R3 Crypto isakmp policy 10 Authentication pre-share hash sha group 2 encryption 3des ! crypto ipsec transform-set t-set esp-3des esp-md5-hmac
 Task 3 Configure a Pool called EZP. This pool will be assigned to EZVPN clients. Use 192.168.11.201 thru 192.168.11.225 as the pool addresses.
 R3 Ip local pool EZP 192.168.11.201 192.168.11.225
 Task 4 Configure an ISAKMP Client Group called EZC with the following parameters:
 � Key = cciesec � Dns address = 192.1.10.49 � WINS address = 192.1.10.50 � Domain Name = NM.com � Pool = EZP
 R3 Crypto isakmp client configuration group EZC Key cciesec Dns 192.1.10.49 Wins 192.1.10.50 Domain NM.com Pool EZP
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 Task 5 Configure a Dynamic Crypto Map. Use the previously configured Transform-set in the Dynamic Map. Configure the Dynamic map RRI.
 R3 Crypto dynamic-map DMAP 10 Set transform-set t-set Reverse-route
 Task 6 Configure crypto map authorization to be done based on the Local Client Group. Configure a Crypto map that uses the Dynamic Crypto Map to respond to client requests. Apply the Crypto map to the appropriate interface.
 R3 Crypto map I-MAP isakmp authorization list l-author Crypto map I-MAP client configuration address respond Crypto map I-MAP 10 ipsec-isakmp dynamic DMAP ! Int F 0/0 Crypto map I-MAP
 Task 7 Configure R1 as a EZVPN client using the following parameters:
 � Mode : Client. � Peer Address : 192.1.10.3. � Connect : Auto � Group Name : EZC � Key : cciesec � Traffic : Network 10.11.11.0/24 (Loopback11) going outside of the
 F 0/0 interface.
 R1 Crypto ipsec client ezvpn EZ Group EZC key cciesec Peer 192.1.10.3 Connect auto Mode client !
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 Int loopback 11 crypto ipsec client ezvpn EZ inside ! Int F 0/0 Crypto ipsec client ezvpn EZ outside
 ASA-1 Access-list inf permit udp host 192.1.12.1 host 192.1.10.3 eq 500 Access-list inf permit esp host 192.1.12.1 host 192.1.10.3 ! Access-group inf in interface outside
 Task 8 Configure R2 as a EZVPN client using the following parameters:
 � Mode : Network Extension Mode � Peer Address : 192.1.10.3. � Connect : Auto � Group Name : EZC � Key : cciesec � Traffic : Network 10.22.22.0/24 (Loopback22) going outside of the
 F 0/0 interface.
 R2 Crypto ipsec client ezvpn EZ Group EZC key cciesec Peer 192.1.10.3 Connect auto Mode Network-extension ! Int loopback 22 crypto ipsec client ezvpn EZ inside ! Int F 0/0 Crypto ipsec client ezvpn EZ outside
 ASA-1 Access-list inf permit udp host 192.1.12.2 host 192.1.10.3 eq 500 Access-list inf permit esp host 192.1.12.2 host 192.1.10.3
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 ��
 Before you Start Reload the devices used in this lab with the Initial Configuration files.
 Lab Objectives: Task 1 Configure the following Loopback interfaces:
 � R1 – Interface Loopback 15 – 172.16.1.1/24 � R2 – Interface Loopback 15 – 172.16.2.2/24 � R3 – Interface Loopback 15 – 172.16.3.3/24
 R1 Interface Loopback 15 Ip address 172.16.1.1 255.255.255.0
 R2 Interface Loopback 15 Ip address 172.16.2.2 255.255.255.0
 R3
 Lab 4 – DMVPN Thru the ASA
 F0/0 (.3)
 192.1.10.0/24 VLAN 10
 F0/0 (.10)
 F 0/0 (.2)
 R2
 ASA-1
 F0/1 (.10)
 R3
 F 0/0 (.1)
 R1
 192.1.12.0/24 VLAN 12
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 Interface Loopback 15 Ip address 172.16.3.3 255.255.255.0
 Task 2 Configure a MGRE tunnel to route traffic between the newly created Loopbacks using the following parameters:
 � NHRP Parameters o NHRP ID – 123 o NHRP Authentication key – DMVPN o NHRP Hub – R3
 � Tunnel Parameters o IP address : 172.16.123.0/24 o IP MTU : 1416 o Tunnel Authentication Key : 123
 � Routing Protocol Parameters o EIGRP 123
 R3 Interface Tunnel 1 Ip address 172.16.123.3 255.255.255.0 Ip mtu 1416 Ip nhrp network-id 123 Ip nhrp authentication DMVPN Ip nhrp map multicast dynamic Tunnel source F 0/0 Tunnel mode gre multipoint Tunnel key 123 No ip split-horizon eigrp 123 ! router eigrp 123 no auto-summary network 172.16.0.0 0.0.255.255 ! ip route 0.0.0.0 0.0.0.0 192.1.10.10
 R1 Interface Tunnel 1 Ip address 172.16.123.1 255.255.255.0 Ip mtu 1416 Ip nhrp network-id 123 Ip nhrp authentication DMVPN

Page 54
                        

Copyrights Netmetric Solutions 2006-2010 Website: http://www.netmetric-solutions.com; Email: [email protected]
 54 of 191
 Ip nhrp nhs 172.16.123.3 Ip nhrp map 172.16.123.3 192.1.10.3 Ip nhrp map multicast 192.1.10.3 Tunnel source F 0/0 Tunnel mode gre multipoint Tunnel key 123 ! router eigrp 123 no auto-summary network 172.16.0.0 0.0.255.255 ! ip route 0.0.0.0 0.0.0.0 192.1.12.10
 R2 Interface Tunnel 1 Ip address 172.16.123.2 255.255.255.0 Ip mtu 1416 Ip nhrp network-id 123 Ip nhrp authentication DMVPN Ip nhrp nhs 172.16.123.3 Ip nhrp map 172.16.123.3 192.1.10.3 Ip nhrp map multicast 192.1.10.3 Tunnel source F 0/0 Tunnel mode gre multipoint Tunnel key 123 ! router eigrp 123 no auto-summary network 172.16.0.0 0.0.255.255 ! ip route 0.0.0.0 0.0.0.0 192.1.12.10
 ASA Access-list inf permit gre host 192.1.12.1 host 192.1.10.3 Access-list inf permit gre host 192.1.12.2 host 192.1.10.3 ! access-group inf in interface outside
 Task 3 Encrypt the MGRE traffic using the following parameters:
 � ISAKMP Parameters o Authentication : Pre-shared o Encryption : 3DES o Pre-Shared Key : cciesec

Page 55
                        

Copyrights Netmetric Solutions 2006-2010 Website: http://www.netmetric-solutions.com; Email: [email protected]
 55 of 191
 � IPSec Parameters o Encryption : ESP-3DES o Authentication : ESP-MD5-HMAC
 R3 Crypto isakmp policy 10 Authentication pre-share Encryption 3des ! crypto isakmp key ccie address 0.0.0.0 ! crypto ipsec transform-set t-set esp-3des esp-md5-hmac ! crypto ipsec profile DMVPN set transform-set t-set ! Interface Tunnel 1 Tunnel protection ipsec profile DMVPN
 R1 Crypto isakmp policy 10 Authentication pre-share Encryption 3des ! crypto isakmp key ccie address 0.0.0.0 ! crypto ipsec transform-set t-set esp-3des esp-md5-hmac ! crypto ipsec profile DMVPN set transform-set t-set ! Interface Tunnel 1 Tunnel protection ipsec profile DMVPN
 R2 Crypto isakmp policy 10 Authentication pre-share Encryption 3des ! crypto isakmp key ccie address 0.0.0.0 ! crypto ipsec transform-set t-set esp-3des esp-md5-hmac ! crypto ipsec profile DMVPN
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 set transform-set t-set ! Interface Tunnel 1 Tunnel protection ipsec profile DMVPN
 ASA Access-list inf permit esp host 192.1.12.1 host 192.1.10.3 Access-list inf permit udp host 192.1.12.1 host 192.1.10.3 eq 500 Access-list inf permit esp host 192.1.12.2 host 192.1.10.3 Access-list inf permit udp host 192.1.12.2 host 192.1.10.3 eq 500 ! No Access-list inf permit gre host 192.1.12.1 host 192.1.10.3 No Access-list inf permit gre host 192.1.12.2 host 192.1.10.3
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 Before you Start Reload all the devices. Load the Initial configuration files for all Routers and Switches used in this lab.
 Lab Objectives: Task 1 Configure the following Loopbacks on R1 and R3:
 � R1 – Loopback 13 – 172.16.1.1/24 � R3 – Loopback 13 – 172.16.3.3/24
 R1
 Lab 5 – High Availability IPSec without using
 HSRP
 R5
 S 0/0.3 (.6)
 192.1.23.0/24
 192.1.36.0/24
 192.1.46.0/24 VLAN 61
 F 0/0 (.4)
 F 0/0 (.10)
 F 0/1 (.10)
 10.22.22.0/24 VLAN 11
 S 0/0.2 (.6)
 192.1.22.0/24 VLAN 22
 F 0/0 (.6)
 S 0/0 (.5)
 R1
 R3
 R6
 F 0/0 (.1)
 F 0/0 (.2)
 R2
 S 0/0.3 (.2)
 S 0/0.5 (.2)
 S 0/0.6 (.2)
 192.1.25.0/24
 S 0/0.2(.3)
 192.1.26.0/24
 R4
 ASA-1
 S 0/0.6(.3)

Page 58
                        

Copyrights Netmetric Solutions 2006-2010 Website: http://www.netmetric-solutions.com; Email: [email protected]
 58 of 191
 Interface Loopback 13 Ip address 172.16.1.1 255.255.255.0
 R3 Interface Loopback 13 Ip address 172.16.3.3 255.255.255.0
 Task 2 R1 should be seen as 192.1.22.1 on the outside. Task 3 Configure an IPSec to encrypt the traffic between 172.16.1.0/24 and 172.16.3.0/24. Configure the following Policies:
 � ISAKMP Parameters o Authentication : Pre-shared o Group : 2 o Encryption : 3DES
 � IPSec Parameters o Encryption : ESP-3DES o Authentication : ESP-MD5-HMAC
 Task 4 The tunnel should provide redundancy wherever possible. Do not use multiple “Set peer” commands on R1. Task 5 “Dead Peer Detection” packets should be send by ISAKMP every 10 seconds. Task 6 Allow the appropriate traffic on ASA-1. You are allowed to create static routes.
 ASA-1
 Static (inside,outside) 192.1.22.1 10.22.22.1 ! access-list inf permit udp host 33.33.33.33 host 192.1.22.1 eq 500 access-list inf permit udp host 33.33.33.33 host 192.1.22.1 eq 4500 ! access-group inf in interface outside
 R1
 crypto isakmp policy 10
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 encr 3des authentication pre-share group 2 crypto isakmp key cisco address 33.33.33.33 crypto isakmp keepalive 10 ! crypto ipsec transform-set TSET esp-3des esp-md5-hmac ! access-list 153 permit ip 172.16.1.0 0.0.0.255 172.16.3.0 0.0.0.255 ! crypto map IMAP 10 ipsec-isakmp set peer 33.33.33.33 set transform-set TSET match address 153 ! interface FastEthernet0/0 crypto map IMAP
 R3
 crypto isakmp policy 10 encr 3des authentication pre-share group 2 crypto isakmp key cisco address 192.1.22.1 crypto isakmp keepalive 10 ! crypto ipsec transform-set TSET esp-3des esp-md5-hmac ! access-list 151 permit ip 172.16.3.0 0.0.0.255 172.16.1.0 0.0.0.255 ! crypto map IMAP local-address Loopback0 crypto map IMAP 10 ipsec-isakmp set peer 192.1.22.1 set transform-set TSET match address 151 ! interface Serial0/0.2 crypto map IMAP ! interface Serial0/0.6 crypto map IMAP ! ip route 172.16.1.0 255.255.255.0 192.1.22.1
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 Before you Start This Lab builds on the configuration of the previous lab.
 Lab Objectives: Task 1 Configure the following Loopbacks on R4 and R5:
 � R4 – Loopback 45 – 172.16.4.4/24 � R5 – Loopback 45 – 172.16.5.5/24
 R4 Interface Loopback 45 Ip address 172.16.4.4 255.255.255.0
 R5 Interface Loopback 45 Ip address 172.16.5.5 255.255.255.0
 Task 2 Configure a GRE Tunnel between R4 and R5. Use 172.16.45.0/24 as the tunnel network. Run EIGRP in AS 45 on the Tunnel. Use EIGRP 45 to exchange the Loopback 45 between the 2 routers.
 R4 interface Tunnel45 ip address 172.16.45.4 255.255.255.0 tunnel source 192.1.46.4 tunnel destination 192.1.25.5 ! Router EIGRP 45 No auto-summary Network 172.16.0.0 0.0.255.255
 R5 interface Tunnel45 ip address 172.16.45.5 255.255.255.0 tunnel source 192.1.25.5
 Lab 6 – GRE using IPSec Profiles
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 tunnel destination 192.1.46.4 ! Router EIGRP 45 No auto-summary Network 172.16.0.0 0.0.255.255
 Task 3 Configure an IPSec to encrypt the traffic on the GRE Tunnel. Make sure the IPSec mode is for end-to-end tunnels. Configure the following ISAKMP and IPSec Policies:
 � ISAKMP Parameters o Authentication : Pre-shared o Group : 2 o Encryption : 3DES
 � IPSec Parameters o Encryption : ESP-3DES o Authentication : ESP-MD5-HMAC
 Task 4 Do not create an ACL or a Crypto Map for this task.
 R4 crypto isakmp policy 10 encr 3des authentication pre-share group 2 crypto isakmp key cisco address 192.1.25.5 ! crypto ipsec transform-set tset esp-3des esp-md5-hmac ! crypto ipsec profile VPN-PROF set transform-set tset ! interface Tunnel45 tunnel protection ipsec profile VPN-PROF
 R5 crypto isakmp policy 10 encr 3des authentication pre-share group 2 crypto isakmp key cisco address 192.1.46.4 !
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 crypto ipsec transform-set tset esp-3des esp-md5-hmac ! crypto ipsec profile VPN-PROF set transform-set tset ! interface Tunnel45 tunnel protection ipsec profile VPN-PROF
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 Before you Start This Lab builds on the configuration of the previous lab.
 Lab Objectives: Task 1 Configure the following Loopbacks on R2 and R6
 � R2 – Loopback 172 – 172.16.2.2/24 � R6 – Loopback 172 – 172.16.6.6/24
 R2 Interface Loopback 172 Ip address 172.16.2.2 255.255.255.0
 R6 Interface Loopback 172 Ip address 172.16.6.6 255.255.255.0
 Task 2 Configure an IPSec to encrypt the traffic between 172.16.2.0/24 and 172.16.6.0/24. Configure the following Policies:
 � ISAKMP Parameters o Authentication : Pre-shared o Group : 2 o Encryption : 3DES
 � IPSec Parameters o Encryption : ESP-3DES o Authentication : ESP-MD5-HMAC
 Task 3 Do not use the “Crypto ISAKMP key” command to accomplish this task.
 Task 4 You are allowed to create static routes to accomplish this task.
 R2
 Lab 7 – LAN-to-LAN Tunnels using ISAKMP
 Profiles
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 crypto keyring KR pre-shared-key address 192.1.26.6 key cisco ! crypto isakmp policy 10 encr 3des authentication pre-share group 2 ! crypto isakmp profile I-PROF keyring KR self-identity address match identity address 192.1.26.6 255.255.255.255 ! crypto ipsec transform-set TSET esp-3des esp-md5-hmac ! access-list 156 permit ip 172.16.2.0 0.0.0.255 172.16.6.0 0.0.0.255 ! crypto map IMAP 10 ipsec-isakmp set peer 192.1.26.6 set transform-set TSET set isakmp-profile I-PROF match address 156 ! Interface S 0/0.2 Crypto map IMAP ! ip route 172.16.6.0 255.255.255.0 192.1.26.6
 R6 crypto keyring KR pre-shared-key address 192.1.26.2 key cisco ! crypto isakmp policy 10 encr 3des authentication pre-share group 2 ! crypto isakmp profile I-PROF keyring KR self-identity address match identity address 192.1.26.2 255.255.255.255 ! crypto ipsec transform-set TSET esp-3des esp-md5-hmac !
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 access-list 152 permit ip 172.16.6.0 0.0.0.255 172.16.2.0 0.0.0.255 ! crypto map IMAP 10 ipsec-isakmp set peer 192.1.26.2 set transform-set TSET set isakmp-profile I-PROF match address 152 ! Interface S 0/0.2 Crypto map IMAP ! ip route 172.16.2.0 255.255.255.0 192.1.26.2
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 Before you Start Reload all the devices. Load the Initial configuration files for all Routers and Switches used in this lab.
 Lab Objectives: Task 1 Configure the following Loopback interfaces:
 � R3 – Interface Loopback 15 – 172.16.3.3/24 � R5 – Interface Loopback 15 – 172.16.5.5/24 � R6 – Interface Loopback 15 – 172.16.6.6/24
 Lab 8 – GET VPN Configuration
 R5
 S 0/0.3 (.6)
 192.1.23.0/24
 192.1.36.0/24
 192.1.46.0/24 VLAN 61
 F 0/0 (.4)
 F 0/0 (.10)
 F 0/1 (.10)
 10.22.22.0/24 VLAN 11
 S 0/0.2 (.6)
 192.1.22.0/24 VLAN 22
 F 0/0 (.6)
 S 0/0 (.5)
 R1
 R3
 R6
 F 0/0 (.1)
 F 0/0 (.2)
 R2
 S 0/0.3 (.2)
 S 0/0.5 (.2)
 S 0/0.6 (.2)
 192.1.25.0/24
 S 0/0.2(.3)
 192.1.26.0/24
 R4
 ASA-1
 S 0/0.6(.3)
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 R3 Interface Loopback 15 Ip address 172.16.3.3 255.255.255.0
 R5 Interface Loopback 15 Ip address 172.16.5.5 255.255.255.0
 R6 Interface Loopback 15 Ip address 172.16.6.6 255.255.255.0
 Task 2 Configure R2 as the Key Server for your GET VPN to encrypt data between R3, R5 and R6. Use the following parameters for the KS.
 � ISAKMP Parameters o Authentication : Pre-shared o Encryption : 3DES o Pre-Shared Key : cciesec o Group : 2
 � IPSec Parameters o Encryption : ESP-3DES o Authentication : ESP-MD5-HMAC o SA Lifetime : 3600
 � Key Server Parameters o Identity Number : 100 o Interesting Traffic : Any traffic on the 172.16.0.0 major
 network. o Local Address : Loopback 0
 R2 crypto isakmp policy 10 encr 3des authentication pre-share group 2 ! crypto isakmp key cciesec address 192.1.23.3 crypto isakmp key cciesec address 192.1.25.5 crypto isakmp key cciesec address 192.1.26.6 ! access-list 150 permit ip 172.16.0.0 0.0.255.255 172.16.0.0 0.0.255.255
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 ! crypto ipsec transform-set TSET esp-3des esp-md5-hmac ! crypto ipsec profile G-PROF set security-association lifetime seconds 3600 set transform-set TSET ! crypto gdoi group ABC identity number 100 server local sa ipsec 1 profile G-PROF match address ipv4 150 address ipv4 22.22.22.22
 Task 3 Configure R3, R5 and R6 to use R2 as the Key Server. Use the Parameters listed for the Key server to configure the Devices. Task 4 You are allowed to create Static routes for this lab.
 R3 crypto isakmp policy 10 encr 3des authentication pre-share group 2 ! crypto isakmp key cciesec address 22.22.22.22 ! crypto gdoi group ABC identity number 100 server address ipv4 22.22.22.22 ! crypto map I-MAP 10 gdoi set group ABC ! interface F0/0 crypto map I-MAP ! ip route 172.16.0.0 255.255.0.0 22.22.22.22
 R5 crypto isakmp policy 10
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 encr 3des authentication pre-share group 2 ! crypto isakmp key cciesec address 22.22.22.22 ! crypto gdoi group ABC identity number 100 server address ipv4 22.22.22.22 ! crypto map I-MAP 10 gdoi set group ABC ! interface F0/0 crypto map I-MAP ! ip route 172.16.0.0 255.255.0.0 22.22.22.22
 R6 crypto isakmp policy 10 encr 3des authentication pre-share group 2 ! crypto isakmp key cciesec address 22.22.22.22 ! crypto gdoi group ABC identity number 100 server address ipv4 22.22.22.22 ! crypto map I-MAP 10 gdoi set group ABC ! interface F0/0 crypto map I-MAP ! ip route 172.16.0.0 255.255.0.0 22.22.22.22
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 Before you Start Load the initial configuration files from the DVD/CD for the devices used in this Lab.
 F0/1 (.10)
 (.25)
 ASA-1
 192.1.111.0/24 VLAN 111
 R1
 R3
 R5
 F 0/1 (.1)
 IDM, IEV, Syslog, AAA and CA
 10.11.11.0/24 VLAN 10
 F 0/0 (.1) 10.22.22.0/24 VLAN 11
 (.25)
 F 0/0 (.4) R4
 192.1.134.0/24
 S 0/0.3 (.4)
 S 0/0.5 (.4)
 192.1.145.0/24
 S 0/0 (.5)
 S 0/0 (.3)
 F 0/0 (.3)
 192.1.55.0/24 VLAN 5
 192.1.30.0/24 VLAN 30
 F 0/0 (.5)
 (.15)
 SW1
 F0/0 (.10)
 VPN Client
 Lab 9 – Router-Router IPSec Tunnel Using CA
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 Lab Objectives: Task 1 Assign R4 a domain name of NM.com. Also set the timezone and clock to the current timezone and time. Configure R4 to be the CA Server to automatically grant certificates using the following parameters:
 � RSA Key Size: 512 Bits � Key Label: IOS-CA � Any Passphrase: CCIESEC3 � Encryption: 3DES � Key Location: NVRAM � Issuer Name: CN=IOS-CA.NM.com L=ND C=IN
 R4 Ip domain-name NM.com ! clock timezone IST 5 30 ! clock set 12:00:00 1 May 2009 ! crypto key generate rsa general-keys label IOS-CA exportable ! crypto key export rsa IOS-CA pem url nvram 3des CCIESEC3 ! ip http server ! Crypto pki server IOS-CA database url nvram: issuer-name CN=IOS-CA.NM.com L=ND C=IN grant auto no shut
 Task 2 Assign R3 and R5 a domain name of NM.com. Also set the timezone and clock to the current timezone and time.
 R3 Ip domain-name NM.com ! clock timezone IST 5 30 ! clock set 12:00:00 1 May 2009
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 R5 Ip domain-name NM.com ! clock timezone IST 5 30 ! clock set 12:00:00 1 May 2009
 Task 3 Generate 512 Bit RSA keys on R3 and R5. Configure R3 to request a certificate from R4, the IOS-based CA Server. Keep redundancy in mind when pointing to the CA Server. Use CCIESEC3 as the recovery password.
 R3 crypto key generate rsa ! crypto ca trustpoint IOS-CA enrollment url http://44.44.44.44:80 revocation-check none ! crypto ca authenticate IOS-CA ! crypto ca enroll IOS-CA
 R5 crypto key generate rsa ! crypto ca trustpoint IOS-CA enrollment url http://44.44.44.44:80 revocation-check none ! crypto ca authenticate IOS-CA ! crypto ca enroll IOS-CA
 Task 4 Configure the following Loopback addresses on R3 and R5:
 � R3 – Loopback 33 – 10.33.33.33/24 � R5 – Loopback 55 – 10.55.55.55/24
 Task 5
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 Configure an IPSec Tunnel to encrypt traffic between 10.33.33.0 and 10.55.55.0 networks. Use the following parameters for the tunnel:
 � Authentication type = RSA-SIG � Hash = MD5 � Diffie-Hellman = 2 � Encryption = 3DES � IPSec Encryption = ESP-3DES � IPSec Authentication = ESP-MD5-HMAC
 Task 6 You are allowed to create static routes for this configuration.
 R3 Interface loopback 33 Ip address 10.33.33.33 255.255.255.0 ! Crypto isakmp pol 10 group 2 hash md5 encr 3des ! crypto ipsec transform-set TSET esp-3des esp-md5-hmac ! access-list 155 permit ip 10.33.33.0 0.0.0.255 10.55.55.0 0.0.0.255 ! crypto map I-MAP 10 ipsec-isakmp set peer 192.1.145.5 set transform-set TSET match address 155 ! int S0/0 crypto map I-MAP ! ip route 10.55.55.0 255.255.255.0 192.1.134.4
 R5 Interface loopback 55 Ip address 10.55.55.55 255.255.255.0 ! Crypto isakmp pol 10 group 2 hash md5 encr 3des
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 ! crypto ipsec transform-set TSET esp-3des esp-md5-hmac ! access-list 155 permit ip 10.55.55.0 0.0.0.255 10.33.33.0 0.0.0.255 ! crypto map I-MAP 10 ipsec-isakmp set peer 192.1.134.3 set transform-set TSET match address 155 ! int S0/0 crypto map I-MAP ! ip route 10.33.33.0 255.255.255.0 192.1.134.4
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 Before you Start This Lab builds on the configuration of the previous lab.
 Lab Objectives: Task 1 Assign your ASA-1 a domain name of NM.com. Also set the timezone and clock to the current timezone and time.
 ASA-1 domain-name NM.com ! clock timezone IST 5 30 ! clock set 12:00:00 1 May 2009
 Task 2 Generate 512 Bit RSA keys on the ASA. You should use a separate key for signatures and encryption. Configure the ASA to request a certificate from R4, the IOS-based CA Server.
 ASA-1 crypto key generate rsa modulus 512 ! crypto ca trustpoint IOS-CA enrollment url http://44.44.44.44:80 fqdn ASA.NM.com crl configure ! crypto ca authenticate IOS-CA ! crypto ca enroll IOS-CA
 Task 3 Configure an IPSec Tunnel to encrypt traffic between 192.1.55.0 and 10.22.22.0 networks using the following parameters:
 � Authentication type = RSA-SIG � Hash = MD5
 Lab 10 – Router-ASA IPSec Tunnel Using CA
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 � Diffie-Hellman = 2 � Encryption = 3DES � IPSec Encryption = ESP-3DES � IPSec Authentication = ESP-MD5-HMAC
 Task 4 You are allowed to create static routes for this configuration.
 ASA-1 crypto isakmp enable outside ! crypto isakmp pol 10 group 2 hash md5 encr 3des ! crypto ipsec transform-set TSET esp-3des esp-md5-hmac ! access-list CRYPTO5 permit ip 10.22.22.0 255.255.255.0 192.1.55.0 255.255.255.0 ! access-list NONAT permit ip 10.22.22.0 255.255.255.0 192.1.55.0 255.255.255.0 ! Nat (inside) 0 access-list NONAT ! crypto map I-MAP 10 match address CRYPTO5 crypto map I-MAP 10 set peer 192.1.145.5 crypto map I-MAP 10 set transform-set t-set crypto map I-MAP 10 set trustpoint IOS-CA crypto map I-MAP interface outside
 R5 access-list 150 permit ip 192.1.55.0 0.0.0.255 10.22.22.0 0.0.0.255 ! crypto map I-MAP 20 ipsec-isakmp set peer 192.1.111.10 set transform-set TSET match address 150 ! ip route 10.22.22.0 255.255.255.0 192.1.145.4
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 Before you Start Load the initial configuration files from the DVD/CD for the devices used in this Lab. This lab covers SSL VPN’s on the ASA.
 Lab 11 – SSL VPN
 .25
 ASA-1
 192.1.111.0/24 VLAN 111
 R1
 R3
 R5
 F 0/1 (.1)
 IDM, IEV, Syslog, AAA and CA
 10.11.11.0/24 VLAN 10
 F 0/0 (.1) 10.22.22.0/24 VLAN 11
 (.25)
 F0/1 (.10)
 F 0/0 (.4) R4
 192.1.134.0/24
 S 0/0.3 (.4)
 S 0/0.5 (.4)
 192.1.145.0/24
 S 0/0 (.5)
 S 0/0 (.3)
 F 0/0 (.3)
 192.1.55.0/24 VLAN 5
 192.1.30.0/24 VLAN 30
 F 0/0 (.5)
 (.15)
 SW1
 F0/0.1 (.10)
 VPN Client
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 Lab Objectives: Task 1 Enable the HTTP service on R1 and enable Telnet on it as well with a password of cisco.
 R1 IP HTTP Server ! line vty 0 4 password cisco login
 Task 2 Enable Web VPN on ASA-2 on the outside interface. If a packet is received on the outside interface for port 80, it should be redirected to
 ASA-1 http redirect outside 80
 Task 3 Configure the Web VPN login page with the following parameters:
 � Title – Netmetric Solutions � Login Message – Welcome to Netmetric Solutions � Logout Message – Thanks for using Netmetric Solution’s Web VPN � Logo – Do not show the Cisco Systems logo
 ASA-1 Webvpn Enable outside customization DfltCustomization title text Netmetric Solution login-message text Welcome to Netmetric Solution logout-message text Thanks for using Netmetric Solution's Web ! VPN logo none
 Task 4
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 Configure an internal User-group named W-VPN. Configure this group for Web VPN as the tunneling protocol only. Also configure the following attributes for this group:
 � URL-List – R1 – http://10.22.22.1 � Port-forwarding – R1 – Local Port 25000 – Server – R1 – Port 23 � Filter – Block URL Access to http://NMConfidential.com. All other
 web servers should be allowed.
 ASA-1 port-forward TELNET-R1 25000 10.22.22.1 23 ! access-list HTTP-F webtype deny url http://NMConfidential.com access-list HTTP-F webtype permit url any ! url-list R1 "R1 Web Server" http://10.22.22.1 ! group-policy W-VPN internal group-policy W-VPN attributes vpn-tunnel-protocol webvpn webvpn functions port-forward filter filter value HTTP-F url-list value R1 port-forward value TELNET-R1
 Task 5 Configure a user called W-VPNUSER with a password WVPNPASS.
 � Group-Policy – W-VPN
 ASA-1 username W-VPNUSER password WVPNPASS username W-VPNUSER attributes vpn-group-policy W-VPN
 Task 6 Configure POP3 Support. The POP3S is located at 10.22.22.110. Use port 11000 for secure POP3. The user will specify the Pipe “|” as the username delimiter.
 ASA-1
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 pop3s enable outside port 11000 server 10.22.22.110 name-separator | default-group-policy W-VPN authentication piggyback
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 Labs 1 – 10
 Netmetric Solutions http://www.netmetric-solutions.com
 Module 3: Intrusion Prevention Systems
 CCIE Security Lab Workbook Version 3.0
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 Before you Start Load the initial configuration files from the DVD/CD for the devices used in this Lab.
 Lab Objectives: Task 1 Configure R2 to detect attacks coming into R2 from the Frame Cloud. Use MYIPS as the ips name.
 Lab 1 – IPS on a Router
 10.22.22.0/24 VLAN 11
 (.25)
 F0/0 (.10)
 R1
 R5
 F 0/1 (.1)
 S 0/0 (.2)
 IDM, IEV, Syslog, AAA and CA
 10.11.11.0/24 VLAN 10
 F 0/0 (.1)
 192.1.22.0/24 VLAN 12
 F 0/0 (.2)
 R2
 ASA-1
 S 0/0 (.5)
 F0/1 (.10)
 192.1.125.0/24
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 R2 Ip ips name MYIPS ! interface S 0/0 ip ips MYIPS in
 Task 2 Enable SDEE notifications. Allow 300 events to be stored in the buffer.
 R2 Ip ips notify sdee Ip sdee events 300
 Task 3 The IPS rule set created should not fire alarms for any packets coming from R5.
 R2 Access-list 1 deny host 192.1.125.5 Access-list 1 permit any ! ip ips name MYIPS list 1
 Task 4 R2 should not fire alarms 2000 and 2004 from a Host 200.1.1.1.
 R2 Access-list 2 deny host 200.1.1.1 Access-list 2 permit any ! ip ips signature 2000 list 2 ip ips signature 2004 list 2
 Task 5 Disable the Ping of Death signature on R2.
 R2 Ip ips signature 2154 disable
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 Before you Start Load the initial configuration files from the DVD/CD for the devices used in this Lab.
 Lab Objectives:
 Lab 2 – Configuring IPS in Promiscuous Mode
 S 0/0 (.2)
 F0/0 (.11)
 F 0/0 (.5)
 S 0/0 (.5)
 R1
 R5
 F 0/1 (.1)
 Monitoring
 IDM, IEV, Syslog, AAA and CA
 IPS Sensor
 10.11.11.0/24 VLAN 10
 F 0/0 (.1) 10.22.22.0/24 VLAN 11
 (.25)
 C & C (.15)
 192.1.22.0/24 VLAN 12 F 0/0 (.2)
 R2
 192.1.125.0/24
 192.1.55.0/24 VLAN 55
 (.25)
 ASA-1
 F0/1 (.10)
 VPN Client
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 Task 1 Configure SPAN/RSPAN on the appropriate switch. Task 2 The SPAN/RSPAN session should monitor any traffic that has been send into VLAN 12 and 55. Task 3 The destination of the SPAN/RSPAN session for VLAN 12 should be F 0/1 on the IPS device. The destination of the SPAN/RSPAN session for VLAN 55 should be F1/0 on the IPS device. Use separate VLANs for monitoring.
 SW1 Vlan 312 Remote-span Vlan 355 Remote-span ! monitor session 1 source vlan 12 monitor session 1 destination remote vlan 312 ! monitor session 2 source vlan 55 monitor session 2 destination remote vlan 355
 SW2 monitor session 1 source vlan 55 monitor session 1 destination remote vlan 355
 SW3 monitor session 1 source vlan 12, 312 monitor session 1 destination interface Fa0/15 ! monitor session 2 source vlan 355 monitor session 2 destination interface Fa0/16
 Task 4 Configure the IPS Sensor with the following parameters:
 � Hostname – IPS-BC � IP Address – 10.11.11.15/24 � Default Gateway – 10.11.11.10 � Allowed Hosts – 10.11.11.25
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 Task 5 Assign the traffic that is received from VLAN 12 to the Default Virtual Sensor using the default Signature Configuration. Task 6 Configure a new Virtual Sensor (VS1) using a Signature Definition (Sig1). Assign the traffic that is received from VLAN 55 to this virtual Sensor. Task 7 Enable the ICMP Echo Request signature. Change the severity level to Medium. Verify that the Signature is firing by pinging ASA-1 from R5. Only do this for Sig1.
 Task 8 Fire an alarm if the size of an ICMP packet is greater than 1000 bytes. Use an existing Signature that is designed for these type of packets. Only do this for Sig0.
 IDS Solution on Media File
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 Before you Start This Lab builds on the configuration of the previous lab.
 Lab Objectives: Task 1 Configure Telnet on ASA-1 to allow Sensor to connect in.
 ASA telnet 10.11.11.15 255.255.255.255 inside
 Task 2 Configure the Sensor to communicate to the ASA using Telnet using the default ASA-1 password of cisco. Task 3 Configure ASA-1 as the Blocking device using the appropriate parameters.
 IDS Solution on Media File
 Task 4 Translate R1 as 192.1.22.1 on the outside of ASA-1. Allow ICMP to this host. Change the Large ICMP that you tuned in an earlier lab to “Request Block Host” action as well. Test this by pinging R1 from R2 using a large ICMP packet. Check the shun on ASA-1.
 ASA Static (inside,outside) 192.1.22.1 10.11.11.1 ! access-list inf permit icmp any host 192.1.22.1
 Lab 3 – Blocking Using a ASA/PIX
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 Before you Start This Lab builds on the configuration of the previous lab.
 Lab Objectives: Task 1 A device from VLAN 55 is trying to do an ICMP Smurf attack against your network. Configure the IPS Sensor to rate-limit this traffic on R2. It should be done based on a limit of 10%. The signature should also produce an alert. Do this for traffic entering VLAN 12. Task 2 R2 is pre-configured with a Telnet password of C1SCO and a enable password of CISCO. Configure the IPS Sensor with the appropriate login details. Make sure the never block address is the appropriate address.
 IDS Solution on Media File
 Lab 4 – Rate-Limiting a Smurf Attack
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 Before you Start Reload the devices with the Initial configuration files.
 Lab Objectives: Task 1 Configure the IPS Sensor with the following parameters:
 Lab 5 – IPS Sensor Configurations – Inline Mode
 F0/0 (.2)
 (.25)
 F0/1 (.2)
 F 0/0(.1)
 192.1.22.0/24 VLAN 22
 R2
 IDM, IEV, Syslog, AAA and CA
 IPS Sensor
 10.11.11.0/24 VLAN 10
 10.11.11.0/24 VLAN 12
 (.25)
 C & C (.15)
 F0/1 (.10)
 F0/0 (.10)
 192.1.13.0/24 VLAN 15
 ASA-1
 R1
 IPS Sensor
 VPN Client
 192.1.13.0/24 VLAN 25
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 � Hostname – IPS-BC � IP Address – 10.11.11.15/24 � Default Gateway – 10.11.11.1 � Allowed Hosts – 10.11.11.25
 Task 2 Configure the first 2 Sensing interfaces as an Inline pair. These interfaces will be used to connect VLAN 10 and 12 to each other. Configure the switch to accommodate this configuration.
 SW3 Interface F 0/15 Switchport mode access Switchport access vlan 10 ! Interface F 0/16 Switchport mode access Switchport access vlan 12
 Task 3 Assign this Inline Interface Pair to the default Virtual Sensor using the default Signature configuration.
 IDS Solution on Media File
 Task 4 Configure the third Sensing interface on the IPS to connect VLAN 15 and VLAN 25 to each other. Configure the switch to accommodate this configuration.
 SW3 Interface F 0/17 Switchport trunk encapsulation dot1q Switchport mode trunk
 Task 5 Configure a new Virtual Sensor (VS1) using a Signature Configuration (Sig1). Assign this Inline VLAN pair to this Virtual Sensor.
 IDS
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 Solution on Media File
 Task 6 Configure ASA-1 to allow the 10.11.11.0/24 network to Telnet into it.
 ASA-1 Telnet 10.11.11.0 255.255.255.0 inside
 Task 7 Test the inline pair by connecting into ASA-1 using Telnet from R1. Task 8 Enable the ICMP Echo Request, ICMP Echo Reply and ICMP Fragmented Packet Signatures in the Default Virtual Sensor. Task 9 Configure the following parameters for the 3 signatures:
 � ICMP Echo Request o Action – Deny Packet Inline, Produce Alert o Severity – Medium
 � ICMP Echo Reply o Action – Deny Packet Inline, Produce Alert o Severity – Medium
 � ICMP Fragmented Packet o Action – Deny Attacker Inline, Produce Alert o Severity – High
 Task 10 Test the second inline pair by using Telnet from VPN Client to R2. Task 11 Enable the ICMP Echo Request and ICMP Echo Reply Signatures in the Second Virtual Sensor. Make sure the ICMP Fragmented Packet signature is disabled. Task 12 Configure the following parameters for the 3 signatures:
 � ICMP Echo Request o Action – Deny Packet Inline, Produce Alert o Severity – High
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 � ICMP Echo Reply o Action – Deny Packet Inline, Produce Alert o Severity – High
 IDS Solution on Media File
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 Before you Start This Lab builds on the configuration of the previous lab.
 Lab Objectives: Task 1 Configure a Custom stream signature called “bomb” to detect traffic that contains the word “bomb”. This signature should only be applied to the Default Virtual Sensor. Task 2 Fire an alarm is the traffic is directed to Telnet (23).
 Task 3 The IPS Sensor should deny the Attacker Inline and also produce an alert. Task 4 Telnet into R1 (192.1.22.1) to test this Signature. The Telnet password is telnet.
 IDS Solution on Media File
 Lab 6 – Configuring Custom Stream Signature
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 Before you Start This Lab builds on the configuration of the previous lab.
 Lab Objectives: Task 1 Create a custom signature that fires when a HTTP packet is received with the word “attack” anywhere in the url. This should be done for the second sensor only. Task 2 The packet should not be allowed to go thru and also produce an alert.
 Task 3 Only fire the signature if 2 such packets are received in the last 60 seconds.
 IDS Solution on Media File
 Lab 7 – Configuring Custom HTTP Signature

Page 95
                        

Copyrights Netmetric Solutions 2006-2010 Website: http://www.netmetric-solutions.com; Email: [email protected]
 95 of 191
 Before you Start
 This Lab builds on the configuration of the previous lab.
 Lab Objectives: Task 1 Configure a signature to fire if the size of an ICMP Packet is 5000 bytes. This should only be done for an ICMP Echo Packet. This Custom Signature should fire for both Virtual Sensors. Task 2 This should be based on a single packet. Task 3 Do not use any existing signatures to accomplish this task.
 IDS Solution on Media File
 Lab 8 – Configuring Custom Atomic Signature
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 Before you Start
 This Lab builds on the configuration of the previous lab.
 Lab Objectives: Task 1 Configure SNMP on the Sensor for GET/SET SNMP commands using the following parameters: Read-only Community – PublicRO Read-write Community – PublicRW Sensor Contact – IPS-Admin Sensor Location – Sydney Sensor Protocol/Port – UDP/165 Task 2 Configure SNMP Traps for Fatal, Error and Warnings. Send the traps to the following: Default Community – PublicRO Trap Destination IP Address – 10.11.11.25 Trap Destination Port Number – TCP/166 Trap Community - PublicRO
 IDS Solution on Media File
 Lab 9 – Sensor Tuning
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 Before you Start This Lab builds on the configuration of the previous lab.
 Lab Objectives: Task 1 Configure a Custom Signature for HTTP Packets. It should drop any packet that has a max-outstanding-request of 8.
 Task 2 Use the AIC Engine to configure this signature with a ID of 60005 with the name of “AIC HTTP”. It should have a severity of High.
 IDS Solution on Media File
 Lab 10 – Configuring Custom AIC Signature
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 Labs 1 – 10
 Netmetric Solutions http://www.netmetric-solutions.com
 Module 4: Identity Management
 CCIE Security Lab Workbook Version 3.0
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 Before you Start Load the initial configuration files on the R1, R2, R4, R5 SW1 and the ASA.
 Task 1 Configure ASA-1 as a client to the ACS Server. Set the secret key to ccie-fw. Use TACACS+ as the authentication protocol. Task 2 Configure R1 and R2 as clients to the ACS Server. Set the secret key to ccie-r. Use TACACS+ as the authentication protocol. Task 3 Configure SW1 as a client to the ACS Server. Set the secret key to ccie-sw. Use RADIUS as the authentication protocol.
 Lab 1 – Configuring ACS Server for Network
 Devices
 10.11.11.0/24 VLAN 100
 F 0/0 (.4)
 (.100)
 F 0/1 (.1)
 F 0/0 (.10)
 F 0/1 (.10)
 (.15)
 R2
 F 0/0 (.2)
 192.1.12.0/24 VLAN 200
 R1
 Cisco ACS Server
 SW1
 ASA1
 R4
 F 0/0 (.5)
 R5

Page 100
                        

Copyrights Netmetric Solutions 2006-2010 Website: http://www.netmetric-solutions.com; Email: [email protected]
 100 of 191
 ACS Solution on Media File
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 Before you Start This lab builds on the configuration of the previous lab.
 Lab Objectives:
 Task 1 Configure a group called R-Admins on the ACS server using the following parameters: � The R-Admins group should be allowed to login Daily from 9:00 AM
 to 9:00 PM. � The maximum number of simultaneous sessions should be limited
 to 5 to this group. � This group should only be able to manage routers. Use the
 minimum number of lines in the NAR dialog box.
 Task 2 Create the following users and make them members of the R-Admin group: Username – Ruser1 Password: ruser1
 Username – Ruser2 Password: ruser2 Username – Ruser3 Password: ruser3
 Task 3 Configure a group called FW-Admins on the ACS server using the following parameters:
 � The maximum number of simultaneous sessions should be limited to 2 for the users of this group.
 � This group should only be able to manage the ASA-1.
 Task 4 Create the following users and make them members of the FW-Admins group:
 Username – FWuser1 Password: fwuser1 Username – FWuser2 Password: fwuser2
 Lab 2 – Configuring User and Group Accounts on
 ACS Server
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 Task 5 Configure a group called SW-Admins on the ACS server using the following parameters:
 � The maximum number of simultaneous sessions should be limited to 3 for the users of this group.
 � This group should only be able to manage Switch 1.
 Task 6 Create the following users and make them members of the SW-Admins group: Username – SWuser1 Password: swuser1
 Username – SWuser2 Password: swuser2
 ACS Solution on Media File
 Task 7 SWuser1 should be Limited to 20 hours of online time per week. He should not be able to split it into more than 5 sessions.
 Task 8 SWuser2 should be Limited to 200 hours of online time total. He should not be able to have more than 4 session per week.
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 Before you Start This lab builds on the configuration of the previous lab.
 Lab Objectives:
 Task 1 Configure R1 and R2 to communicate with the ACS server for authentication. Use the key and address defined in Lab 1. Translate the ACS server as 192.1.12.100 on the outside of the ASA. Allow access to the ACS server from R2 for the appropriate protocol.
 ASA Static (inside,outside) 192.1.12.100 10.11.11.100 ! access-list inf permit tcp host 192.1.12.2 host 192.1.12.100 eq tacacs access-group inf in interface outside
 R1 Aaa new-model Tacacs-server host 10.11.11.100 key ccie-r
 R2 Aaa new-model Tacacs-server host 192.1.12.100 key ccie-r
 Task 2 Configure Telnet and SSH Authentication to be done based on the ACS server for R1 and R2. If the ACS server is not available, they should fallback on the Local database for authentication. Create a user on the router called admin with a password of admin. Make sure the Console port is not authenticated
 R1 Username admin password admin ! Ip domain-name abc.com Crypto key generate rsa
 Lab 3 – Configuring AAA Authentication on
 Routers, Switches and ASA
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 ! Aaa authentication login T-AUTHEN group tacacs local Aaa authentication login NO-AUTHEN none ! line vty 0 4 login authentication T-AUTHEN ! line console 0 login authentication NO-AUTHEN
 R2 Username admin password admin ! Ip domain-name abc.com Crypto key generate rsa ! Aaa authentication login T-AUTHEN group tacacs local Aaa authentication login NO-AUTHEN none ! line vty 0 4 login authentication T-AUTHEN ! line console 0 login authentication NO-AUTHEN
 Task 3 Configure SW1 to communicate with the ACS server for authentication. Use the key and address defined in Lab 1.
 SW1 Aaa new-model radius-server host 10.11.11.100 key ccie-sw
 Task 4 Configure Telnet Authentication to be done based on the ACS server. If the ACS server is not available, SW1 should fallback on the Local database for authentication. Create a user on the Switch called admin with a password of admin.
 SW1 Username admin password admin ! Aaa authentication login R-AUTHEN group radius local
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 ! line vty 0 4 login authentication R-AUTHEN
 Task 5 Configure ASA-1 to communicate with the ACS server for authentication. Use the key and address defined in Lab 1.
 ASA Aaa-server BCT protocol tacacs+ Aaa-server BCT host 10.11.11.100 Key ccie-fw
 Task 6 Configure the ASA-1 for SSH. Configure SSH Authentication to be done based on the ACS server. If the ACS server is not available, the ASA-1 should fallback on the Local database for authentication. Create a user on ASA-1 called admin with a password of admin.
 ASA Username admin password admin ! domain-name abc.com Crypto key generate rsa ! Aaa authentication ssh console BCT LOCAL
 Task 7 Allow SSH and Telnet from the 10.11.11.0 subnet only.
 ASA telnet 10.11.11.0 255.255.255.0 inside ssh 10.11.11.0 255.255.255.0 inside
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 Lab Objectives:
 Task 1 Configure Privilege Level 5 with the following commands on R1:
 � Configure � Ip routing � Router
 o Network o Version
 � Interface o IP Address o shutdown
 R1 privilege exec level 5 configure terminal privilege configure level 5 ip routing ! privilege configure level 5 router privilege router level 5 network privilege router level 5 version ! privilege configure level 5 interface privilege interface level 5 ip address privilege interface level 5 shutdown
 Task 2 Ruser1 and Ruser2 should be assigned Privilege Level 15 by the ACS server. Assign Ruser3 to privilege level 5 on the ACS Server. Ruser1 and Ruser2 should be allowed to execute all commands.
 ACS Solution on Media File
 Task 3 Configure the Router to authorize Exec and Commands on Telnet connection based on the ACS server for R1. Make sure that global configuration commands are also authorized.
 Lab 4 – Configuring AAA Command
 Authorization for Router
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 R1 aaa authorization exec T-AUTHOR group tacacs+ aaa authorization commands 5 T-AUTHOR group tacacs+ aaa authorization commands 15 T-AUTHOR group tacacs+ aaa authorization config-commands ! line vty 0 4 authorization commands 5 T-AUTHOR authorization commands 15 T-AUTHOR authorization exec T-AUTHOR
 Task 4 Configure the ACS such that RUser3 cannot change the Hostname of the router. It should be able to configure all other level 15 commands.
 ACS Solution on Media File
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 Lab Objectives:
 Task 1 Track all logins and logouts thru telnet into R1 to the ACS Server. Task 2 Log all commands typed by the users while logged in thru telnet. Task 3 Limit the command logging to Privilege Levels 5 and 15. All Command Logging should also be sent to the ACS Server.
 R1 aaa accounting exec T-ACCT start-stop group tacacs+ aaa accounting commands 5 T-ACCT start-stop group tacacs+ aaa accounting commands 15 T-ACCT start-stop group tacacs+ ! line vty 0 4 accounting commands 5 T-ACCT accounting commands 15 T-ACCT accounting exec T-ACCT
 Lab 5 – Configuring AAA Accounting for Router
 Logins and Commands
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 Before you Start This lab builds on the configuration of the previous lab.
 Lab Objectives:
 Task 1 Configure Authentication proxy on the ASA such that before allowing the following protocols to go out, the users must be authenticated for the following:
 � TELNET � SSH � Custom UDP App at 3040
 ASA access-list AP extended permit tcp any any eq telnet access-list AP extended permit tcp any any eq ssh access-list AP extended permit udp any any eq 3040 ! aaa authentication match AP inside BCT
 Task 2 Use 10.11.11.5 as the Virtual Telnet IP.
 ASA Virtual Telnet 10.11.11.5
 Task 3 Configure ACS with the following user accounts in the default group:
 � Username – User-1 Password – user1 � Username – User-2 Password – user2
 ACS Solution on Media file
 Task 4 User-1 should be allowed to go out for Telnet and SSH. User-2 should be allowed to go out for Telnet and the Custom APP.
 Lab 6 – Configuring AAA on ASA/PIX
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 ASA aaa authorization match AP inside BCT
 ACS Solution on Media file
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 Before you Start This lab builds on the configuration of the previous lab.
 Lab Objectives:
 Task 1 Configure 802.1x authentication for Ports F 0/10 – 11 on Switch 1. Task 2 If the user authenticates successfully, the device should be put in VLAN 802. Create this VLAN on the switch. Assign it a name of “VLAN802”. If the user does not successfully authenticate or the user does support 802.1x authentication, it should be put in VLAN 333.
 SW1 Vlan 802 Name VLAN802 ! Vlan 333 ! aaa authentication dot1x default group radius aaa authorization network default group radius ! dot1x system-auth-control ! interface FastEthernet0/10 switchport mode access dot1x port-control auto dot1x guest-vlan 333 dot1x auth-fail vlan 333 ! interface FastEthernet0/11 switchport mode access dot1x port-control auto dot1x guest-vlan 333 dot1x auth-fail vlan 333
 Task 3
 Lab 7 – Configuring L2 NAC Framework –
 802.1X
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 Enable the IETF RADIUS attributes, 64, 65 and 81.
 Task 4 Configure a Group on the ACS Server called NAC. Configure the group to notify the Switch that it should put the device in VLAN 802 upon successful authentication. Task 5 Configure a user NAC with a password of 8021x. Make it a member of the NAC group.
 ACS Solution on Media file
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 Before you Start This lab builds on the configuration of the previous lab.
 Lab Objectives: Task 1 Configure R4 to communicate with the ACS server using TACACS+ as the authentication protocol. Use CC1E as the key.
 Task 2 Configure R4 to allow HTTP Management. It should only allow HTTP Management from VLAN 10. Task 3 Authenticate the users connecting into R4 for HTTP using the ACS server. Task 4 When the users login, they should be assigned the privilege level from the ACS Server.
 R4 aaa new-model ! tacacs-server host 10.11.11.100 key CC1E ! aaa authentication login HTTP-AUTHEN group tacacs+ aaa authorization exec HTTP-AUTHOR group tacacs+ ! access-list 15 permit 10.11.11.0 0.0.0.255 ! ip http server ip http access-class 15 ! ip http authentication aaa login-authentication HTTP-AUTHEN ip http authentication aaa exec-authorization HTTP-AUTHOR
 Task 5 Create the following users on the ACS Server:
 Lab 8 – HTTP Management with ACS
 Authentication
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 Username – R4-User1 Password: cisco Privilege: 15
 Username – R4-User2 Password: cisco Privilege: 15
 ACS Solution on Media File
 Task 6 Make sure there is no authentication or authorization done on the Console, Aux and Telnet lines.
 R1 aaa authentication login NO-AUTHEN none aaa authorization exec NO-AUTHOR none! ! line Console 0 authorization exec NO-AUTHOR login authentication NO-AUTHEN ! line aux 0 authorization exec NO-AUTHOR login authentication NO-AUTHEN ! line vty 0 4 authorization exec NO-AUTHOR login authentication NO-AUTHEN
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 Before you Start This Lab builds on the configuration of the previous lab.
 Lab Objectives: Task 1 Configure R5 to communicate with the ACS Server. Configure the R5/ACS connection using the appropriate RADIUS Protocol and a key of radccie.
 Task 2 Configure R5 to Authenticate Telnet for login using the RADIUS server. Make sure that the Console and AUX port do not require authentication.
 R5 Aaa new-model ! Radius-server host 10.22.22.100 key radccie ! aaa authentication login R-AUTHEN group Radius aaa authentication login NO-AUTHEN none ! line console 0 login authentication NO-AUTHEN ! line aux 0 login authentication NO-AUTHEN ! Line vty 0 4 Login authentication R-AUTHEN
 Task 3 Create the following users on the ACS Server: Username – R5-User1 Password: cisco
 Username – R5-User2 Password: cisco
 Task 4 Configure a Network access Profile (NAP). The Network Access profile should only allow requests from R5 for user R5-User1.
 Lab 9 – Network Access Profiles(NAP) with NAF
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 Task 5 The profile should authenticate using the local ACS database. It should use PAP and CHAP as the protocols. Task 6 If the user is successfully authenticated, the ACS should download an ACL to allow this user access for all TCP, UDP and ICMP traffic.
 ACS Solution on Media File
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 Before you Start This Lab builds on the configuration of the previous lab.
 Lab Objectives: Task 1 You have a L2TP Access Concentrator (LAC) located on your network. It is configured for allowing incoming connection using PPP. Based on the PPP client connections, the LAC should connect to the L2TP Network Server(LNS). Task 2 The LAC should get the information about the LNS from the RADIUS server. You need to configure the RADIUS server to support this type of configuration for a user ccie.cisco.com. This user should have a password of ccie. It should have the following parameters for outbound connections:
 � vpdn:tunnel-id=LACT � vpdn:tunnel-type=l2tp � vpdn:ip-addresses=192.1.12.55 � vpdn:l2tp-tunnel-password=CISCO
 Task 3 Configure the service-type for this connection to be outbound. Task 4 Besides the 192.1.12.55 LNS, there are another 2 LNS server (192.1.12.56 and 192.1.12.57) on the network. Configure RADIUS for the following:
 � Load Balance between the 192.1.12.55 and 192.1.12.56 LNS � Use 192.1.12.57 as a backup, in case the first 2 are down.
 ACS Solution on Media File
 Lab 10 – L2TP Access Concentrator(LAC)
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 Lab 1 – 3
 Netmetric Solutions http://www.netmetric-solutions.com
 Module 5: Control Plane Management
 CCIE Security Lab Workbook Version 3.0
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 Network Diagram 1.2
 Before you Start Load the initial configuration files from the DVD/CD for the devices used in this Lab. This Lab covers Control Plane Management.
 Lab 1 – Configuring Routing Protocol Security
 F0/0 (.10)
 F 0/0 (.3)
 R3
 R2
 192.1.23.0/24 VLAN 23
 F 0/1 (.2)
 ASA-1
 192.1.22.0/24 VLAN 22
 R1
 F 0/1 (.1)
 IDM, IEV, Syslog, AAA and CA
 10.11.11.0/24 VLAN 10
 F 0/0 (.1)
 10.22.22.0/24 VLAN 11
 (.25)
 F0/1 (.10)
 F 0/0 (.2)
 SW1
 (.15)
 F 0/0 (.4)
 R4
 F 0/0 (.5)
 R5
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 Lab Objectives: Task 1 Devices on VLAN 10 and VLAN 11 have been configured with RIP V2 as the routing protocol. Configure these devices such that they authenticate the updates from each other using the highest level of authentication. Use a Key of 1 and a key-string of “cciesec3”.
 R1 Key chain AUTH Key 1 Key-string cciesec3 ! Interface F 0/0 Ip rip authentication mode md5 Ip rip authentication key-chain AUTH ! Interface F 0/0 Ip rip authentication mode md5 Ip rip authentication key-chain AUTH
 SW1 Key chain AUTH Key 1 Key-string cciesec3 ! Interface VLAN 10 Ip rip authentication mode md5 Ip rip authentication key-chain AUTH
 ASA-1 Interface E 0/1 Rip authentication mode MD5 Rip authentication key cciesec3 key_id 1
 Task 2 Devices on VLAN 22 have been configured with EIGRP as the routing protocol. Configure these devices such that they authenticate the updates from each other using the highest level of authentication. Use a Key of 1 and a key-string of “cciesec3”.
 R2
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 Key chain AUTH Key 1 Key-string cciesec3 ! Interface F 0/0 Ip authentication mode eigrp 100 md5 Ip authentication key-chain eigrp 100 AUTH
 R4 Key chain AUTH Key 1 Key-string cciesec3 ! Interface F 0/0 Ip authentication mode eigrp 100 md5 Ip authentication key-chain eigrp 100 AUTH
 ASA-1 Interface E0/0 authentication mode eigrp 100 MD5 authentication key eigrp 100 cciesec3 key_id 1
 Task 3 Devices on VLAN 23 have been configured with OSPF as the routing protocol. Configure these devices such that they authenticate the updates from each other using the highest level of authentication. Use a Key of 1 and a key-string of “cciesec3”.
 R2 Interface F 0/1 Ip ospf authentication message-digest Ip ospf message-digest-key 1 md5 cciesec3
 R3 Interface F 0/0 Ip ospf authentication message-digest Ip ospf message-digest-key 1 md5 cciesec3
 R5 Interface F 0/0 Ip ospf authentication message-digest Ip ospf message-digest-key 1 md5 cciesec3
 Task 4
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 Mutual Route Redistribution has been pre-configured on the appropriate routers such that all routes from are reachable on all routers. R2 is receiving several routes from the 199.1.X.0/24 from the ASA. Using the minimum number of deny statement(s), block the following networks from coming into R2:
 � 199.1.74.0/24 � 199.1.90.0/24 � 199.1.202.0/24 � 199.1.218.0/24
 R2 Access-list 22 deny 199.1.74.0 0.0.144.255 Access-list 22 permit any ! Router EIGRP 100 Distribute-list 22 in F 0/0
 Task 5 SW1 is receiving several routes from the 200.1.X.0/24 from R1. Using the minimum number of deny statement(s), block all even networks from coming into SW1. Do not configure this on SW1.
 R1 Access-list 10 deny 200.1.0.0 0.0.254.255 Access-list 10 permit any ! Router RIP Distribute-list 10 in F 0/0
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 Before you Start This Lab builds on the configuration of the previous lab.
 Lab Objectives: Task 1 R3 has been configured to allow telnet access for management purposes. Using Control Plane Policing, control the rate of Telnet traffic to 64000 bps. Task 2 This policy should not apply to traffic originating from hosts 10.11.11.25 and 10.11.11.30.
 R3 access-list 101 deny tcp host 10.11.11.25 any eq 23 access-list 101 deny tcp host 10.11.11.30 any eq 23 access-list 101 permit tcp any any eq 23 ! class-map TELNET match access-group 101 ! policy-map CP-Police class TELNET police 64000 ! control-plane service-policy input CP-Police
 Lab 2 – Configuring CP Policing
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 Before you Start This Lab builds on the configuration of the previous lab.
 Lab Objectives: Task 1 Configure R5 with a port-filter to drop all traffic destined to a closed or non-listened port except for a custom udp port 11223
 R5 class-map type port-filter PF-CM match not port udp 11223 match closed-ports ! policy-map type port-filter PF-PM class PF-CM drop ! control-plane host service-policy type port-filter input PF-PM
 Task 2 Configure a queue-threshold on R3 such that it set’s the queue limit for HTTP to 100, the queue limit for Telnet traffic to 75 and all other protocols to 200.
 R3 class-map type queue-threshold QT-HTTP match protocol http class-map type queue-threshold QT-TELNET match protocol telnet class-map type queue-threshold QT-ALL-OTHER match host-protocols ! policy-map type queue-threshold QT-POLICY class QT-HTTP queue-limit 100 class QT-TELNET queue-limit 75
 Lab 3 – Configuring CP Protection
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 class QT-ALL-OTHER queue-limit 200 control-plane host service-policy type queue-threshold input QT-POLICY
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 Lab 1 – 20
 Netmetric Solutions http://www.netmetric-solutions.com
 Module 6: Router/Switch Security
 CCIE Security Lab Workbook Version 3.0
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 Before you Start Load the devices with the initial configuration files.
 Lab Objectives: Task 1 Configure Ports F 0/3 and F 0/4 in VLAN 34 on Switch 2. Configure Switch2 such that only R3 F0/1 and R4 F0/1 can connect to Ports F 0/3
 F 0/0 (.4)
 R4
 F0/0 (.10)
 F 0/0 (.3)
 R3
 R2
 192.1.23.0/24 VLAN 23
 F 0/0 (.2)
 ASA-1
 192.1.22.0/24 VLAN 22
 R1
 F 0/1 (.1)
 IDM, IEV, Syslog, AAA and CA
 10.11.11.0/24 VLAN 10
 F 0/0 (.1)
 10.22.22.0/24 VLAN 11
 (.25)
 F0/1 (.10)
 F 0/1 (.2)
 SW1
 (.15)
 Lab 1 – Port Security
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 and F 0/4 respectively. If another port tries to connect to these ports they should be shudown.
 SW2 Interface F 0/3 Switchport mode access Switchport access vlan 34 Switchport port-security Switchport port-security mac xxxx.xxxx.xxxx ! Interface F 0/4 Switchport mode access Switchport access vlan 34 Switchport port-security Switchport port-security mac xxxx.xxxx.xxxx
 Task 2 Configure F 0/5 – F 0/8 in VLAN 34 on Switch 2. Enable Port security for these ports such that only 1 MAC address can be connected to them. You would like to learn the MAC address dynamically.
 SW2 Interface range F 0/5 - 8 Switchport mode access Switchport access vlan 34 Switchport port-security Switchport port-security mac sticky
 Task 3 Configure F 0/15 also in VLAN 34 on Switch 2. Enable Port security for these ports such that 2 MAC address can be connected to it. The MAC Address that should be allowed to connect are 0001-1010-AB12 and 0001-10101-AB13.
 SW2 Interface F 0/15 Switchport mode access Switchport access vlan 34 Switchport port-security Switchport port-security max 2 Switchport port-security mac xxxx.xxxx.xxxx Switchport port-security mac xxxx.xxxx.xxxx
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 Before you Start This Lab builds on the configuration of the previous lab.
 Lab Objectives: Task 1 A Cisco 7960 IP phone is connected to SW2 F0/17. There is also a PC connected to the switch on the Phone. The IP phone should be assigned to VLAN 29 and the PC should be assigned to VLAN 30. Task 2 Ensure that only one MAC address is learnt from the PC. This MAC address should be learned dynamically and must be updated in the running config. Task 3 Also ensure that only 1 MAC address is learnt from the IP phone. In case of a violation, the switch should place the ports in err-disabled state. The MAC address from the IP phones should be learned dynamically and should be added to the running config.
 SW1 VLAN 29 VLAN 30
 SW2 Interface Fa 0/17 Switchport voice VLAN 29 Switchport access VLAN 30 Switchport mode access Switchport port-security Switchport port-security maximum 2 Switchport port-security maximum 1 VLAN 29 Switchport port-security maximum 1 VLAN 30 Switchport port-security mac-address sticky
 Lab 2 – Port Security with Voice VLAN
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 Before you Start This Lab builds on the configuration of the previous lab.
 Lab Objectives: Task 1 Configure the port range from F0/1 – F0/6 in SW1 in such a way that the link comes up as soon as someone plugs in a network cable into the port.
 SW1
 Interface range F0/1 - 6 Spanning-tree portfast
 Task 2
 The IT departament just found out that someone in the lobby area just plugged in a Switch into port F0/6 on SW1. Configure a command globally on SW1 such that if someone connects a Switch to any of the access ports, the port will be disabled. Task 3 Also, make sure that after 4 minutes the disabled port comes up automatically.
 SW1
 Spanning-tree portfast bpduguard default ! Errdisable recovery cause bpduguard Errdisable recovery interval 240
 Lab 3 – BPDU Guard
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 Before you Start This Lab builds on the configuration of the previous lab.
 Lab Objectives: Task 1 Configure DHCP Snooping on Switch2. It should be enabled for VLAN 34. It should maintain a MAC-IP database based on the Addresses assigned to DHCP Clients from DHCP Servers.
 SW2 IP DHCP snooping IP DHCP snooping vlan 34
 Task 2 The DHCP server resides on the F 0/18 on Switch2. Assign this port to VLAN 34.
 SW2 Interface F 0/18 Switchport mode access Switchport access vlan 34
 Task 3 Make sure the switch only allows DHCP replies from port F 0/18 on Switch2.
 SW2 Interface F 0/18 Ip dhcp snooping trust
 Task 4 Configure Switch2 such that it intercepts all packets received on untrusted ports. It should verify valid IP-MAC mappings against the DHCP Snooping Database. If it does not match, it should drop the packets. It should be enabled on VLAN 34.
 SW2
 Lab 4 – Enabling DHCP Snooping and DAI
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 Ip arp inspection vlan 34 ! Interface F 0/18 Ip arp inspection trust
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 Before you Start This Lab builds on the configuration of the previous lab.
 Lab Objectives: Task 1 The DHCP Server is getting overwhelmed by the number of rogue DHCP requests it is receiving. Control the number of packets on un-trusted DHCP ports to 100 requests per second. This should be done on all ports that are part of VLAN 34 on SW2.
 SW2 Interface range F 0/1 - 8 Ip dhcp snooping limit rate 100
 Task 2 Turn on the IP Source Guard feature on SW2 such that F 0/3 should only allow R1 to connect up. It should be in VLAN 34 with R3 F0/1 MAC address using an IP address of 10.34.34.3/24.
 SW2 Interface F 0/3 ip verify source ! ip source binding xxxx.xxxx.xxxx vlan 34 10.34.34.3 interface Fa0/3
 Lab 5 – Mitigating DHCP Attacks and
 Configuring IP Source Guard
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 Before you Start This Lab builds on the configuration of the previous lab.
 Lab Objectives: Task 1 Configure the following policy for VLAN 10 on SW1.
 � Hosts in VLAN 10 should not have access to a server located at 10.11.11.254.
 � There is a Custom Application server located at 10.11.11.253. This
 application uses UDP port 25000. Only host 10.11.11.100 should be able to access this application server.
 � There is a MAC Address 0001.0012.2222 trying to attack VLAN 10.
 Block this MAC address from accessing any device on VLAN 10.
 � Also, prevent Ether types 0x4321 and 0x5432 coming into this vlan.
 Task 2 Do not apply any access-list on any of the interfaces.
 SW1 access-list 101 permit ip any host 10.11.11.254 access-list 101 deny udp host 10.11.11.100 host 10.11.11.253 eq 25000 access-list 101 permit udp any host 10.11.11.253 eq 25000 ! mac access-list extended MAC-ACL permit host 0001.0012.2222 any permit any any 0x4321 0 permit any any 0x5432 0 ! vlan access-map BC 10 action drop match ip address 101 vlan access-map BC 20 action drop match mac address MAC-ACL vlan access-map BC 1000
 Lab 6 – VLAN Access Maps
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 action forward ! vlan filter BC vlan-list 10
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 Before you Start This Lab builds on the configuration of the previous lab.
 Lab Objectives: Task 1 Block any RFC 1918 address coming into R2 from R3.
 R2 Access-list 101 deny ip 10.0.0.0 0.255.255.255 any Access-list 101 deny ip 172.16.0.0 0.15.255.255 any Access-list 101 deny ip 192.168.0.0 0.0.255.255 any Access-list 101 permit ip any any
 Task 2 Use Strict RPF to prevent IP spoofing using network addresses from the internal networks. The route could use the default gateway to check for the source address.
 R2 Interface F 0/0 ip verify unicast source reachable-via rx allow-default ip access-group 101 in
 Lab 7 – Preventing IP Spoofing using ACL & RPF
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 Network Diagram 1.2
 Before you Start This Lab builds on the configuration of the previous lab.
 Lab Objectives: Task 1 Configure Loopback interfaces on R2 as 10.111.111.0/24 and 10.112.112.0/24.
 R2 Interface Loopback 111 Ip address 10.111.111.1 255.255.255.0 ! Interface Loopback 112 Ip address 10.112.112.1 255.255.255.0
 Task 2 Configure NAT on R2 such that networks 10.111.111.0/24 and 10.112.112.0/24 networks can go out using a pool of Public address 199.1.1.4 – 199.1.1.254.
 R2 Ip nat pool MYPOOL 199.1.1.4 199.1.1.254 netmask 255.255.255.0 ! Access-list 161 permit ip 10.111.111.0 0.0.0.255 any Access-list 161 permit ip 10.112.112.0 0.0.0.255 any ! ip nat inside source list 161 pool MYPOOL ! Interface F 0/0 Ip nat outside ! Interface Loopback 111 Ip nat inside ! Interface Loopback 112 Ip nat inside
 Task 3
 Lab 8 – Configuring NAT on Routers
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 Configure the following static mapping on R2: App Server 1 – Real IP – 10.111.111.1 Public IP – 199.1.1.1 App Server 2 – Real IP – 10.112.112.1 Public IP – 199.1.1.2
 R2 Ip nat inside source static 10.111.111.1 199.1.1.1 Ip nat inside source static 10.112.112.1 199.1.1.2
 Task 4 Configure R2 for NAT in such a way that if a request comes into R2 for 199.1.1.3 for 23, it should be redirected towards 10.111.111.3. Additionally, if a request comes into R2 for 199.1.1.3 for 80, it should be redirected towards 10.112.112.3. This is a web server that will be deployed in the future.
 R2 Ip nat inside source static tcp 10.111.111.3 23 199.1.1.3 23 Ip nat inside source static tcp 10.112.112.3 80 199.1.1.3 80
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 Before you Start This Lab builds on the configuration of the previous lab.
 Lab Objectives: Task 1 The Web Server at 192.1.22.55 is getting overwhelmed by syn-attacks. R2 should watch the traffic and if it does not complete the TCP handshake in 20 seconds, it should drop the packets.
 R2 Access-list 162 permit tcp any host 192.1.22.55 eq 80 ! ip tcp intercept list 162 ip tcp intercept mode watch ip tcp intercept watch-timeout 20
 Task 2 R2 should start deleting half open connection to this server if the number reaches 1000. It should stop deleting half open connection if they reach 800. Set the one-minute high to 500 and the one-minute low to 400
 R2 Ip tcp intercept max-incomplete high 1000 Ip tcp intercept max-incomplete low 800 ! ip tcp intercept one-minute high 500 ip tcp intercept one-minute low 400
 Lab 9 – Configuring IP TCP Intercept
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 Before you Start This Lab builds on the configuration of the previous lab.
 Lab Objectives: Task 1 Configure R2 such that the number of Unreachable messages send are limited to 1 every 3 seconds.
 R2 Ip icmp rate-limit unreachable 3000
 Task 2 R3 should not send ICMP unreachable messages if it cannot route packets to a particular host or network. Disable it on the E 0/0 interface.
 R3 Int E 0/0 No Ip unreachable
 Lab 10 – ICMP Protection
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 Before you Start This Lab builds on the configuration of the previous lab.
 Lab Objectives: Task 1 R1 is experiencing a DoS attack against your network. You turn on Netflow on R3 and see a lot of packets for TCP ports 135 and 4444 and UDP port 69 (W32.Blaster). Control this traffic by limiting the traffic to 128 kbps coming into the F0/0 interface. Use 2 KB and 3 KB for normal and excess burst values.
 R1 Access-list 171 permit tcp any any eq 135 Access-list 171 permit tcp any any eq 4444 Access-list 171 permit udp any any eq 69 ! Interface F 0/0 Rate-limit input access-group 171 128000 2000 3000 conform-action transmit exceed-action drop
 Task 2 R1 is also experiencing a lot of traffic for ICMP. Control this traffic by limiting the traffic to 64 kbps coming into the Frame Link. Use 1 KB and 2 KB for normal and excess burst values.
 R1 Access-list 172 permit icmp any any ! Interface F 0/0 Rate-limit input access-group 172 64000 1000 2000 conform-action transmit exceed-action drop
 Task 3 You would also like to prioritize EIGRP traffic from R2 towards ASA-1. Use a legacy mechanism to accomplish this task. This traffic should be allowed to go out before any other traffic.
 R2 access-list 172 permit eigrp any any eq !
 Lab 11 – Mitigating DoS Attacks Using CAR
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 priority-list 1 protocol ip high list 172 ! Interface F 0/1 priority-group 1
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 Network Diagram 1.2
 Before you Start This Lab builds on the configuration of the previous lab.
 Lab Objectives: Task 1 R2 is experiencing a DoS attack against your Webserver located on VLAN 22. You turn on a Packet Analyzer to capture packets and see the following url’s:
 � “.ida” � “cmd.exe” � “root.exe” � “readme.eml”
 This is the footprint of the Nimda Attack. Task 2 – Option 1 Configure R2 such that any packet that has the preceding patterns in the url of http packets should be dropped. The policy should be applied on the F 0/0 interface of R2.
 R2 Class-map match-any NIMDA Match protocol http url “*.ida*” Match protocol http url “*cmd.exe*” Match protocol http url “*root.exe*” Match protocol http url “*readme.eml*” ! policy-map ATTACK class NIMDA drop ! Interface F 0/0 Service-policy input ATTACK
 OR Task 2 – Option 2
 Lab 12 – Blocking HTTP Attacks Using NBAR
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 Configure R2 such that any packet that has the preceding patterns in the url of http packets, it should be marked using the DSCP bits to 1. The policy should be applied on the F 0/0 interface of R2. The traffic that is marked with the DSCP value of 1 should be blocked from going out of F0/1. Use an ACL to accomplish this task.
 R2 Class-map match-any NIMDA Match protocol http url “*.ida*” Match protocol http url “*cmd.exe*” Match protocol http url “*root.exe*” Match protocol http url “*readme.eml*” ! policy-map ATTACK class NIMDA set dscp 1 ! Interface F 0/0 Service-policy input ATTACK ! Access-list 125 deny ip any any dscp 1 Access-list 125 permit ip any any ! Interface F 0/1 Ip access-group 125 out
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 Before you Start This Lab builds on the configuration of the previous lab.
 Lab Objectives: Task 1 R2 is seeing a lot of packets coming in towards UDP port 1434 from F 0/0. You suspect these packets to be attack packets for the Deloder Worm. From your sniffer trace, you see the size of these packets is 376 bytes. Block these packets from going thru it.
 R2 access-list 101 permit udp any any eq 1434 ! route-map DL permit 10 match ip address 101 match length 376 376 set interface Null0 route-map DL permit 20 ! interface F0/0 ip policy route-map DL
 Lab 13 – Blocking Attacks using PBR
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 Before you Start This Lab builds on the configuration of the previous lab.
 Lab Objectives: Task 1 Users in VLAN 10 are not allowed to go out for www traffic on Mondays thru Friday from 07:00 AM to 5:00 PM. This should go into affect starting the first of next month and stay in affect till the end of the year.
 R1 Time-range WEEK_TIME periodic weekdays 7:00 to 17:00 absolute start 00:00 1 September 2008 end 23:59 31 December 2008 ! Access-list 101 deny tcp any any eq www time-range WEEK_TIME Access-list 101 permit ip any any ! Interface FastEthernet0/0 Ip access-group 101 out
 Lab 14 – Time-Range ACL
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 Before you Start This Lab builds on the configuration of the previous lab.
 Lab Objectives: Task 1 Configure R4 as a NTP Master with a stratum of 2. It should authenticate the clients using a key id of 234. The Key string should be ccie12353. R4 is in Los Angeles. Configure the appropriate Time Zone setting.
 R4 clock timezone PST -8 ! ntp authentication-key 234 md5 ccie12353 ntp authenticate ntp trusted-key 234 ntp master 2
 Task 2 Configure R2 to receive its clock from R4. R2 is in Chicago. Configure R2 such that it automatically adjusts the clock based on the time zone
 R2 clock timezone CST -6 ! ntp authentication-key 234 md5 ccie12353 ntp authenticate ntp trusted-key 234 ntp server 192.1.22.4 key 234
 Task 3 Configure R3 to receive its clock from R2. R3 is located in New York. Do not use the NTP Server command to receive the clock. Do not configure any commands under the interface to accomplish this task.
 R3 clock timezone EST -5 ! ntp authentication-key 234 md5 ccie12353
 Lab 15 – Configuring NTP
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 ntp authenticate ntp trusted-key 234 ntp peer 192.1.23.2 key 234
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 Before you Start This Lab builds on the configuration of the previous lab.
 Lab Objectives: Task 1 R2 is experiencing a Fraggle and Smurf attack into F0/0. You suspect being used as a Smurf and Fraggle reflector. Protect R2 F 0/0 from being a Smurf and Fraggle reflector
 Task 2 R2 is also receiving a bunch of fragmented packet destined for a web server located at 192.1.22.30. You deem these packets to be attack packets. Block any packets that are destined to this server that are fragmented.
 R2 access-list 101 deny icmp any any echo access-list 101 deny udp any any eq echo access-list 101 deny ip any host 192.1.22.30 fragments access-list 101 permit ip any any ! Interface F 0/0 Ip access-group 101 in
 Task 3 R3 is also under a Fraggle and Smurf attack from VLAN 22. You suspect to be a Smurf and Fraggle victim. Protect R3 from being a Smurf and Fraggle victim from VLAN 22.
 R3 access-list 101 deny icmp 192.1.22.0 0.0.0.255 any echo-reply access-list 101 deny udp 192.1.22.0 0.0.0.255 eq echo any access-list 101 permit ip any any ! Interface F 0/0 Ip access-group 101 in
 Lab 16 – Fraggle and Smurf Attack
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 Before you Start This Lab builds on the configuration of the previous lab.
 Lab Objectives: Task 1 Configure R1 to block Fragmented UDP packets coming into F 0/0.
 Task 2 The matching criteria should be as follows:
 � Fragment Offset should not be equal to 0. � More Fragments bit in the flag field should be set to 1.
 Task 3 If the above criteria matches, the packets should be dropped. Task 4 Do not use an Access-list for this Lab.
 R1 Load protocol flash:ip.phdf ! class-map type stack match-all UDP-PKTS match field ip protocol eq 0x11 next udp ! class-map type access-control match-any FRAG match field ip flags eq 1 mask 6 match field ip fragment-offset gt 0 ! policy-map type access-control FRAG-UDP-PKTS class FRAG drop ! policy-map type access-control FPM-FRAG-UDP class UDP-PKTS service-policy FRAG-UDP-PKTS !
 Lab 17 – Blocking Fragmented UDP Attacks using
 FPM
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 Interface F 0/0 Service-policy type access-control input FPM-FRAG-UDP
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 Before you Start This Lab builds on the configuration of the previous lab.
 Lab Objectives: Task 1 R5 is receiving a TCP SYN Flood attack from 192.1.22.22.
 Task 2 The matching criteria should be as follows:
 � The SYN Flag in the TCP Control Bits Field should be on. � The traffic should be TCP Traffic and coming from 192.1.22.22.
 Task 3 If the above criteria matches, the packets should be dropped. Task 4 Do not use an Access-list for this Lab.
 R5 Load protocol flash:ip.phdf Load protocol flash:tcp.phdf ! class-map type stack match-all TCP-PKTS match field ip protocol eq 0x6 next tcp ! class-map type access-control match-all TCP-SYN match field ip source-addr eq 10.10.10.3 match field tcp control bits eq 2 mask 0x3D ! policy-map type access-control TCPSYN-PKTS class TCP-SYN drop ! policy-map type access-control FPM-TCPSYN class TCP-PKTS service-policy TCPSYN-PKTS
 Lab 18 – Blocking TCP SYN Flood Attacks using
 FPM
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 ! Interface F 0/0 Service-policy type access-control input FPM-TCPSYN
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 etwork Diagram 1.2
 Before you Start Load the configs for the devices used in this lab.
 Lab Objectives: Task 1 Configure VLAN 56 as the LOCAL zone. Configure the Frame Cloud as
 Lab 19 – Configuring Zone-based Firewall – Basic
 F 0/0 (.4)
 192.1.56.0/24 VLAN 56
 192.1.46.0/24 VLAN 46
 192.1.12.0/24 VLAN 12
 R4
 R6
 F 0/0.56 (.6)
 F 0/0 (.3) F 0/0 (.5)
 S 0/0 (.2)
 R1
 R5
 R3
 F 0/1 (.1)
 S 0/0 (.3)
 IDM, IEV, Syslog, AAA and CA
 192.1.10.0/24 VLAN 10
 F 0/0 (.1)
 (.25)
 F 0/0 (.2)
 R2
 F 0/0 (.2)
 R2
 192.1.126.0/24
 F 0/0.4 (.6)
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 the INTERNET zone. Configure VLAN 46 as the DMZ zone.
 R6 Zone LOCAL Zone INTERNET Zone DMZ ! Interface S0/0 Zone-member security INTERNET ! Interface F0/0.4 Zone-member security DMZ ! Interface F0/0.56 Zone-member security LOCAL
 Task 2 Configure the Zone Policy for traffic originating from Local Zone as follows:
 � Allow DNS, HTTP, HTTPS, FTP, TFTP, SMTP and ICMP traffic from Local to Internet
 � Allow HTTP Access from the Local zone to all servers on the DMZ Zone
 R6 Class-map type inspect match-any CM-LOCAL-INTERNET Match protocol HTTP Match protocol HTTPS Match protocol DNS Match protocol FTP Match protocol SMTP Match protocol ICMP ! policy-map type inspect PM-LOCAL-INTERNET class type inspect CM-LOCAL-INTERNET inspect ! Zone-pair security LOCAL-INTERNET source LOCAL destination INTERNET Service-policy type inspect PM-LOCAL-INTERNET ! Class-map type inspect match-all CM-LOCAL-DMZ Match protocol HTTP !
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 Policy-map type PM-LOCAL-DMZ Class type inspect CM-LOCAL-DMZ inspect ! zone-pair security LOCAL-DMZ source LOCAL destination DMZ service-policy type inspect PM-LOCAL-DMZ
 Task 3 Configure the Zone Policy for traffic coming in from the Internet as follows:
 � Allow Web Access to a server 192.1.46.55 located on the DMZ zone
 � Allow SMTP Access to a server 192.1.46.50 located on the DMZ zone
 R6 Access-list 141 permit tcp any host 192.1.46.55 eq 80 Access-list 142 permit tcp any host 192.1.46.50 eq 25 ! Class-map type inspect match-all CM-INTERNET-DMZ-HTTP Access-group 141 Match protocol http ! Class-map type inspect match-all CM-INTERNET-DMZ-SMTP Access-group 142 Match protocol smtp ! Policy-map type PM-INTERNET-DMZ Class type inspect CM-INTERNET-DMZ-HTTP Inspect Class type inspect CM-INTERNET-DMZ-SMTP Inspect ! zone-pair security INTERNET-DMZ source INTERNET destination DMZ service-policy type inspect PM-INTERNET-DMZ
 Task 4 Configure the Zone Policy for traffic originating from the DMZ Zone as follows:
 � Allow the SMTP server 192.1.46.50 to access a SMTP server 192.1.56.50 located in the Local zone
 R6
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 Access-list 143 permit tcp host 192.1.46.50 host 192.1.56.50 eq 25 ! Class-map type inspect match-all CM-DMZ-LOCAL-SMTP Access-group 143 Match protocol SMTP ! Policy-map type PM-DMZ-LOCAL Class type inspect CM-DMZ-LOCAL-SMTP Inspect ! zone-pair security DMZ-LOCAL source DMZ destination LOCAL service-policy type inspect PM-DMZ-LOCAL

Page 158
                        

Copyrights Netmetric Solutions 2006-2010 Website: http://www.netmetric-solutions.com; Email: [email protected]
 158 of 191
 Network Diagram 1.2
 Lab Objectives: Task 1 Set the following DoS Protection parameters for the Web Server from Internet to DMZ Zone:
 � When the number of Half-open connections hits 300, the Firewall should start deleting the connections
 � When the number of Half-open connections drop to 200, the Firewall should stop deleting the half-open connections.
 R6 Parameter-map type inspect DoS-INT-DMZ Max-incomplete high 300 Max-incomplete low 200 ! Policy-map type PM-INTERNET-DMZ Class type inspect CM-INTERNET-DMZ-HTTP Inspect DoS-INT-DMZ
 Task 2 Configure the SMTP Policy (Internet-->DMZ) for the configured SMTP Server as follows:
 � Disallow e-mail's with a size greater than 500000 � Set the tcp idle-time to 4 minutes � Turn on the audit trail
 R6 Parameter-map type inspect INT-DMZ-SMTP Tcp idle-time 240 audit-trail on ! Class-map type inspect SMTP CM-BIGMAIL Match data-length gt 500000 ! Policy-map type inspect SMTP PM-BIGMAIL Class type inspect SMTP CM-BIGMAIL Reset
 Lab 20 – Configuring Parameter-Maps for DoS
 Thresholds and Deep Packet Inspections
 Parameter-Map
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 ! Policy-map type PM-INTERNET-DMZ Class type inspect CM-INTERNET-DMZ-SMTP Inspect INT-DMZ-SMTP Service-policy inspect SMTP PM-BIGMAIL
 Task 3 A Websense server exists at 192.1.46.111. Check with the websense server before allowing access to Internet Webpages for Local-->Internet Traffic
 R6 Class-map type inspect match-any CM-LOCAL-INTERNET No Match protocol HTTP No Match protocol HTTPS (Will define a separate policy for HTTP/HTTPS) ! Class-map type inspect match-any CM-LOCAL-INTERNET-WEB Match protocol HTTP Match protocol HTTPS ! parameter-map type urlfilter URLSERVER server vendor websense 192.1.46.111 ! policy-map type inspect PM-LOCAL-INTERNET class type inspect CM-LOCAL-INTERNET-WEB inspect urlfilter URLSERVER
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 Lab 1 – 5
 Netmetric Solutions http://www.netmetric-solutions.com
 Module 7: Troubleshooting
 CCIE Security Lab Workbook Version 3.0
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 Lab 1 – Troubleshooting ASA
 F0/2 (.10)
 (.25)
 10.66.66.0/24 VLAN 66
 F 0/1.6(.10)
 BB1
 F 0/0(.20)
 192.1.55.0/24 VLAN 55 F 0/0 (.55)
 F0/0
 (.10)
 10.44.44.0/24 VLAN 44 10.33.33.0/24 VLAN 33
 R1
 R3
 R5
 R6
 F 0/1 (.1)
 S 0/0 (.2)
 IDM, IEV, Syslog, AAA and CA
 10.11.11.0/24 VLAN 10
 F 0/0 (.1)
 10.22.22.0/24 VLAN 11
 F0/0 (.33)
 192.1.22.0/24 VLAN 12
 F 0/0 (.2)
 R2
 192.1.125.0/24
 10.22.22.0/24 VLAN 100
 ASA-1
 S 0/0 (.5)
 R4
 ASA-2
 F0/1 (.10)
 F0/3 (.10) F0/0 (.44)
 F 0/1.1(.10)
 F 0/0 (.10)
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 Before you Start Load the initial configuration files from the DVD/CD for the devices used in this Lab.
 Lab Objectives: Task 1 The ASA-1 should have been configured with the following IP configuration for the Interfaces:
 Interface Name Security Level IP Address
 F 0/0 Outside 0 192.1.22.10/24
 F 0/1 Inside 100 10.22.22.10/24
 F 0/2 DMZ3 50 10.33.33.10/24
 F 0/3 DMZ4 50 10.44.44.10/24
 Task 2 It should have been able to ping all the surrounding routers. Task 3 It should have been configured to give out IP Configuration using the following:
 � IP Range : 10.22.22.51 – 10.22.22.100 � DNS Server : 192.1.22.35 � WINS Server : 10.22.22.5 � TFTP-Server : 10.22.22.6
 Task 4 The above requirements are not working. Fix it. Task 5 A BGP neighbor relationship has been configured between R6 and BB1 in AS 600. The neighbor relationship is not coming up. Fix it.
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 Before you Start Load the initial configuration files from the DVD/CD for the devices used in this Lab.
 Lab 2 – Troubleshooting DMVPN
 192.1.22.0/24 VLAN 12
 192.1.66.0/24 VLAN 66
 F0/0 (.10)
 ASA-1
 192.1.111.0/24 VLAN 111
 F 0/0 (.2)
 R1
 R3
 R6
 R5
 BB1
 F 0/1 (.1)
 IDM, IEV, Syslog, AAA and CA
 10.11.11.0/24 VLAN 10
 F 0/0 (.1) 10.22.22.0/24 VLAN 11
 (.25)
 F0/1 (.10)
 192.1.122.0/24 VLAN 122
 F 0/0.1 (.4) R4
 192.1.134.0/24
 S 0/0.3 (.4)
 S 0/0.5 (.4)
 S 0/0.6 (.4)
 192.1.145.0/24
 S 0/0 (.5)
 S 0/0 (.3)
 192.1.146.0/24
 F 0/0 (.6)
 F 0/0 (.20)
 F 0/0 (.3)
 192.1.55.0/24 VLAN 5
 S 0/0 (.6)
 192.1.30.0/24 VLAN 30
 F 0/0 (.5)
 (.25)
 (.10)
 ASA-2
 SW1
 F0/1(.10)
 F0/0 (.10)
 R2
 VPN Client
 F 0/0.2 (.4)
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 Lab Objectives: Task 1 DMVPN has been configured between R4, R5 and R6 to encrypt traffic between the Loopback networks. R4 is the NHRP Hub. The DMVPN is supposed to be using the following Configuration Parameters:
 � NHRP Parameters o NHRP ID – 456 o NHRP Authentication key - DMVPN
 � Tunnel Parameters o IP address : 172.16.56.0/24 o IP MTU : 1416 o Tunnel Authentication Key : 456
 � Routing Protocol Parameters o EIGRP 456
 � ISAKMP Parameters o Authentication : Pre-shared o Encryption : 3DES o Pre-Shared Key : cciesec
 � IPSec Parameters o Encryption : ESP-3DES o Authentication : ESP-MD5-HMAC
 Task 2 The Tunnel is not coming up. Bring it up.
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 Before you Start Reload the Routers with the Initial Configuration files for Lab 3.
 Lab Objectives: Task 1 A GET VPN Tunnel has been configured between R3, R5 and R6. R4 has been configured as the Key Server. Task 2 The following parameters should have been configured for the GET VPN tunnel:
 � ISAKMP Parameters o Authentication : Pre-shared o Encryption : 3DES o Pre-Shared Key : cciesec o Group : 2
 � IPSec Parameters o Encryption : ESP-3DES o Authentication : ESP-MD5-HMAC o SA Lifetime : 3600
 � Key Server Parameters o Identity Number : 100 o Rekey Transport : Unicast o Interesting Traffic : Loopback 15 traffic between R3, R5 and
 R6. o Local Address : Loopback 0
 Task 3 The Tunnel is not coming up. Bring it up.
 Lab 3 – Troubleshooting GET VPN
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 Before you Start Load the initial configuration files from the DVD/CD for the devices used in this Lab.
 Lab Objectives:
 Task 1
 Lab 4 – Troubleshooting ACS
 (.16) (.15)
 F 0/0 (.3)
 R3
 R2
 192.1.23.0/24 VLAN 23
 F 0/1 (.2)
 F0/0 (.10)
 ASA-1
 192.1.22.0/24 VLAN 22
 R1
 F 0/1 (.1)
 IDM, IEV, Syslog, AAA and CA
 10.11.11.0/24 VLAN 10
 F 0/0 (.1)
 10.22.22.0/24 VLAN 11
 (.25)
 F0/1 (.10)
 F 0/0 (.2)
 SW1
 SW3
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 Configure R1 as a client to the ACS Server. ACS Server should see R1 as 11.11.11.11. The secret key should have been ccie-acs. It should have used TACACS+ as the authentication protocol. Task 2 Configure SW1 as a client to the ACS Server. ACS Server should see SW1 as 10.11.11.15. The secret key should have been ccie-acs. It should have used TACACS+ as the authentication protocol. Task 3 Configure R2 as a client to the ACS Server. ACS Server should see R2 as 192.1.22.2. The secret key should have been ccie-acs. It should have used RADIUS as the authentication protocol. Task 4 Configure R1, R2 and SW1 such that they use ACS for authenticating Telnet and SSH connections. Task 4 Make sure the authentication works.
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 Before you Start Load the initial configuration files from the DVD/CD for the devices used in this Lab.
 Lab 5 – Troubleshooting Advanced Security
 F0/0 (.10)
 F 0/0 (.3)
 R3
 R2
 192.1.23.0/24 VLAN 23
 F 0/1 (.2)
 Private (.20)
 Concentrator ASA-1
 192.1.22.0/24 VLAN 22
 R1
 F 0/1 (.1)
 IDM, IEV, Syslog, AAA and CA
 10.11.11.0/24 VLAN 10
 F 0/0 (.1)
 10.22.22.0/24 VLAN 11
 (.25)
 F0/1 (.10)
 F 0/0 (.2)
 SW1
 (.15)
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 Lab Objectives: Task 1 R1 should have been configured as a NTP Master with a stratum of 2. It should authenticate the clients using a key id of 135. The Key string should be ccie12353. R1 is in Los Angeles. Configure the appropriate Time Zone setting.
 Task 2 R3 should have been configured to receive its clock from R1. R3 is in Chicago. R3 should have been configured to automatically adjusts the clock based on the time zone Task 3 R2 should have been configured to receive its clock from R3. R2 is located in New York. Task 4 Set the clock on R1 to the current time. Make sure the proper times are propagated to the routers.
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 Super Lab 1
 Netmetric Solutions http://www.netmetric-solutions.com
 Module 8: Super Labs
 CCIE Security Lab Workbook Version 3.0
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 Super Lab – 1
 F0/1.2 (.12)
 F 0/0.42 (.4)
 F0/1.1 (.11) F0/1.2 (.11)
 192.1.41.0/24 VLAN 41
 F0/0.2 (.11)
 ASA1-C2
 F0/0.1 (.12)
 F0/1.1 (.12)
 (.20)
 BB2
 F 0/0 (.2)
 10.22.22.0/24 VLAN 12
 R1
 R3
 R6
 R5
 BB1
 F 0/1 (.1)
 IDM, IEV, Syslog, AAA and CA
 IPS Sensor
 10.11.11.0/24 VLAN 10
 F 0/0 (.1)
 10.22.22.0/24 VLAN 11
 (.25)
 C & C (.15)
 F0/0.2 (.12)
 F 0/0.41 (.4)
 R4
 192.1.134.0/24
 S 0/0.3 (.4)
 S 0/0.56 (.4)
 S 0/0 (.5)
 S 0/0 (.3)
 192.1.56.0/24
 192.1.66.0/24 VLAN 66 F 0/0 (.6)
 F 0/0 (.20)
 F 0/0 (.3)
 192.1.55.0/24 VLAN 55
 S 0/0 (.6)
 192.1.30.0/24 VLAN 30
 F 0/0 (.5)
 (.25)
 (.16)
 ASA1-C1
 SW1
 F0/0.1 (.11)
 R2
 VPN Client
 (.16)
 10.15.15.0/24 VLAN 15
 (.15)
 ASA2-C1 ASA2-C2
 192.1.42.0/24 VLAN 42
 SW2
 SW2
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 IP Addressing Scheme
 Device Port IP Address
 R1 F 0/0 10.22.22.1/24
 F 0/1 10.11.11.1/24
 Loopback 0 11.11.11.11/8
 R2 F 0/0 10.22.22.2/24
 Loopback 0 22.22.22.22/8
 R3 F 0/0 192.1.30.3/24
 S 0/0 192.1.134.3/24
 Loopback 0 33.33.33.33/8
 R4 F 0/0.41 192.1.41.4/24
 F 0/0.42 192.1.42.4/24
 S 0/0.3 192.1.134.4/24
 S 0/0.56 192.1.56.4/24
 Loopback 0 44.44.44.44/8
 R5 F 0/0 192.1.55.5/24
 S 0/0 192.1.56.5/24
 Loopback 0 55.55.55.55/8
 R6 F 0 /0 192.1.56.6/24
 S 0/0 192.1.66.6/24
 Loopback 0 66.66.66.66/8
 ASA1-C1(Active) F 0/0.1 192.1.41.11/24
 F 0/1.1 10.22.22.11/24
 ASA1-C2 (Standby) F 0/0.2 192.1.42.12/24
 F 0/1.2 10.22.22.12/24
 ASA2-C1(Standby) F 0/0.1 192.1.41.12/24
 F 0/1.1 10.22.22.12/24
 ASA2-C2 (Active) F 0/0.2 192.1.42.11/24
 F 0/1.2 10.22.22.11/24
 IPS C & C 10.11.11.15/24
 SW1 VLAN 15 10.15.15.15/24
 SW2 VLAN 15 10.15.15.16/24
 VLAN 55 192.1.55.16/24
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 RIP V2 Network Diagram
 OSPF Network Diagram
 R5
 Area 0
 SW 2
 R3
 R4
 SW 1
 BB1
 SW 2
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 EIGRP Network Diagram
 R5
 R4
 R6
 BB2
 AS 2456

Page 175
                        

Copyrights Netmetric Solutions 2006-2010 Website: http://www.netmetric-solutions.com; Email: [email protected]
 175 of 191
 Startup Configurations
 � Pre-load the Initial Configurations for all the devices
 Section 1 – ASA/IOS FW Configuration – Basic (12 Points)
 1.1 – Configure ASA-1 for Multiple Context (4 Points)
 Task 1 Configure ASA-1 and ASA-2 in multi context mode. Task 2 Configure F 0/0 and F 0/1 with 2 sub-interfaces each. Configure the Sub-interfaces based on the following:
 Interface VLAN
 F 0/0.1 41
 F 0/0.2 42
 F 0/1.1 11
 F 0/1.2 12
 Task 3 Create three contexts on ASA-1. Name them Admin, C1 and C2. Configure the context with the following:
 Context Config File Interfaces Interface Names
 Admin Admin.Cfg
 C1 C1.cfg F 0/0.1 C1_OUT
 F 0/1.1 C1_INS
 C2 C2.cfg F 0/0.2 C2_OUT
 F 0/1.2 C2_INS
 1.2 – Configuring Active/Active Failover (4 Points) Task 1 Configure F 0/2 for LAN Based Failover. Name this interface FC. Assign it an Active IP address of 10.100.100.1/24 and a standby address of 10.100.100.2. Task 2 Protect your Failover messages using a key ccie12353.
 Task 3
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 Designate ASA-1 as the Primary unit for the system execution space. Configure ASA-2 as the secondary unit for the system execution space. Task 4 Configure F 0/3 as the Statefull Failover link. Assign a name of SFF with an Active IP Address of 10.101.101.1 and a standby address of 10.101.101.2/24. Task 5 Configure 2 Failover Groups. Failover Group 1 should be Primary and should preempt. Failover Group 2 should be the Secondary and it should also preempt. Task 6 Assign C1 to the Failover Group 1 and C2 to the Failover Group 2. Enable Failover on both ASA’s.
 1.3 – Configuring Interfaces in the Appropriate Contexts (4 Points)
 Task 1 Configure Interfaces in Context C1 as follows:
 Interface Name Security Level
 Active IP Standby IP
 C1_OUT Outside 0 192.1.41.11/24 192.1.41.12/24
 C1_INS Inside 100 10.22.22.11/24 10.22.22.12/24
 Task 2 Configure Interfaces in Context C2 as follows:
 Interface Name Security Level
 Active IP Standby IP
 C2_OUT Outside 0 192.1.42.11/24 192.1.42.12/24
 C2_INS Inside 100 10.22.22.11/24 10.22.22.12/24
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 Section 2 – ASA/IOS FW Configuration – Advanced (8 Points)
 2.1 – Configuring the ASA’s (4 Points) Task 1 There are going to be 2 Application servers installed on the 10.11.11.0/24 segment. The IP addresses will be 10.11.11.24 and 10.11.11.26. Translate these servers to 192.1.41.24 and 192.1.41.26 respectively. Task 2 The applications located on these servers are the following: Telnet HTTP HTTPS DNS TFTP Task 3 Allow access to these servers from the loopbacks of R3, R4, R5 and R6. Use the minimum number of lines possible to accomplish this in the ACL.
 Task 4 Configure ASA-C1 to allow the inside network access to the outside networks using Dynamic Translation. Use a pool of 192.1.41.101 – 192.1.41.199. Backup the NAT pool with PAT using an IP Address of 192.1.41.200. Task 5 Configure C2 to allow the inside network access to the outside networks using Dynamic Translation. Use a pool of 192.1.42.101 – 192.1.42.199. Backup the NAT pool with PAT using an IP Address of 192.1.42.200. Task 6 Create a Static Translation for the ACS/CA server using 192.1.41.100 as the Translated address on the Outside interface on the appropriate ASA. Also translated R1 F 0/0 as 192.1.41.1 on the outside interface. Task 7 Configure 2 Loopback interfaces on R2, Loopback 111: 10.111.111.1/24 and Loopback 112: 10.112.112.1/24
 Task 8
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 Configure ASA-C2 such that when 10.111.111.1 communicates to 55.55.55.55, it should be translated to 192.1.42.111. Task 9 Configure ASA-C2 such that when 10.112.112.1 communicates to 55.55.55.55, it should be translated to 192.1.42.112.
 Task 10 Configure static routes on ASA-C1 with a default gateway pointing towards R4. Also create static routes towards 10.11.11.0/24 and 11.0.0.0/8 networks.
 Task 11 Configure static routes on C2 with a default gateway pointing towards R4. Also create static routes towards 22.0.0.0/8, 10.111.111.0/24 and 10.112.112.0/24 network.
 2.2 – Zone Based Firewall (4 Points)
 Task 1 Configure VLAN 30 in the Local Zone. Configure Serial interface in the Internet Zone
 Task 2 Allow DNS, HTTP, HTTPS, FTP, TFTP, SMTP and ICMP traffic from Local to Internet Task 3 There is a web server located at 192.1.30.55. Allow Access to it. Task 4 There is a SMTP server located at 192.1.30.56. Allow Access to it.
 Task 5 Configure the SMTP Policy (Internet-->Local) as follows:
 � Disallow e-mail's with a size greater than 500000 � Set the tcp idle-time to 4 minutes � Turn on the audit trail
 Task 6 Configure the HTTP Policy (Local-Internet) as follows:
 � Reset URI's greater thean 350 � Reset and Alarm on unknown-content-type
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 Section 3 – IPS/IDS Configuartion – Basic (8 Points)
 3.1 – IOS IPS Configuration (4 Points)
 Task 1 Configure R4 to merge the Built-in signatures with the Attack-drop.sdf signature file. Task 2 The new signature file should be called MYSIG.sdf. Task 3 Configure R4 to detect attacks coming into R4 from the Frame Cloud based on the newly created Signature file. Task 4 Enable SDEE notifications. Allow 300 events to be stored in the buffer. Task 5 The IPS rule set created should not fire alarms for any packets coming from R6. Task 6 R4 should not fire alarms 2000, 2004 and 2154. Task 7 Disable the Ping of Death signature on R4.
 3.2 – Basic IPS Sensor Configuration in Promiscuous mode (4 Points)
 Task 1 Configure the IPS Sensor’s Command and Control Interface through the CLI with an IP Address of 10.11.11.15/24. Task 2 Allow access to the Sensor from the IDM PC (10.11.11.25) only.
 Task 3 Configure SPAN/RSPAN to monitor traffic for VLAN’s 41 and 42 by using F 1/0 as the destination port for VLAN 41 traffic and F 1/1 as the destination port for VLAN 42 traffic.
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 Section 4 – IPS/IDS Configuartion – Advanced (8 Points)
 4.1 – Custom Nimda Signature (4 Points)
 Task 1 Create a custom signature that fires when a Nimda attack is occurring. Task 2 Nimda should trigger when the following built-in signatures fire:
 � 5081 � 5124 � 5114 � 3215 � 3216
 Task 3 Only generate the alarm for the Custom signature and not for the component signatures. Task 4 The component signatures should have fired within the last 2 minutes for the Custom signature to fire.
 Task 5 This should only be done for VLAN 41 traffic. Use the default Sensor for this task.
 4.2 – Signature Tuning (4 Points)
 Task 1 Enable Signature 2154. Set the Alarm Severity to Medium and Signature Fidelity Rating of 50. Task 2 Only fire the signature if 2 such packets are received in the last 60 seconds
 Task 3 Generate an alarm. Task 4 This should only be done for VLAN 42 traffic. Do not use the default Sensor for this task.
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 Section 5 – VPN Configuration – Basic (8 Points)
 5.1 – IPSec Tunnel between R2 and R4 (4 Points)
 Task 1 Configure the following Loopbacks on R2 and R4:
 � R2 – Loopback 172 – 172.16.2.2/24 � R4 – Loopback 172 – 172.16.4.4/24
 Task 2 Configure an IPSec to encrypt the traffic between 172.16.2.0/24 and 172.16.4.0/24. Configure the following Policies:
 � ISAKMP Parameters o Authentication : Pre-shared o Group : 2 o Encryption : 3DES
 � IPSec Parameters o Encryption : ESP-3DES o Authentication : ESP-MD5-HMAC
 Task 3 Do not use the “Crypto ISAKMP key” command on R4 to accomplish this task. Make sure you use the Crypto ISAKMP key command on R2.
 Task 4 You are allowed to create static routes to accomplish this task.
 5.2 – IPSec LAN-To-LAN Tunnel using IOS CA Server (4 Points)
 Task 1 Assign R4 a domain name of NM.com. Also set the timezone and clock to the current timezone and time. Configure R4 to be the CA Server using the following parameters:
 � RSA Key Size: 512 Bits � Key Label: CCIESEC3 � Key Location: NVRAM � Issuer Name: CN=cciesec3.NM.com L=ND C=IN � Certificate Lifetime= 180 days
 Task 2
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 Assign R3 and R5 a domain name of NM.com. Also set the timezone and clock to the current timezone and time. Task 3 Generate 512 Bit RSA keys on R3 and R5. You should use a separate key for signatures and encryption. Configure R3 to request a certificate from R4, the IOS-based CA Server. Task 4 Configure the following Loopback addresses on R3 and R5:
 � R3 – Loopback 33 – 10.33.33.33/24 � R5 – Loopback 55 – 10.55.55.55/24
 Task 5 Configure an IPSec Tunnel to encrypt traffic between 10.33.33.0 and 10.55.55.0 networks. Use the following parameters for the tunnel:
 � Authentication type = RSA-SIG � Hash = MD5 � Diffie-Hellman = 2 � IPSec Encryption = ESP-3DES � IPSec Authentication = ESP-MD5-HMAC
 Task 4 You are allowed to create static routes for this configuration.
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 Section 6 – VPN Configuration – Basic (8 Points)
 6.1 – Configuring and Troubleshooting GET VPN (4 Points) Task 1 A GET VPN Tunnel has been configured between R3, R5 and R6. R4 has been configured as the Key Server. Task 2 The following parameters should have been configured for the GET VPN tunnel:
 � ISAKMP Parameters o Authentication : Pre-shared o Encryption : 3DES o Pre-Shared Key : cciesec o Group : 2
 � IPSec Parameters o Encryption : ESP-3DES o Authentication : ESP-MD5-HMAC o SA Lifetime : 3600
 � Key Server Parameters o Identity Number : 100 o Rekey Transport : Unicast o Interesting Traffic : Loopback 15 traffic between R3, R5 and
 R6. o Local Address : Loopback 0
 Task 3 The Tunnel is not coming up. Bring it up.
 6.2 – EZVPN with R1 as the EZVPN Server (4 Points)
 Task 1 Configure R1 as the EZVPN Server. Enable AAA on the router and configure network authorization based on the Local Database. Also configure a Domain name of NM.com. Task 2 Configure the following ISAKMP and IPSec Policies:
 � ISAKMP Parameters o Authentication : Pre-shared o Group : 2 o Encryption : 3DES
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 � IPSec Parameters o Encryption : ESP-3DES o Authentication : ESP-MD5-HMAC
 Task 3 Configure a Pool called EZP. This pool will be assigned to EZVPN clients. Use 192.168.55.201 thru 192.168.55.225 as the pool addresses. Task 4 Configure an ISAKMP Client Group called EZC with the following parameters:
 � Key = cciesec � Dns address = 192.1.41.49 � WINS address = 192.1.41.50 � Domain Name = NM.com � Pool = EZP � Split Tunneling = Only Encrypt the traffic for this that needs to go
 to 10.11.11.0/24 network. Task 5 Configure a Local Database of Users for Extended Authentication based on the following:
 � Username : User1 Password: cisco � Username : User2 Password: cisco
 Task 6 Configure a Dynamic Crypto Map. Configure the Dynamic map such that the pool address will be advertised to PIX using the configured routing protocol. Task 7 Configure crypto map authorization to be done based on the Local Client Group. Configure Extended Authentication to be done based on the Local Username database. Configure a Crypto map that uses the Dynamic Crypto Map to respond to client requests. Apply the Crypto map to the appropriate interface. Task 8 Test this from the Cisco VPN Client.
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 Section 7 – Access/Identity Management (16 Points)
 7.1 – Configuring the ACS server for Authentication and Exec Authorization (4 Points)
 Task 1 Configure the ACS to allow Switch1 and R6 as ACS clients. Task 2 Switch1 should use RADIUS as the Authentication Protocol with a key of radccie. Switch 1 should be seen on the outside as 192.1.55.15.
 Task 3 Configure R6 with TACACS+ as the Authentication Protocol and a key of tacccie.
 Task 4 Configure a group called R-Admins on the ACS server.
 Task 5 Create the following users and make them members of the R-Admin group: Username – R-user1 Password: ruser1
 Username – R-user2 Password: ruser2
 Task 6 Configure a group called SW-Admins on the ACS server.
 Task 7 Create the following users and make them members of the SW-Admin group: Username – SW-user1 Password: swuser1
 Username – SW-user2 Password: swuser2
 Task 8 Configure Switch 1 to communicate with the ACS server using the appropriate protocol and key. Allow the appropriate entries in the appropriate devices for this traffic. Task 9
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 Configure R6 to communicate with the ACS server using the appropriate protocol and key. Allow the appropriate entries in the appropriate devices for this traffic. Task 10 Management of the Switch 1 and R6 should be limited to SSH sessions. Authentication should be done based on the ACS server. The Authenticated users should be assigned a Privilege Level of 15. This should be done by the ACS Server.
 7.2 – Usage Quotas (4 Points)
 Task 1 R3-User1 should be Limited to 20 hours of online time per week. He should not be able to split it into more than 5 sessions.
 Task 2 R3-User2 should be Limited to 200 hours of online time total. He should not be able to have more than 4 session per week.
 7.3 – Network Access Profiles (4 Points)
 Task 1 Configure R2 to communicate with the ACS Server. Configure the R2/ACS connection using the appropriate RADIUS Protocol and a key of radccie.
 Task 2 Configure R2 to Authenticate for login using the RADIUS server. Make sure that the Console and AUX port do not require authentication. Allow the appropriate entries in ASA-1 to allow R2 to communicate with the ACS Server.
 Task 3 Create the following users on the ACS Server: Username – R2-User1 Password: cisco
 Username – R2-User2 Password: cisco
 Task 4 Configure a Network access Profile (NAP). The Network Access profile should only allow requests from R2 for user R2-User1. Task 5
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 The profile should authenticate using the local ACS database. It should use PAP and CHAP as the protocols. Task 6 If the user is successfully authenticated, the ACS should download an ACL to allow this user access for all TCP, UDP and ICMP traffic.
 7.4 – 802.1X NAC (4 Points)
 Task 1 Configure 802.1x authentication for Ports F 0/10 – 11 on Switch 1. Task 2 If the user authenticates successfully, the device should be put in VLAN 802. Create this VLAN on the switch. Assign it a name of “VLAN802”. If the user does not successfully authenticate or the user does support 802.1x authentication, it should be put in VLAN 333. Task 3 Enable the IETF RADIUS attributes, 64, 65 and 81.
 Task 4 Configure a Group on the ACS Server called NAC. Configure the group to notify the Switch that it should put the device in VLAN 802 upon successful authentication. Task 5 Configure a user NAC with a password of 8021x. Make it a member of the NAC group.

Page 188
                        

Copyrights Netmetric Solutions 2006-2010 Website: http://www.netmetric-solutions.com; Email: [email protected]
 188 of 191
 Section 8 – Network and Switch Security (16 Points)
 8.1 – Advanced ACL Wildcard Mask (4 Points)
 Task 1 You are receiving a set of routes from BB1. You would like to block Telnet traffic coming in from these networks into R3: 199.33.74.0/24 199.33.90.0/24 199.33.202.0/24 199.33.218.0/24
 Task 2 Use the minimum number of lines in the ACL to block the specified traffic from coming in. The ACL should only block traffic from these networks.
 8.2 – Configuring CP Protection (4 Points)
 Task 1 Configure R5 with a port-filter to drop all traffic destined to a closed or non-listened port except for a custom port 11223
 Task 2 Configure a queue-threshold on R3 such that it set’s the queue depth for HTTP and Telnet traffic to 75 and all other protocols to 200.
 8.3 – Layer 2 Filtering (4 Points)
 Task 1 Configure the following policy for VLAN 22 on SW1.
 � There is a MAC Address 0001.0012.2222 trying to attack VLAN 22.
 Block this MAC address from accessing any device on VLAN 22. � Also, prevent Ether types 0x4321 and 0x5432 coming into this
 VLAN. Task 2 Do not apply any access-list on any of the interfaces.
 8.4 – Blocking URL using NBAR (4 Points)
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 Task 1 You would like to block traffic going out with any of the following in the url field from R6:
 � xxx.com � espn.com � cmd.exe
 Task 2 Configure only one class map to block this type of traffic on R6.
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 Section 9 – Network Attacks (16 Points) 9.1 – Re-routing Attack (4 Points)
 Task 1 Your Network is under a re-routing attack. Prevent this on Routing Devices.
 Task 2 Use a Key ID 1 and a key-string of CCIE12353.
 9.2 – ARP Spoofing Attack (4 Points)
 Task 1 VLAN 35 is under a ARP Spoofing attack. VLAN 35 contains ports F 0/17 and 0/18 on Switch 2 in it. There is a DHCP Server located on port 0/18. Task 2 Configure the Switch that this should be the only DHCP server to assign IP addresses in this VLAN. Task 3 Prevent the ARP Spoofing attack by having the Switch validate IP – MAC Ip address mappings in this VLAN.
 9.3 – Mitigating the UDP Fragmented Attack (4 Points)
 Task 1 R3 is receiving a lots of Fragmented UDP packets from the Frame Cloud. This packets are deemed to be attack packets.
 Task 2 The matching criteria should be as follows:
 � Fragment Offset should not be equal to 0. � More Fragments bit in the flag field should be set to 1.
 Task 3 If the above criteria matches, the packets should be dropped. Task 4 Do not use an Access-list for this Task.
 9.4 – CAR and Priority Queuing (4 Points)
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 Task 1 R3 is seeing a lot of packets coming in towards UDP port 1434 from ASA-1, R5 and R6. You suspect these packets to be attacks. Limit this traffic to 128000 bps on either interface. Use Normal Burst of 16 KB and Excess burst of 24KB. Do not use Policy-map to accomplish this task.
 Task 2 You would also like to prioritize EIGRP traffic towards R4. Use a legacy mechanism to accomplish this task. This traffic should be allowed to go out before any other traffic.
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