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Introduction to
 Cryptography
 1

Page 2
                        

Objectives
 • Define cryptography and differentiate it with
 steganography.
 • Introduce cryptography goals and terminology.
 • Introduce symmetric-key cryptography and • Introduce symmetric-key cryptography and
 asymmetric-key cryptography.
 • Study the cryptanalysis attacks.
 2
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What is CryptographyWhat is Cryptography?
 Cryptography
 • Comes from Greek word meaning “secret writing”
 • It refers to the science of transforming information into an
 unintelligible (not understandable) form while it is being unintelligible (not understandable) form while it is being
 transmitted or stored so that unauthorized users cannot
 access it.
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What is CryptographyWhat is Cryptography?
 Alice Bob
 “ajhsfrjimnfuplkmzwvtbk
 lgiofqwgpklotfgyklooyrf”
 Intruder
 ?
 4“My account number is
 485853 and my PIN is
 4984”
 “My account number is
 485853 and my PIN is
 4984”
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SteganographySteganography
 Steganography
 • Hides the existence of the data
 • What appears to be a harmless image can contain
 hidden data embedded within the imagehidden data embedded within the image
 • Can use image files, audio files, or even video files
 to contain hidden information
 5
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SteganographySteganography
 6
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Cryptography vs. Steganography
 �� CryptographyCryptography
 • “Hidden writing”
 • Hides the meaning of a message
 �� SteganographySteganography
 • “Covered writing”
 • Hides the existence of a message
 7
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Goals of CryptographyGoals of Cryptography
 � Secure communication
 8
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Goals of CryptographyGoals of Cryptography
 � Secure storage
 9
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Goal Description
 Confidentiality Keeping information secret and allow
 only authorized parties to access it.
 Authentication Verifying an entity’s identity (e.g:
 user, computer).
 Services Provided by CryptographyServices Provided by Cryptography
 user, computer).
 Integrity Ensuring that information is correct
 and has not been altered by
 unauthorized person or a malicious
 software (using hashing).
 Non-repudiation Proving that a user performed an
 action and preventing him/her from
 denying the performed action (e.g:
 sender/receiver sent/received a
 message). 10
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• Plaintext: Original unencrypted information.
 • Ciphertext: The information after being encrypted by
 an encryption algorithm.
 • Encryption: Producing ciphertext from plaintext using
 cryptosystem (also called encipherment).
 Cryptography Terminology Cryptography Terminology
 cryptosystem (also called encipherment).
 • Decryption: Reverse process of encryption (also called
 decipherment).
 • Algorithm: Process of encrypting and decrypting
 information based on a mathematical procedure .
 11
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• Key: Value used by an algorithm to encrypt or
 decrypt a message, and should only known to
 sender/receiver.
 • Weak key: Mathematical key that creates a detectable
 pattern or structure.
 Cryptography Terminology Cryptography Terminology
 pattern or structure.
 • Cipher: Encryption or decryption algorithm tool used
 to create encrypted or decrypted a text.
 12
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Cryptography Terminology Cryptography Terminology
 13
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Cryptography Terminology Cryptography Terminology
 �Algorithms in which the two keys Key1 and Key2 are the
 same are often called:
 � Symmetric or
 � Private-key algorithms (since the key needs to be kept
 private).
 14
 � Algorithms in which the two keys are different are often
 called:
 � Asymmetric or
 � Public-key algorithms (since either Key1 or Key2 can
 be made public).
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Symmetric-key cryptography (also called private
 key cryptography) uses one secret key to encrypt
 and decrypt a message.
 SymmetricSymmetric--key cryptography key cryptography
 1515
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SymmetricSymmetric--key cryptography key cryptography
 16
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Asymmetric cryptography is also known as public key
 cryptography. It uses two different keys instead of one to encrypt
 and decrypt a message:
 � The public key is known to everyone and can be freely
 AsymmetricAsymmetric--key cryptography key cryptography
 � The public key is known to everyone and can be freely
 distributed.
 � The private key is known only to the recipient of the
 message
 1717
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AsymmetricAsymmetric--key cryptographykey cryptography
 18
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Kerckhoff’sKerckhoff’s PrinciplePrinciple
 • Based on Kerckhoff’s principle, one should always
 assume that the adversary, Eve, knows the
 encryption/decryption algorithm. The resistance of
 the cipher to attack must be based only on the secrecy
 of the key. of the key.
 19
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Cryptanalysis
 As cryptography is the science and art of creating secret
 codes, cryptanalysis is the science and art of breaking those
 codes.
 Figure 3.3 Cryptanalysis attacksFigure 3.3 Cryptanalysis attacks
 20
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Figure 3.4 Ciphertext-only attack
 Ciphertext-Only Attack
 21
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Figure 3.5 Known-plaintext attack
 Known-Plaintext Attack
 22

Page 23
                        

Figure 3.6 Chosen-plaintext attack
 Chosen-Plaintext Attack
 23
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Figure 3.7 Chosen-ciphertext attack
 Chosen-Ciphertext Attack
 24
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[1] Chapter 1&3, Introduction to CRYPTOGRAPHY and
 NETWORK SECURITY, Behrouz A.Forouzan
 [2] Chapter 11, Security+ Guide to Network Security
 Fundamentals, Third Edition
 ReferencesReferences
 Fundamentals, Third Edition
 [3] http://www.cacr.math.uwaterloo.ca/hac/about/chap1.pdf
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