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                                The considerations organisations should be aware of when selecting managed security service providers (MSSPs) for the management of controls and the monitoring of detected intrusions. 
With an often-increased focus on effective and timely response to breaches, many organisations are going down the route of using a third party service to conduct an operational role in their security management processes.  However there are things to ask of potential providers at the selection stage, as well as requirements on how services operate once up and running. 
It is also important to understand that there will be controls and processes that will still be required for effective management of, and communication with, the MSSP.  Both parties play a role in responding to incidents from detection to resolution.
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Considerations when choosing a managed security service provider Piers Wilson, Head of Product Management 1 May 2014
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 What I will (and won’t) cover ...
 Two topics : •  What you need to have in place to gain benefits •  How to choose a managed security service provider
 I intend to focus on monitoring, detection and incident response services WHY? •  Limited time •  Other types of managed security services are more commoditised and visible
 –  either output-based, schedule-based or customer instigated
 •  Monitoring services are event/activity driven, hence more challenging
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 Characteristics of managed security monitoring
 Shared technology platform that:
 •  Collects/receives logs, alerts, detections, signature triggers etc. from customer systems
 •  Underpins analysis workflow –  Automated / manual analysis –  Pattern / reference matching –  Triage / diagnosis –  Investigation
 •  Provides reporting/alerts/access •  Knowledge base and diagnostic log
 –  I.e. information on the event or overall status is made available to customers
 •  Data retention
 IDS   
 Log,   Event,   A
 lert,   D
 etec7o
 n,   Rep
 ort,   Re
 quest   d
 ata   
 AV   
 Mail   
 Servers   
           Firewalls   
           Proxies   
 DNS   
 Incidents   
 Apps                      Internal   
                 MSSP   
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 In-house capability
 •  Still need a security operations function, even if you choose to outsource some specialist or routine activities to an MSSP
 Monitoring,      Detec7on   
 No   MSSP   Fully   in-‐house   
 Includes   degree   of   analysis   
 Includes   element   of   response   and   clean-‐
 up   
 Remediate   
 Response   
 Analysis   
 Detec7on   

Page 6
                        

Company   logo   EUROPE
 29 April - 01 May 2014 Earls Court London UK
 Retained internal capabilities
 •  Internal incident management process
 •  In-house diagnostic information for root cause analysis and reporting
 –  MSSP won’t have the whole picture OR be the only source of alerts
 •  Internal SIEM tool to collect and analyse non-MSSP collected information
 •  Capable internal resources –  Using an MSSP may mean this is smaller, and can focus on resolution and
 decision making rather than identification and triage
 You can’t outsource risk
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 End-to-end monitoring and response process
 Balance the benefits of the MSSP ... •  Early detection •  Pan-customer and external threat data •  24x7 operation and response •  Incident diagnosis, response actions, resolution guidance •  Volume processing of routine events While retaining control and internal diagnostic capability
 How far down into the incident analysis, diagnosis and
 resolution process does the MSSP service extend
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 Value – costs and benefits
 MSSP   Costs   
 Depth   of   sy
 stem
  access/Extent   of   intelligen
 ce   
 Process   coverage/involvement   
 Security   Benefits   
 Saved   effort   –   focus   on   what’s   important   
 Improved
  detec7o
 n/respon
 se   
 Range   of   customers   and   threat   sources   Exper7se   and   resources   
 Focus   on   non-‐opera7onal   security   Staff   development/reten7on   
 TECHNOLOGY   PLATFORMS   
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 Choosing your MSSP: Sophistication and intelligence
 What does the MSSP do? Assessing their role and value in your process?
 •  Process automation •  Alerting, diagnostics and rapid notification of
 incidents •  Cost effectiveness •  Intelligence from their wider customer community •  Data separation, protection, retention, extraction •  Detection of anomalous patterns or “unknowns”
 beyond just signatures
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 Case study – Trustwave case (subsequently withdrawn) •  Alleged Target used MSSP services
 (vulnerability management and monitoring) •  Banks sued both Target AND MSSP
 Failings noted: •  Vulnerabilities in systems remained “either
 undetected or ignored” in audits as recently as September 2013
 –  These vulnerabilities included the fact that Target stored “credit and debit card data on its servers for six full days before hackers transmitted the data to a separate webserver outside of Target's network”
 –  Would the MSSP detect this? Depends...
 •  The filing claims, the Target breach went undetected for three weeks
 –  Even though the MSSP “provided round-the-clock monitoring services to Target”.
 •  The lawsuit noted, repeated warnings and breaches ... should have left Target in no doubt that vulnerabilities existed
 NOTE: This case was withdrawn in April
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 Summary I: Internal capability to derive value
 •  Need to collect some log/event/network/diagnostic data –  MSSP won’t cover of all the security event sources within your network
 •  Data retention beyond the MSSP offering
 •  Insider misuse, application issues and usage can only be monitored internally
 •  At a specific point in your incident management process YOU as a customer (security team, management, stakeholders) will need to make decisions
 –  Ensure you/they have the right information to base those decisions upon –  Irrespective of the level of service from the MSSP
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 Summary II: Choosing an MSSP to fit your process
 •  An MSSP should free you from having to worry about the more routine parts of the process
 •  There is a price trade-off in terms of the extent of MSSP access to platforms and information
 –  i.e. the more of your environment they monitor the greater visibility they have, but the more you will pay
 •  You need to consider the security, privacy and retention for data that they collect and store
 –  How does separation, long term retention, return of data work? Where is data held? What might it contain?
 •  Quality of their detection, analysis, information provision, resolution support is important
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