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CONTENTS………Introduction
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Steganography is an art of hiding information inside information.
 The main objective of Steganography is mainly concerned with the protection of contents of the hidden information.
 Images are ideal for information hiding because of the large amount of redundant space is created in the storing of images.
 Introduction Introduction
 Steganography
 Image Steganography•LSB algorithm
 Types of Steganography
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Steganography literally means “covered writing”Definition: It is an art and science of hiding information by
 embedding it in some other data.Goals: To hide a secret message within an object. Do it such a way that the presence of
 message is not visible.
 Introduction
 Steganography
 Image Steganography•LSB algorithm
 Types of Steganography
 Steganography
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Introduction
 Steganography
 Image Steganography
 Dual layer security
 •LSB algorithm
 Types of Steganography
 An example of a message containing such a null cipher is German Spy in World War II:
 “Apparently neutral's protest is thoroughly discounted And ignored. Isman hard hit. Blockade issue affects Pretext for embargo on by products, ejecting suets and Vegetable oils. ”
 Taking the second letter in each word the following message emerges:
 Pershing sails from NY June 1.
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Introduction
 Steganography
 Image Steganography•LSB algorithm
 Types of Steganography
 General diagram of steganography
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STEGANOGRAPHY Vs CRYPTOGRAPHYCryptography hides the contents of a secret
 message from a malicious people, whereas steganography even conceal the existence of the message.
 In cryptography, the system is broken when the attacker can read the secret message.
 Breaking a steganography system need the attacker to detect that steganography has been used.
 Introduction
 Steganography
 Image Steganography•LSB algorithm
 Types of Steganography
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Most attractive multimedia objects are
 Text steganography
 Image steganography
 Audio steganography
 Introduction
 Steganographic layer
 Image Steganography•LSB algorithm
 Types of Steganography
 Types of steganography
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Image steganography: Images are used as the message carriers.Images are the most popular cover objects used for steganography.
 Textual steganography: Text steganography can be achieved by altering the text formatting, or by altering certain characteristics of textual elements (e.g., characters).
 Audio steganography: In audio steganography, secret message is embedded into digitized audio signal which result slight altering of binary sequence of the corresponding audio file.
 Introduction
 Steganography
 Image Steganography•LSB algorithm
 Types of Steganography
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Introduction
 Steganography
 Image Steganography•LSB algorithm
 Types of Steganography
 IMAGE STEGANOGRAPHY
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Image Steganography requires following elements to carry out the work:
 Cover medium: It is an image that holds secret message.
 The Secret message: it is message to be transmitted. It can be plain or encrypted text, images or any other data.
 The Stego-key: it is key used to hide the message (May or may not be used).
 Introduction
 Steganography
 Image Steganography•LSB algorithm
 Types of Steganography
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Introduction
 Steganography
 Image Steganography•LSB algorithm
 Types of Steganography
 IMAGE STEGANOGRAPHY CONTIUED….
 The image compression techniques are extensively used in Steganography.
 Two type of compression techniques are Lossy compression. Lossless compression.
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In Image steganography lossless compression is generally used.
 The lossy compression may not maintain the original images integrity. But lossless compression maintains the data exactly.
 The compression on lossless image has no effect on original image.
 Introduction
 Steganography
 Image Steganography•LSB algorithm
 Types of Steganography
 IMAGE STEGANOGRAPHY CONTIUED….
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TECHNIQUES FOR USING IMAGE STEGANOGRAPHY
 By using LSB(Least Significant Bit algorithm)
 Masking and Filtering
 Algorithms and Transformation
 Introduction
 Steganography
 Image Steganography•LSB algorithm
 Types of Steganography
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The LSB algorithmThe most common and popular method of
 modern day steganography is to make use of LSB of picture’s pixel information.
 This technique works best when the file is longer than the message file and if image is grayscale.
 When applying LSB techniques to each byte of a 24 bit image,three bits can be encoded into each pixel.
 Introduction
 Steganographic layer
 Image Steganography
 •LSB algorithm
 Types of Steganography
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If the LSB of the pixel value of cover image C(i,j) is equal to the message bit SM of secret massage to be embedded, C(i,j) remain unchanged; if not, set the LSB of C(i, j) to SM.
 message embedding Procedure is given below:
 S(i,j) = C(i,j) - 1, if LSB(C(i,j)) = 1 and SM = 0
 S(i,j) = C(i,j) + 1, if LSB(C(i,j)) = 0 and SM = 1
 S(I,j) = C(i,j), if LSB(C(i,j)) = SM
 Where LSB(C(i, j)) stands for the LSB of cover image C(i,j) and “SM” is the next message bit to be embedded. S(i,j) is the stego image.
 Introduction
 Steganographic layer
 Image Steganography •LSB algorithm
 Types of Steganography

Page 17
                        

Data Embedding Algorithm
 Step 1: Extract the pixels of the cover image.
 Step 2: Extract the characters of the text le.
 Step 3: Extract the characters from the Stego key.
 Step 4: Choose first pixel and pick characters of the Stego key and place it in first component of pixel.
 Introduction
 Steganographic layer
 Image Steganography
 •LSB algorithm
 Types of Steganography
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Data Embedding Algorithm
 Step 5: Place some terminating symbol to indicate end of the key. 0 has been used as a terminating symbol in this algorithm.
 Step 6: Insert characters of text le in each rst component of next pixels by replacing it.
 Step 7: Repeat step 6 till all the characters has been embedded.
 Introduction
 Steganographic layer
 Image Steganography
 •LSB algorithm
 Types of Steganography
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Data Extraction Algorithm
 Step 1: Extract the pixels of the stego image.
 Step 2: Now, start from first pixel and extract stego key characters from first component of the pixels. Follow Step3 up to terminating symbol, otherwise follow step 4.
 Step 4: If this extracted key matches with the key entered by the receiver, then follow Step 5, otherwise terminate the program.
 Introduction
 Steganographic layer
 Image Steganography
 •LSB algorithm
 Types of Steganography
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Data Extraction Algorithm
 Step 5: If the key is correct, then go to next pixels and extract secret message characters from first component of next pixels. Follow Step 5 till up to terminating symbol, otherwise follow step 6.
 Step 6: Extract secret message.
 Introduction
 Steganographic layer
 Image Steganography
 •LSB algorithm
 Types of Steganography
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Example: We can use images to hide things if we
 replace the last bit of every color’s byte with a bit from the message.
 Message A-01000001
 Image with 3 pixels Pixel 1: 11111000 11001001
 00000011 Pixel 2: 11111000 11001001
 00000011 Pixel 3: 11111000 11001001
 00000011
 Introduction
 Steganographic layer
 Image Steganography•LSB algorithm
 Types of Steganography
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Now we hide our message in the image. Message: 01000001
 Pixel 1: 11111000 11001001 00000010
 Pixel 2: 11111000 11001000 00000010 Pixel 3: 11111000 11001001
 00000011
 New image:
 Introduction
 Steganography
 Image Steganography•LSB algorithm
 Types of Steganography
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CONCLUSIONHiding a message with steganography methods reduces
 the chance of a message being detected.
 In and of itself, steganography is not a good solution to
 secrecy, but neither is simple substitution and short
 block permutation for encryption. But if these methods
 are combined, you have much stronger encryption
 routines.
 Like any tool, steganography is neither inherently good
 nor evil, it is the manner in which it is used which will
 determine whether it is a benefit or a detriment to our
 society.
 Introduction
 Steganographic layer
 Image Steganography•LSB algorithm
 Types of Steganography
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REFERENCES Implementation of LSB Steganography and its Evaluation
 for Various File Formats. Int. J. Advanced Networking and Applications 868
  Introduction to image Steganography youtube video. Cryptography and network security by William Stallings 3rd
 edition. 
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