

    

        


        
        
                        
                
            
                    


        
            	
                    Subbiah Suresh
                
	
                    
                        Home
                    
                
	
                    
                        Comments
                    
                


        


        
    
    

    
        
            
                
                    
                                                    
    
        

        


        
            Wi-Fi Technology Seminar by K.SUBBIAH@SURESH , II M.C.A. , M.S.UNIVERSITY. 
        

    





                                            

                

            

        


        
            
                
                
                
            

            
                

                

                
                    
                     Match case
                     Limit results 1 per page
                    

                    
                    

                

            

        
    


    
        
                            
                    


        

            
                
                    

                    
                    
                

                
                    
                    1

51
                    
                

                
                    
                    100%
Actual Size
Fit Width
Fit Height
Fit Page
Automatic


                    
                


                
                
                    
                    Embed
                
                
            


        

        

    




        

            

        
            
                
                    
                        
                            Home
                        

                        
                                            


                    
                        IEEE 802.11

                        Dec 10, 2014

                        
                                                                                        Download
                                                        Report
                        


                        
                            Category:
                            
                                Education
                            

                        


                                                    
                                Author:
                                Subbiah Suresh
                            

                        

                                                    
                                Description:
                            

                            
                                Wireless LAN
                            

                        

                                                    
                                Tags:
                                
                                    wifi physical layer802
applications of wifi
wifi configurations
wifi security
wifi network topologies
wifi network works
wifi mac sub layer
mbps speed

                                

                            

                        
                    



                    

                                    

            




            
                
                    
                                                    Welcome
                        
                                                    
                                Comments
                            
                        
                                            




                                            
                            Welcome message from author

                            This document is posted to help you gain knowledge. Please leave a comment to let me know what you think about it! Share it to your friends and learn new things together.
                        

                    

                                            
                                                            
                            
                            

                        

                    

                                    

            

        


                    
                
                    
                        Transcript

                        
                            Page 1
                        

Wi-Fi Technology
 Seminar by
 K.SUBBIAH@SURESH , II M.C.A. , M.S.UNIVERSITY.
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Agenda
 Introduction.Wi-Fi Protocol Stack.Wi-Fi Physical Layer.Wi-Fi MAC Sub Layer.Wi-Fi Network Topologies.Wi-Fi Configurations.Applications of Wi-Fi.Wi-Fi Security.Advantages/ Disadvantages of Wi-Fi.Conclusion.
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Wireless Technology is an alternative to Wired Technology, which is commonly used, for connecting devices in wireless mode.
 Physically means ‘communication without wires’.
 Technically means transmission of signals through a Electromagnetic waves.
 Wi-Fi (Wireless Fidelity) is a generic term that refers to the IEEE 802.11 communications standard for Wireless Local Area Networks (WLANs).
 Wi-Fi Network connect computers to each other, to the internet and to the wired network.
 Introduction
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Electromagnetic Wave
 electricfield
 magneticfield
 propagation direction
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How a Wi-Fi Network Works ?
 A Wi-Fi hotspot is created by installing an access point to an internet connection.
 An access point acts as a base station.
 When Wi-Fi enabled device encounters a hotspot the device can then connect to that network wirelessly.
 A single access point can support up to 30 users and can function within a range of 100 – 150 feet indoors and up to 300 feet outdoors.
 Many access points can be connected to each other via Ethernet cables to create a single large network.
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How are WLANs Different?
 They use specialized physical and data link protocols
 They integrate into existing networks through access points which provide a bridging function
 They let you stay connected as you roam from one coverage area to another
 They have unique security considerations
 They have specific interoperability requirements
 They require different hardware
 They offer performance that differs from wired LANs.
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802.11 Protocol Stack
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Physical layer conforms to OSI (five options)
 1997: 802.11 infrared, FHSS, DSSS.1999: 802.11a OFDM and 802.11b HR-DSSS.2001: 802.11g OFDM.
 802.11 Infrared.
 Two capacities 1 Mbps or 2 Mbps.Range is 10 to 20 meters and cannot penetrate walls.Does not work outdoors.
 Wi-Fi Physical layer
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802.11 FHSS (Frequence Hopping Spread Spectrum)
 The main issue is multipath fading.
 79 non-overlapping channels, each 1 Mhz wide at low end of 2.4 GHz ISM band.
 Same pseudo-random number generator used by all stations.
 Dwell time: min. time on channel before hopping (400msec).
 Wi-Fi Physical layer
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Wi-Fi Physical layer

Page 11
                        

802.11 DSSS (Direct Sequence Spread Spectrum)
 Spreads signal over entire spectrum using pseudo-random sequence .
 Direct sequence signaling technique divides the 2.4 GHz band into 11 22-MHz channels
 Each bit transmitted using an 11 chips Barker sequence, PSK at 1Mbaud.
 1 or 2 Mbps.
 Wi-Fi Physical layer

Page 12
                        

802.11a OFDM (Orthogonal Frequency Divisional Multiplexing)
 54Mbps in wider 5.5 GHz band transmission range is limited.
 Uses 52 FDM channels (48 for data; 4 for synchronization).
 Encoding is complex .
 More difficulty penetrating walls.
 Wi-Fi Physical layer
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Introduced in 2001
 Operates at 5 GHz (less popular)
 54 Mbps (theoretical speed)
 15-20 Mbps (Actual speed)
 50-75 feet range
 More expensive
 Not compatible with 802.11b
 IEEE 802.11 a
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802.11b HR-DSSS (High Rate Direct Sequence Spread Spectrum)
 802.11a and 802.11b shows a split in the standards committee.802.11b approved and hit the market before 802.11a.Upto 11 Mbps in 2.4 GHz band using 11 million chips/sec.Note in this bandwidth all these protocols have to deal with interference from microwave ovens, cordless phones and garage door openers.Range is 7 times greater than 11a.11b and 11a are incompatible!!
 Wi-Fi Physical layer
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Appear in late 1999
 Operates at 2.4GHz radio spectrum
 11 Mbps (theoretical speed) - within 30 m Range
 4-6 Mbps (actual speed)
 100 -150 feet range
 Most popular, Least Expensive
 Interference from mobile phones and Bluetooth devices which can reduce the transmission speed.
 IEEE 802.11 b
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802.11g OFDM (Orthogonal Frequency Division Multiplexing)
 An attempt to combine the best of both 802.11a and 802.11b.
 Supports bandwidths up to 54 Mbps.
 Uses 2.4 GHz frequency for greater range.
 Is backward compatible with 802.11b.
 Wi-Fi Physical layer
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Introduced in 2003.
 Combine the feature of both standards (a & b).
 100-150 feet range.
 54 Mbps Speed.
 2.4 GHz radio frequencies.
 Compatible with ‘b’
 IEEE 802.11 g
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In 802.11 wireless LANs, “seizing channel” does not exist as in 802.3 wired Ethernet.
 Two additional problems: Hidden Terminal Problem Exposed Station Problem
 To deal with these two problems 802.11 supports two modes of operation DCF (Distributed Coordination Function) and PCF (Point Coordination Function).
 Wi-Fi MAC Sublayer protocol
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Wireless stations have transmission ranges and not all stations are within radio range of each other.
 Simple CSMA will not work!
 C transmits to B.
 If A “senses” the channel, it will not hear C’s transmission and falsely conclude that A can begin a transmission to B.
 Hidden Station Problem
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This is the inverse problem.
 B wants to send to C and listens to the channel.
 When B hears A’s transmission, B falsely assumes that it cannot send to C.
 Exposed Station Problem
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In 802.11 wireless LANs, “seizing channel” does not exist as in 802.3 wired Ethernet.Two additional problems:
 Hidden Terminal ProblemExposed Station Problem
 To deal with these two problems 802.11 supports two modes of operation DCF (Distributed Coordination Function) and PCF (Point Coordination Function).All implementations must support DCF, but PCF is optional.Hidden Station Problem
 Exposed Station Problem
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Uses CSMA/ CA (CSMA with Collision Avoidance).
 Uses both physical and virtual carrier sensing.Two methods are supported:
 based on MACAW ( Multiple Access with Collision Avoidance for Wireless) with virtual carrier sensing.
 Distributed Coordination Function
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MAC protocol solved hidden, exposed terminal problem by,
 Send Ready-to-Send (RTS) and Clear-to-Send (CTS) first
 RTS, CTS helps determine who else is in range or busy (Collision avoidance).
 Wi-Fi MAC Protocol
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Wi-Fi MAC Protocol
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C (in range of A) receives the RTS and based on information in RTS creates a virtual channel busy NAV( Network Allocation Vector).
 D (in range of B) receives the CTS and creates a shorter NAV.
 Virtual Channel Sensing
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PCF uses a base station to poll other stations to see if they have frames to send.
 No collisions occur.
 Base station sends beacon frame periodically.
 Base station can tell another station to sleep to save on batteries and base stations holds frames for sleeping station.
 Point Coordination Function
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Distributed and centralized control can co-exist using Interframe Spacing.
 SIFS (Short IFS) :- is the time waited between packets in an ongoing dialog (RTS , CTS , data , ACK , next frame)
 PIFS (PCF IFS) :-when no SIFS response, base station can issue beacon or poll.
 DIFS (DCF IFS) :-when no PIFS, any station can attempt to acquire the channel.
 EIFS (Extended IFS) :-lowest priority interval used to report bad or unknown frame.
 PCF & DCF Co-Exist
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Interframe Spacing
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a
 802.11 Frame Structure
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AP-based topology (Infrastructure Mode)
 Peer-to-peer topology (Ad-hoc Mode)
 Point-to-multipoint bridge topology
 Wi-Fi Network Topologies
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The client communicate through Access Point.
 BSA-RF coverage provided by an AP.
 ESA-It consists of 2 or more BSA.
 ESA cell includes 10-15% overlap to allow roaming.
 Wi-Fi Application
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a
 AP-Based Topology
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AP is not required.
 Client devices within a cell can communicate directly with each other.
 It is useful for setting up of a wireless network quickly and easily.
 Peer to Peer Topology
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.
 Infrastructure Mode & Ad-Hoc Mode
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used to connect a LAN in one building to a LANs in other buildings.
 receive a clear line of sight between buildings.
 Point to Multipoint Topology
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Confidentiality
 Messages sent must be encrypted.
 Authenticity
 Origin of messages received must be verified.
 Integrity
 Integrity of messages received must be verified.
 access control
 Access for legitimate entities only.
 Wi-Fi Security Requirements
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WEP ( Wired Equivalent Privacy)
 part of the IEEE 802.11 specification
 GOAL
 make the Wi-Fi network at least as secure as a wired LAN.
 Encrypt data transmitted to prevent the attackers from getting the information or change it.
 SERVICES
 access control to the network.
 message confidentiality.
 message integrity and authenticity.
 What is WEP ?
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WEP uses encryption algorithm called RC4
 The key divided in two parts
 There are two kinds of WEP 1)WEP 64 (40 bit + 24 bit).2)WEP 128(104 bit + 24 bit).
 How WEP Works
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KSU K=6Bh S=73h U=75h
 Plaintext 01101011 01110011 01110101
 key stream 01101100 10010111 01101111
 …………………………………………….
 Cipher text 00000111 11100100 00011010
 Example
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Flow Chart
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Wi-Fi Configuration
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Wi-Fi Connected Home
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Wireless technology doesn’t remove any old security issues, but introduces new ones
 Eavesdropping
 Man-in-the-middle attacks
 Denial of Service
 Wi-Fi Security Threats
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Easy to perform, almost impossible to detect
 By default, everything is transmitted in clear text
 Usernames, passwords, content ...No security offered by the transmission medium
 Different tools available on the internetNetwork sniffers, protocol analysers . . .Password collectors
 With the right equipment, it’s possible to eavesdrop traffic from few kilometers away
 Eavesdropping
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Attacker spoofes a disassociate message from the victim
 The victim starts to look for a new access point, and the attacker advertises his own AP on a different channel, using the real AP’s MAC address
 The attacker connects to the real AP using victim’s MAC address
 MITM Attack
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Attack on transmission frequecy used
 Frequency jamming Not very technical, but works
 Attack on MAC layerSpoofed deauthentication / disassociation messages can target one specific user
 Attacks on higher layer protocol (TCP/IP protocol)
 SYN Flooding
 Denial of Service
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Wi-Fi Components
 PCI cards that accept wireless PC cards
 External USB wireless NICs
 Access point
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Wi-Fi Application
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Wi-Fi Advantages
 Mobility
 Ease of Installation
 Cost
 Reliability
 Security
 Use unlicensed part of the radio spectrum
 Roaming
 Speed
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Wi-Fi Disadvantages
 Interference
 Degradation in performance
 High power consumption
 Limited range
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