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 Abstract
 Although project management in its more contemporary form has continued to evolve over the last 50 years it has continued to be plagued with Information Technology (IT) risks and pitfalls. The evolution of Project Management has indeed been helpful to sovereigns and companies over the years in organizing work around projects that span multiple industries by providing better standards, policies, procedures, tools and techniques that have allowed many to acquire knowledge in the areas of project scope management, project time management, project costs management, project quality management, human resource management, project communications management, project risk management and project procurement management. However despite all these improvements IT projects continue to be renowned for their high rates of failure which is clearly evident in empirical backed research such as the one that was provided by the Standish Group's 2009 CHAOS study that demonstrated a decrease in project success rates, with 32% of all projects succeeding which are delivered on time, on budget, with required features and functions. In contrast 44% of projects were challenged by being late, over budget, and/or with less than the required features and functions and 24% failed which were cancelled prior to completion or delivered and never used[The Standish Group (Oct. 2009)]. It must be noted that in CHAOS Manifesto 2011, The Standish Group's showed a marked increase in project success rates from 2008 to 2010 [The Standish Group (Oct. 2011)] but in 2011 PM Solutions Research also came out with a report called Strategies for Project Recovery where they followed 163 companies split between small, medium, and large organizations [PM Solutions (2011)]. On average, respondents managed $200 million in projects each year of which approximately 37 percent were at risk. The average company in the study therefore faced $74 million of at risk projects each year. The last two reports are affirmations that organizational projects risk profiles are still quite high and remain a key challenge in today’s environment. Therefore in this paper we will provide a brief history on the evolution of Project Management, the most common reasons projects fail, a detailed case study of a well-known project failure, solutions and how to effectively manage and mitigate risks in IT projects, incorporate an opinion from a highly recognized Project Management consulting firm on an evolving risk management approach and then conclude by offering an added opinion which will comprise of how to attain desirable outcomes.

Page 3
                        

P a g e | 3
 Table of Contents
 Abstract…………………………………………………………………………………………...2
 Chapter One: Introduction……………………………………………………………………4-5
 Chapter Two: Review of Literature………………………………………………………….5-6
 Chapter Three: The Most Common Reasons Project Fail………………………………….6-8
 Chapter Four: Detailed Case Study on Project Management Failure……………………8-10
 Chapter Five: Solutions to Effectively Manage and Mitigate Risks in IT Projects……..10-22
 Chapter Six: Evolving Enterprise Risk Management Assessment…………………........22-25
 Chapter Seven: Conclusion……………………………………………………………………26
 References: ………………………………………………………………………………….27-30

Page 4
                        

P a g e | 4
 Chapter One: Introduction
 The innovation and speed in IT has created considerable advancements in the last several decades however due to the increasing number of governments and organizations around the globe moving away from centralized system models to more distributed mediums, means the complexity of businesses has been growing therefore the need to optimize the implementation of Project Management approaches has overwhelmingly become of even greater significance. Although IT projects have been the primary focus of project management its roots go back to the late nineteenth century focusing at that time primarily on government initiatives. We discuss project management in its historical context because several of the core principals, methodologies, tools and techniques that comprise of project management not only are essential in improving the success of a project but if applied properly also help mitigate any risks while maximizing the potential for project success. It was in this period of the late nineteenth century that the initial ground work in the area of Project Management was said to be first formulated. In the United States for example the first extensive government project was the transcontinental railroad, which began construction in the 1860s during the Industrial age whereby industry luminaries were confronted with the intimidating task of organizing the manual labor of thousands of workers and the processing and assembly of exceptional quantities of raw material [Microsoft Corporation (No Date)]. Near the turn of this century, Frederick Winslow Taylor (1856–1915) an American industrial engineer was one of the first to begin detailed studies of work by devising a system he coined Scientific Management to determine the optimum means for carrying out a task in the smallest amount of time by focusing on shifting knowledge of production from the workers to the managers. He applied scientific reasoning to work in showing that labor can be analyzed and improved by breaking up industrial production into very small and highly regulated steps which required workers to obey the instructions of managers concerning the proper way to perform very specific actions. Taylor’s theory was primarily applied in steel mills, such as shoveling, lifting and moving parts. Prior to this time the only way to augment productivity was to require individuals to work laboriously by putting in long hours. Taylor changed all that by introducing the concept of working more efficiently rather than working harder and longer therefore his theories had determined to be the very best way to perform these specific isolated tasks. In 1887 Henry Gantt (1861-1919) a mechanical engineer, partnered up with Frederick W. Taylor to leverage the theory of scientific management at Midvale Steel and Bethlehem Steel, where they worked together until 1893 [Roebuck. K (May 2011)]. Gantt studied in great detail the order of operations in work. His studies of management focused on navy ship construction during World War I and his Gantt Charts which were first conceptualized in 1917 are one of the most frequently used project scheduling and progress assessment tools to date. This was in fact the first quantitative technique of project management in the area of schedule risk analysis. Although it has been refined over the years in simple terms the chart can be described as a horizontal bar chart that illustrates project tasks against a calendar whereby each bar represents a project task which are listed vertically in the left hand column and
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 the horizontal axis represents a calendar timeline. Tasks can overlap one another by being carried out at the same time and can be shaded to indicate project progress and percentage completion to depict which tasks are ahead of or behind schedule providing further guidance for mitigating the potential for Scope Creep. Microsoft Office Project over the years has improved upon Gantts original work but he is the one that truly provided the initial foundation that is now incorporated into Microsoft’s widely used project software. Both Taylor and Gantt’s initial works were clearly revolutionary at the time as they helped to establish a prerequisite for good Project Management that required a well-defined development process making project management an unequivocal business application. In the years leading up to World War II, marketing approaches, industrial psychology, and human relations began to take hold as integral parts of project management. During World War II, complicated government and military projects and a diminishing war-time labor supply, accessed the need for new organizational structures. This lead to further the evolution of project management when the U.S. navy in the 1950’s first developed the Project Evaluation and Review technique whose acronym is PERT, while working on the Polaris missile project during the Cold War era [Johnson, S. B. (March 2002)]. Sometimes referred to as network diagrams the PERT chart lists the specific activities that make up a project and the activities that must be completed before a specific activity can start. In more detail the chart consists of a number of nodes that represent project tasks whereby each node which can be depicted as either circles or rectangles are numbered showing the task, its duration, the starting date and the completion date. The directions of arrows on the lines that are incorporated in the chart indicate the order of tasks and shows which activities must be completed before another activity may begin. One of the primary functions of PERT charts was to address issues related to costs. In the early 1960’s organizations around the world began to seek out new management strategies and applied the previous approaches and techniques described above to assist in allowing businesses to better cope with the rapid expansion and changing business environment that spanned across all industries worldwide. It is in this time period of the early 1960’s that project management was viewed as an essential approach that all organizations and sovereigns needed to make use of and began to form the contemporary foundation that is embedded in today’s society for all businesses to continue to exist and flourish. Inclusive is that many of these techniques can and should be applied to minimize any organizational project risks while increasing profits in order to gain a competitive edge in today’s overall market place.
 Chapter Two: Review of Literature
 Significant analysis collected over time comprising of project success and failure rates have been well documented so to begin with here is a brief summary on some of studies deemed appropriate in this area. In a report issued back in a 2008 white paper written by Kathy Ellis of IAG Consulting (www.iag.biz) titled “Business Analysis benchmark” The Impact of Business Requirements on the Success of Technology Projects included surveys of over 100 companies with the average project size of $3 million which was certainly a wake-up call [Ellis, K. (2008)]. The survey measured the current ability of organizations in performing business requirements and an evaluation of the underlying causes of poor quality requirements. Firm’s with inadequate business analysis capability were said to have 3 times as many project failures as successes and 68 percent of the companies are less likely to succeed based on the way they approach business
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 analysis. In fact additional findings found 50 percent of group projects were “ runaways” taking over 180% of target time to deliver, consuming in excess of 160 percent of the estimated budget , delivering under 70 percent of the target required functionality, paying a premium of as much as 60% on time and budget when they use poor requirement practices on their projects and over 41% of the IT development budget for software, staff and external professional services was said to be consumed by poor requirements at the average company using average analysts versus the optimal organization. IAG found using best requirements practices will estimate a project at $3 million and better than half the time will spend $3 million on that project including all failures, Scope Creep, and mistakes across the entire portfolio of projects. This group will spend on average, $3.63 million per project while firms using poor requirement practices will pay on average $5.87 million per project due to excessively high time and budget overruns. In 2009 as we described in the above abstract the CHAOS report issued by Standish Group International found 68 percent of projects either failed or 44 percent have been challenged[The Standish Group (Oct. 2009)]. Standish also stated 38 percent of projects between $750,000 and $3 million have a chance at success but when the cost of a project exceeded $10 million there was only a 2 percent chance of success. In an article titled “Making Change Work” a survey of 1,500 change management executives issued by IBM in October of 2008 discovered 44 percent of all projects failed to meet time, quality and budget goals while 15 percent were either halted or did not meet all the objectives [Jorgensen H., Owen L., Neus A. (Oct.2008)]. Finally in a review of federally funded technology projects by the U.S. Government Accountability office in July of 2008 they ascertained 49 percent of federal IT projects where inadequately planned, inadequately performing or both [Powner, D. (July 2008)]. The question than arises if failure in projects still persist than how can we increase the chances for success? In essence that is what the rest of this paper aims to accomplish which is, we must provide you with the reasons why projects fail and in contrast you will then be able to determine through this assessment what not to do. We also intend to closely evaluate a major project case study describing many of the variables that adversely impacted that particular project and finally we offer a clear-cut outline through various methodologies, approaches and techniques to properly mitigate and manage risk inclusive is the what is already recognized throughout Project Management as the six major processes involved in risk management and the evolving Committee of Sponsoring Organizations of the Treadway Commission’s (COSO) Enterprise Resource Management (ERM) framework so that the chances for a project being successful are increased substantially.
 Chapter Three: The Most Common Reasons Project Fail
 In the figures provided by some of the research described above we ascertained some of the projects pitfalls but going further we have comprised of a more detailed summary to discern why projects fail. One of the first reasons is that Project sponsors are often times not devoted to the projects objective by not actively being involved in the project strategy and they have an insufficient comprehension of the overall project [Progress, Project (2008)]. It is also unfortunate but a multitude of projects do not meet the strategic vision of the company therefore if business requirements are not precisely defined, it can cause a project to not add value to the bottom/top line or improve business processes. Remember IT projects must align with overall business objectives. Another issue is projects commence for all the inappropriate reasons as some begin solely to implement new technology without any concern for whether the technology is
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 accommodating of organizational business requirements. The opposite of this is a project that does not support existing technology developing extensive Scope Creep resulting in additional capital expenditures. In delving into the work breakdown structure which is also a part of the project scope management knowledge area, it may be used inefficiently such as not administering enough dedicated staff allocated to projects and team members may have limited experience with a lack of required qualifications. Insufficient experience can also cause project teams often times to take shortcuts to catch up to schedule and make up costs by skipping steps. Lack of communication and collaboration is also sometimes inefficient among all stakeholders as this can certainly cause a project to fail. Indicative of another potential risk is that executives and supervisors believe that they will be able to succeed in leading a project but are rarely available therefore focusing in this regard is not on project delivery but on the contentment of the project manager and his own time management. Another project pitfall is an incomplete project scope definition which does not provide a project's advantages and the deliverables that will produce them. One may assume that before a project is initiated a plan and the processes that it is comprised of would be implemented however this is unfortunately not always the case. A project plan that is non-existent, out of date, incomplete or inadequately constructed and where just not enough time and effort is spent on project leading can significantly have an adverse impact on any project. This also can mean that value is not put into use to calculate baseline costs agreed during baseline transfer against actual costs spent at any given time therefore costs do not form an integral part of the project during execution. Moving on, insufficient funding and incorrect budgeting is still a major reason for projects not delivering their goals and objectives within the quality framework that was required because projects always need to deliver yesterday within a specific budget. In addition premature commitment to a fixed budget and schedule are usually inconsistent. When we discussed in its historical context how project management came to fruition it is intriguing that many firms who are aware of how project management came into being still continue to have no established project leading methodologies and best practices aligned with the company's specific needs to assist in project performance. Surprisingly, companies do not want to invest in best of breed methodologies that will benefit the bottom line over a specified period, with projects delivered within budget. Remember methodologies are the foundation of project management so you would have to wonder why any organization would be incapable of understanding the various methodologies that are rooted in Project Management. Inclusive companies do not recognize the value of using a methodology to support and enable them to record their own best practice project results for future reference and to build a knowledge base within the company. Also not all projects go through a methodical signing off process using a proper post project approach to determine lessons learned and to construct one’s own reference model for future use. Even more astonishing is that many projects do not consist of good end to end testing procedures even if a project has a signoff process as project managers sometimes do not manage to engage all the necessary test resources for the final testing ahead of time. Finally, a certificate signed off between sponsors and other third-parties will demonstrate project success but even that is quite rare.
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 The following additional data below shows some of the most dominant risk factors identified by Wiegers (1998), who categories these factors by sector:
 Project Sector Risk Factor % of Projects at Risk
 MIS Creeping User Requirements 80Excessive Schedule Pressure 65Low Quality 60Cost Overruns 55Inadequate Configuration Control 50
 Commercial Inadequate User Documentation 70Low User Satisfaction 55Excessive time to market 50Harmful competitive actions 45Litigation expense 30
 Table 1: Most common risk factors for various project types (Wiegers 1998)
 Governance can be a separate category all its own, comprised and correlated with many of the reasons projects fail. The Office of Commerce of the UK Government together with the National Audit Office lists eight common causes of project failure but we will just focus on the six that deal primarily with governance related issues [AON Risk Solutions, (2011)]. The first is a lack of a clear link between the project and the organizations key strategic priorities including agreed measures of success; the second is lack of clear ownership and leadership for the project from the organizations governing body; third is lack of skills and proven approach to project management and risk management; evaluation of proposals driven by initial price rather than long term value for money especially securing delivery of business benefits; lack of understanding of and contact with project contractors/service vendors at senior levels in the organization; and finally lack of project team integration between clients, the supplier team and the supply chain. We cannot emphasize enough how Governance is an essential factor to mitigating risks therefore we will further discuss why it remains crucial to incorporate the proper governance framework in the chapters to follow.
 Chapter Four: Detailed Case Study on Project Management Failure
 Case studies are important in depicting real world events so we would be remiss in not providing you with at least one notable case study that offers great insight of a large scale project failure. We are referring to the construction of one of the most advanced reservation systems in U.S. history, recognized by many as the CONFIRM Project. The project was formulated back in 1988 by a consortium consisting of Hilton Hotels, Marriott (NYSE: MAR), Budget Rent-A-Car (NASDAQ: CAR) and American Airlines Information Services (AMRIS), a subsidiary of American Airlines (AAMRQ.PK), almost all publicly traded except for Hilton which was on the New York Stock Exchange until it was acquired by Blackstone Group for $20 billion back in July of 2007 [Cauley, L. (July 2007]. AMRIS was subcontracted as the managing partner and Intrico was a newly established organization whose responsibility was to exclusively run the new system. These organizations at the time teamed up to cultivate and market what was expected to
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 be the most state of the art reservation system to be used for travel, car rental, and lodging services. Five years later after numerous lawsuits and millions of dollars in cost overruns, the CONFIRM Project was finally cancelled over grievous accusations from many of the leading executives that had involvement in the project [Oz, E., 1994]. Although the objectives were articulated as achievable in the original requirements document provided by AMRIS, they proved to be quite ambiguous causing many of the initial requirements to change. In other words there was a general agreement among the organizations regarding the need for a new system however there was no clarity of what the new system’s goals and objectives should be in order to satisfy the specific information requirements of the consortium therefore continuous change in requirements resulted in an exorbitant amount of wasteful capital expenditures. This of course is a prime example of Scope Creep which is where the requirements and expectations of a project increase, often without regard to the impact on budget and schedule. All stakeholders require specific responsibilities to be made clear and in particular due to the disparate background of the players involved in the CONFIRM Project it was believed that lack of communication and disorganization further fueled confusion about requirements and design decisions among all project members. Claims were also made that Intrico heads only met once a month when they should have had meetings much more frequently. Also projects that are enormous in scope tend to have elevated risks and levels of complexity that can discourage even the most competent of teams. For example, the then president of AMRIS is reported to have indicated that “the task of tying together CONFIRM’s Transaction Processing Facility-based central reservation system with its decision support system proved to be overwhelming. . . We found they were not integrable” [Halper, M., August 3, 1992]. Since the complexity of the project was so evident it is even of greater significance that effective coordination must be implemented in order to ensure the successful completion of a project. Furthermore, the complexity issue should also have been analyzed more meticulously in the early phases of the project life cycle because costs are significantly higher when major changes to a project are made in the latter phases as opposed to the initial phases. In addition, the failure of the database to recover in the event of a crash was, in the words of the VP of Operations, due to the fact that “in the development of the DB2-based decision support system, the company mistakenly implemented a version of Texas Instruments’ Information Engineering Facility (IEF) computer-aided software engineering tool in which IEF generates its own database structure.” Also, the VP is reported to have suggested that for CONFIRM‘s size, they “should have implemented a version of IEF in which the structure is dictated because the system was so big that what IEF generated would have been impossible to maintain” [Halper, M., Aug. 10, 1992]. The VP of operations above quote is a primary example of not only a lack of coordination due to mistakenly implementing Texas Instruments’ Information Engineering Facility (IEF) computer-aided software engineering tool but also emphasizes once again the importance of performing efficient analysis in the early stages of a projects lifecycle that would have enabled the consortium to have selected a version of IEF in which the structure is dictated to avoid unwieldy spending. Deficiencies in structure and organizational objectives in the team’s efforts was additionally exacerbated by no clear leadership and active interaction among parties in the CONFIRM Project causing complications in later phases of the system development lifecycle. This is evident when AMRIS made allegations in its lawsuit that the other three companies they worked with made poor staffing assignments that crippled the project [Halper, M., October 12, 1992]. By not incorporating an appropriate structure and project phased lifecycle approach the CONFIRM Project adversely
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 impacted the project team by not enabling them to recognize what the deliverables for each stage were and to know if they had been satisfied. Clearly there was a lack of project feasibility phases as well as project acquisition phases. In fact, the CEO of AMR is quoted as stating in a letter to the other three companies, “The individuals to whom we gave responsibility for managing CONFIRM have proven to be inept. Additionally, they have apparently deliberately concealed a number of important technical and performance problems” [Zellner, W., 1994]. This letter implied that project management failure created an environment where activities were not properly monitored and concealed. But even if the allegations by AMR’s CEO were true, the IBM review commission spoke “to the need of more critical review and immediate corrective action by AMRIS management. Not doing so would almost assuredly result in failure” [Zellner, W., 1994]. After all AMRIS was made ‘Managing Partner of Development’ for CONFIRM and took on the responsibility for all aspects of the design and development of the system. In fact, AMRIS executives initially stated to the consortium that the system would not be expensive to run and would be completed in time to outpace competition in the hotel and car rental industries however this statement proved to be false.
 As with all failures the problems can be viewed from a number of levels. In its simplest form, the CONFIRM project failed because those making key decisions underestimated thecomplexity involved. Other contributing factors for CONFIRM projects debacle include a lack of planning resulting in subsequent changes in strategy; making firm commitments in the face of massive risks and uncertainty; lack of management oversight; poor stakeholder management; communication breakdowns; failure to perform risk management and the list goes on and on. The initial cost of the project was originally estimated at $55.7 million in April 1988 with a completion date of June 1992. It was revised to $72.6 million in September 1989. This trend in escalating project cost continued till the project was canceled in July 1992, after 3 1/2 years and $125 million in costs [Oz, E., Oct. 1994]. Perhaps CONFIRM’s project failure was a prelude to American Airlines more recent woes as the airlines current status is that in late 2011 it filed for chapter eleven bankruptcy as its shares currently trade on the Pink Sheet Exchange under the symbol “AAMRQ” at around .49 cents a share [Milford, Phil, Schlangenstein, Mary and McLaughlin, David (Nov. 2011)]. The “Q” at the end of a symbol denotes that a publicly traded company is in the process of bankruptcy.
 Chapter Five: Solutions to Effectively Manage and Mitigate Risks in IT Projects
 Mapping the primary activities of each Project Management process group for each knowledge area is an integral part of project management which can be found in PMI’s PMBOK guide, a standard that describes best practices for what should be done to manage a project effectively. Our focus however is take a closer look at one of the project management knowledge areas that should be adapted over the whole project life cycle, that being Risk Management. The discipline of Risk Management has evolved considerably over the years including a number of standards and methodologies used to identify risks, measure them, monitor them and ultimately mitigate the overall project risk profile. In fact in this section we will meticulously examine and look at the process of how to best select and implement countermeasures to address an organizations risk requirements.
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 Risk Management is often times overlooked but it can have a significant effect on the choice of projects from deciding on the scope of projects and cultivating pragmatic schedules and cost estimates as well as assisting project stakeholders to comprehend the description of the project involving teams in defining strengths, weaknesses, opportunities and threats via SWOT analysis and further helping to integrate the other project knowledge areas. This can all lead to improving a projects success.
 Before proceeding in describing in detail how to effectively manage project IT Risks it must be noted that unfortunately this among all knowledge areas was shown to be of less importance than all of the other areas and furthermore was among the least mature. This can be seen in a survey performed by William Ibbs professor and group leader of the Construction Management program at the University of California at Berkeley and Young-Hoon Kwak, Ph.D., currently an assistant professor for the Project Management Program at The George Washington University (GWU) [Ibbs, William and Young Kwak, Hoon (March 2000)]. The two surveyed over a period of two years four different industries and application areas to collect project management practices information. A total of 38 large international companies, including private and public sector organizations, participated in this study. The four industries were: engineering and construction (EC); information management and movement (IMM), also known as telecommunications; information systems (IS), also known as software development; and hi-tech manufacturing (HTM). The Project Management Maturity Assessment covered the project management knowledge areas of scope, time, cost, quality, human resources, communications, risk and procurement weighted on a relative scale of 1 (lowest) to 5 (highest). What they discovered was in their Project Management Maturity Assessment methodology, that all companies averaged 3.26 on a relative scale of 1 (lowest) to 5 (highest) which suggests that all areas could use improvement but the anomaly was in the area of risk. Risk Management’s project management maturity level was the lowest among all eight knowledge areas. Risk Management was the only knowledge area where overall project management maturity rating was less than 3.
 Inefficiencies in project risk can also be seen particular in the wake of the stock markets 2008 credit crisis. This was caused primarily by a lack of Governance and Risk Management initiatives. When the US Senate Banking Committee asked US Federal Reserve Chairman Ben S. Bernanke what lessons were learned from the current economic crisis, he replied, “The importance of being very aggressive and not being willing to allow banks, you know, too much leeway, particular when they’re inadequate in areas such as Risk Management [Wyatt, E. (Feb. 2011) The irony of the downturn is that financial institutions bundled up mortgages and sold many institutions on the idea that the housing market had increasingly gone up throughout the years and the risk of any downturn was minimal to say the least. These mortgages were then insured by many organizations to reduce any financial institutional losses. In particular many hedge funds and insurance companies were to provide a hedge to these financial institutions by insuring many of the mortgages provided by certain institutions in case they went into default. Unfortunately many of the insurers did not have the capital to cover the losses on these defaulted mortgages. This in turn led to insurers having to sell off assets across the entire market spectrum causing a precipitous drop in all global markets. If the proper countermeasures were in place due to proper risk management this may have never occurred. One being, that mortgages should have had more stringent criteria in place so as to not sell to those who evidently could not afford these

Page 12
                        

P a g e | 12
 homes. The no money down policies and lack of resources should have been a clear indication that many people could not afford such real estate. Regulators could have easily prevented this from happening if the proper risk management was in place so Bernanke’s response to the U.S. Senate Banking Committee is ironic to say the least as they also had a fiduciary responsibility to the public at large. Governmental agencies should also have required those that insured these bundled mortgages to have enough capital to cover any losses however this was never implemented. The Project Management Maturity Assessment survey above and the brief stock market synopsis are proof of the vital importance risk management plays throughout all industries, organizations and governments.
 Before moving ahead with how to best mitigate risk or use the knowledge of accessing projects that are at risk to our advantage we must define what Risk Management is and then ask the three fundamental questions that should be addressed for proper risk analysis. RiskManagement is the identification, assessment, and prioritization of risks followed by coordinated and economical application of resources to minimize, monitor, and control the probability and/or impact of unfortunate events or to maximize the realization of opportunities [Hubbard, Douglas (April 2009)]. The word Risk itself comes from the ancient Italian word “Risicare” which means to dare [Zweig, J. (April, 2012)]. As described in the definition of Risk Management above, risks can be either negative similar to insurance which is a party undertaking to indemnify or guarantee another against loss by a specified contingency or danger. In referencing a project insurance is an activity taken to minimize the impact of a possible threat to a project. In contrast positive Risk Management can be investing in opportunities taking advantage of the risk as opposed to protecting against it. The phrase “the greater the risk the greater the chance for reward” is clearly indicative of why companies take on risk depending on their appetite for risk which is the level of risk an organization views as acceptable. This depends on the type of organization and how it conducts business for example financial institutions are typically risk averse but conservative meaning they want a low residual risk and are willing to use whatever capital necessary to achieve this while in contrast a retail company with a new clothing line may have a much greater tolerance for risk as their primary objective is to obtain a competitive edge therefore with limited resources they wish to spend less on risk controls. When first beginning the Risk Management process, it is a good idea to identify the organizations boundaries of risk assessment but also we must ask the following questions. How long will this project eventually take? (schedule risk), How much will it finally cost? (cost risk), and Will its product perform according to specifications? (performance risk) [GALWAY, L (Feb. 2004)]. After accessing the organizations risk appetite it is now time to implement a Risk Management plan. Risk Management planning is the process of deciding how to approach and administer risk activities for the project. Planning is crucial in initiating the significance of Risk Management, allocating proper resources and time to Risk Management and establishing the foundation for analyzing risk. The goal of the Risk Management Plan is to determine the strategy to manage project related risks such that there is acceptable minimal impact on cost and schedule, as well as operational performance.
 The next element is to identify the risks which are an initial and cyclical effort to identify measure and document risks as they are identified. This process is analogous to a detailed risk analysis approach that is a standard in the ISO 13335 series whereby the initial assessment it

Page 13
                        

P a g e | 13
 identification of assets. A foundation of risks sets should be constructed and entered into what is known as a project Risk Register or Risk Log, a document helping you track issues and address problems as they arise [Staff, CIO (Sept. 2011)]. The Register will document the various risks with their classification, mitigation and handling strategies, impact on cost and schedule, and action items. As stated above this is a cyclical process, therefore baseline risks should be identified through the normal course of the project planning process and identification of any other risks should be performed throughout the entire project lifecycle. Several risk identification tools and techniques include Brainstorming a relaxed, informal approach to problem-solving with lateral thinking where there should be no criticism of ideas [Schwalbe, K (2011)]. Ideas should only be evaluated at the end of the brainstorming session which is then the time to explore solutions further using conventional approaches. Next is the Delphi technique based on the Hegelian Principle of achieving oneness of mind through a three step process of thesis, antithesis and synthesis. In thesis and antithesis, all present their opinion or views on a given subject, establishing views and opposing views. In synthesis, opposites are brought together to form the new thesis. All participants are then to accept ownership of the new thesis and support it, changing their own views to align with the new thesis. Through a continual process of evolution, oneness of mind will supposedly occur. Interviewing is a fact finding technique for collecting information in face to face, phone, email or instant messaging discussions. Finally there is SWOT analysis an acronym for strengths, weaknesses, opportunities and threats. Risk Management demands that it is necessary to avoid, eliminate, or at the very least, minimize identified weaknesses and threats. Weaknesses should be closely scrutinized in order to determine whether or not it is possible to convert them into assets. Similarly, threats should be closely examined for the opportunity of building strength in areas where they stood, once they have been eliminated. Strengths and opportunities should be closely studied as well in order to maximize their effectiveness. Project Management would be well advised to take advantage of this simple, cost effective management tool and to make it a fundamental step in the planning process. Additional identification methods may be via check lists, assumption analysis and diagramming techniques such as making use of flow charts and Cause-and-Effect diagrams. All of the techniques used during the risk identification process increase collaboration to locate risks before they become problems, set program priorities to arrive at a joint understanding of what is important and identifying new risks and changes. Risk statements should be written for each identified risk in a clear concise manner while containing only one risk condition and one or more consequences of that condition.
 The project manager than ensures that all project stakeholders are responsible for identifying and capturing new risks which than should be added to the Risk Register right before the initial project risk kick-off meeting. A Risk Register should record active risks along with the date identified, date updated, target date and closure date. Also include a unique risk identification number so that you know if that risk develops during the project and what the status of the risk is at any given time, a description of the risk, type and severity of risk, its impact, possible response action and the current status of risk [Staff, CIO (Sept. 2011)]. A Risk Register framework usually consists of three ratings for impact; High, Medium and Low according to Northrop Grumman Corporation (NOC) [Northrop Grumman Corporation, (Nov. 2007)]. Northrop Grumman founded in Virginia in 1939, provides technologically advanced, innovative products, services, and integrated solutions in aerospace, electronics, information and
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 services. Northrop’s impact categories are accessed by determining the cost of an impact, the scope, schedule and quality all which are incorporated in its Risk Register and is a good example of how companies should make use of the register. NOC describes cost as an impact typically calculated as a dollar amount that has a direct impact on the project. However, cost is sometimes estimated and reported as just added resources, equipment, etc. This is true whenever these additional resources will not result in a direct financial impact to the project due to the fact the resources are loaned or volunteered, the equipment is currently idle and there is no cost of use, or there are other types of donations that won’t impact the project budget. Regardless of whether there is a direct cost, the additional resources should be documented in the risk statement as part of the mitigation cost. Whenever there is the potential that the final product will not be completed as originally intended there is a scope impact. Scope impact for representation purposes could be measured as a reduction of the number of tower sites, elimination of trunking for a site, or not providing a back-up power source. It is very important to estimate the schedule impact of a risk event as this often results is the basis for elevating the other impact categories. Schedule delays frequently result in cost increases and may result in a reduction of scope or quality. Schedule delays may or may not impact the critical path of the project and an associated push out of the final end date. As an example, a road wash-out for a tower site might delay completion of that site for 3 weeks but if another site is scheduled to complete after delayed site the 3 week delay won’t impact the final end date. Finally quality is frequently overlooked as an impact category and too often a reduction in quality is the preferred choice for mitigation of a risk. Short cuts and low cost replacements are ways of reducing cost impacts. If not documented appropriately and approved by the project sponsor, mitigation strategies that rely upon a reduction in quality can result in significant disappointment by the stakeholders [Northrop Grumman Corporation, (Nov. 2007)].
 The next step in the process is to perform risk analysis which is examining identified risks to decide on the probability of occurrence, impact, and timeframe. The analysis step can be performed by using either a quantitative or qualitative approach. Some of this was described in the Northrop Risk Register model however we will extrapolate on these approaches in this paragraph. While most organizations appear to use a qualitative approach especially for accessing risks it is important to recognize the difference between the two as quantitative analysis does follow qualitative analysis more often than not. However before we precede further it must be noted that P.L. Bannerman in his studies discovered that none of the seventeen IT projects he investigated used quantitative risk analysis [Bannerman, P.L., (Dec. 2008)]. Qualitative analysis is a methodology that uses a probability/impact risk level matrix analysis to prioritize the identified project risks using a pre-defined rating scale. Risks are scored based on their probability or likelihood of occurring and the impact on project objectives should they occur. Probability/likelihood is commonly ranked on a high, medium to low rating or a zero to one scale for example, .3 equating to a 30% probability of the risk event occurring. The impact scale additionally is organizationally depicted for example as a high, medium to low scale, with a high rating having the largest impact on project objectives such as budget, schedule, or quality. Likelihood is used to provide an order of magnitude this is than updated in the Risk Register as in the NOC case. Below I have acquired what I believe to be an excellent descriptive example of the use of implementing Qualitative analysis charts developed by Hulett & Associates, LLC, Project Management Consultants [LLC, Hulett & Associates (2005)].
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 The Separation of Risks into High, Medium to Low Rating. Hulett & Associates, LLC,
 Figure 1
 The Likelihood and Impact of a Risk Event measured between 0.0 (no likelihood) and 1.0 (certainty) Hulett & Associates, LLC, Figure 2
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 Impact of a Risk Should it Occur on Performance Objectives. Questions and Associated Ratings Are Constructed. Hulett & Associates, LLC, Figure 3
 Impact on Schedule Objective Hulett & Associates, LLC, Figure 4
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 Probability-Impact Matrix Ranking Risks into Classes with Red, Yellow and Green Designations of High, Moderate and Low risks Hulett & Associates, LLC, Figure 5
 Any risk can be classified as high, moderate or low depending on its position in the P-I matrix. Remember however that in order to better effectively make use of Qualitative analysis it may be best to create charts for both positive and negative risks [Schwalbe, K (2011)].
 Quantitative analysis is additional analysis of the highest priority risks amid which a arithmetical or a quantitative rating is appointed in order to establish a probabilistic analysis of the project. This analysis measures the potential consequences for the project and evaluates the probability of accomplishing distinct project goals, makes judgments when there is ambiguity and constructs reasonable and attainable cost, schedule or scope targets. In order to carry on a Quantitative risk analysis you require high-quality data, a well-constructed project model and prioritized lists of project risks typically from carrying out a Qualitative risk analysis. Remember this should only be done if it’s worth spending the time and effort analyzing the risk or else it’s better to move from qualitative risk analysis to risk response planning which is the next step in risk management. Again usually this type of analysis is done for highest risks on the project to further investigate them. So the updated list in the updated risk to the Risk Register is the input for Quantitative risk analysis. The numerical Quantitative risk data is typically collected by analyzing past project data or by expert judgment. Sometimes numerical data are also used for simulation and one of the simulation techniques is Monte Carlo analysis. For instance, using Monte Carlo analysis you can check if the project is executed one hundred times. What is the probability of completing a project on a specific date? Similar analysis can be done for risk as well. Software packages such as Oracle’s “Crystal Ball” offer a suite for predictive modeling, forecasting, Monte Carlo simulation and optimization to improve the strategic decision-making
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 process. Numerical data also helps in using the Decision Tree concept to objectively analyze project risk and impact. However let me again emphasize this type of analysis should only be done when it is worth doing it which is usually the case when you are working with a complex multi-year project. The output of this process is the quantified list of prioritized risks. Along with this sometimes the amount of contingency reserve in terms of time and cost is also calculated as part of this process [Schwalbe, K (2011)]. Plenty of empirical data shows that such techniques as Monte Carlo analysis and Decision trees are quite effective but to avoid bogging you down with details of all of these approaches we will just provide a comprehensive description of just one, that being the Decision Tree. For example, your project requires you to place a substantial equipment order but you believe there is a 20% risk that your principal hardware supplier may be unable to provide all the equipment you need for a large order in a timely manner [Mochal, T (July. 2008)]. This could be risk A. Two way your options you correspond with a second vendor to see if they can execute the equipment order immediately but as luck may have it this vendor who normally has the equipment in stock may have the possibility of a strike which can cause a plant disruption so you now access this to be a 25% possibility which is risk B. You need to then do is calculate the total risk for both of these scenarios. The total risk is calculated by multiplying the individual risks. Since there is a 20% chance of risk A, and a 25% chance of risk B, the probability that both risks will occur is 5% (.20 x .25). You can use risk trees to come up with financial implications so let’s closely examine figure A.
 Figure A Generated By Tom Mochal, July
 This decision tree shows risks A and B. Risk A has two outcomes; outcome 1 is 20% likely to occur, and outcome 2 is 80% likely to occur. The monetary value of risk A is $10,000. If outcome 1 occurs, a second risk B is introduced, and there are three likely outcomes, 1.1, 1.2, and 1.3. The monetary value of risk B is $30,000. Using the decision tree, you see that the financial risks of the various outcomes are as follows:
 Outcome 1.1 has a financial risk of $9,500 ($10,000 x .20) + ($30,000 x .25). Outcome 1.2 has a financial risk of $23,000 ($10,000 x .20) + ($30,000 x .70).
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 Outcome 1.3 has a financial risk of $3,500 ($10,000 x .20) + ($30,000 x .05).
 Outcome 2 has a financial risk of $8,000 ($10,000 x .80).
 So the optimal choice is outcome 1.3 because it has the smallest financial risk impact. As you can see a decision tree can mitigate your risk by enabling you to determine the probability and impact of each risk combination so that you can make a more informed decision [Mochal, T (July. 2008)].
 Analogous to Project Management Quantitative and Qualitative analysis can be represented in the following example to help to further understand the difference in the two approaches. Risk analysis overlaps many areas of industries and organizations alike so we have incorporated an example of both methodologies to further explain differences in both Qualitative and Quantitative approaches by making use of a hybrid framework in the area of IT security. Take for example a small banking institution that has 1,000 records. Assuming these records were compromised you could then come up with the cost involved with the compromise. Costs could involve getting in contact with the customers, creating new debit card numbers for the files, and constructing and reissuing new debit cards. You would now know the cost, which under meticulous examination you come up with a figure of $40 per record. Again 1,000 records were exploited you can multiply the number of records times the $40 deciphered for each record that had been compromised giving you a monetary cost of $40,000. Assume the number of records grew to 500,000; you can then access the cost of a breach to be $20 million. This is a prime example of quantitative analysis in terms that can easily be understood. Pretty simplistic, except this is only one dimensional. As the records increased so did the issue of complexity which is why now you must incorporate a qualitative approach. Within the above example, in addition, you now have an auditor walk through the door who says that you have 90 days to fix the vulnerability of the system, which had no encryption mechanism between the database and the web server or on the database server itself therefore the auditor points out that the bank is not in compliance with specific financial standards. Now we will take a look at additional vulnerabilities such as a code review, in which we discover that our assets are prone to an SQL injection attack (an appended message to exploit the system and the data within it). Hence, there has to be controls in place to filter out such an attack. Currently, we have the cost associated with the vulnerabilities in the system, and now the likelihood of discoverability must be assessed. Using quantitative analysis, worst-case scenario would be the compromise of 500,000 records, coming to a cost of $20 million as cited above. Going by quantitative analysis, this is again a 1 dimensional evaluation therefore we must have a way to assign risk level to vulnerability that takes other factors into consideration such as making use of a high-medium-low rating scale. The information that we’ve gathered thus far is the number of records could be from 1,000 to 500,000, records are valued at $40 each, the data is not encrypted in transit or at rest, multiple business units could access and modify the data, systems are maintained by the operations group and lastly, we have an audit requirement to document encryption and apply mitigation controls. Let’s incorporate one additional piece to our assessment which is reputation. Reputation encompasses impact on earnings, consumer confidence, and publicity. We can easily assign a Qualitative risk level of high as an SQL injection attack is not often detected by system logs and intrusion detection services. Reputation is at risk from going public with a loss of 500,000 consumer records and that once this vulnerability is known there will be an increase in this type
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 of attack on banking systems. We now have the Qualitative cost and the Quantitative cost, both of which have a high risk factor. Now here is where management plays an important role in why we incorporate the single loss expectancy (SLE) formula. In using this example, we take the value of the asset ($40 in this case), and the exposure level (500,000) and multiply the asset value by the exposure level to come up with an SLE of $20 million. We now calculate the annual loss expectancy (ALE), which determines how many times per year this will occur. To do this, you will take the SLE and multiply it by the annual rate of occurrence (ARO). In this scenario let’s say the database is very new, so we can’t use historical examples. Going back to a Qualitative approach, we can come up with an appropriate cost-benefit analysis. So, we would come up with a way to mitigate this risk by customizing intrusion detection signatures for traffic analysis that poses a threat to the database and host intrusion detection software installed on both the web server and database server. Due to these initiatives, we now feel comfortable reducing the risk rating from high to medium. Furthermore, we could reduce the threat level to low via additional code testing. Inclusive is HIPS (Hosted Intrusion Prevention Software) and IDS (Intrusion Detection Software) tools being properly configured. The above example although exclusive to IT security risk assessment is a good overview that can be used to describe Quantitative and Qualitative analysis. After all Project Management encompasses a multitude of industries therefore the area of IT security can also be inclusive. It must also be stated that IT security is a relevant illustration in that it also documents the results of its risk analysis process in a Risk Register to provide organizations information to make appropriate decisions as to how to best manage identified risks.
 The next step in the process of Risk Management is planning risk responses. This is the identification of taking action or inaction chosen for the aim of efficiently controlling a given risk. Specified action or inaction procedures should be chosen after the probable impact on the project has been accessed. In simplistic terms this is responding to threats or opportunities. There are many variations of standards in reference to response strategies, for instance some organizations incorporate less strategies and some more. Again to keep things easy we will provide you with five basic response strategies for treating negative risks and four for treating positive risks. The idea here is to just provide you with a brief overview on how to handle threats and opportunities. The five strategies for treating negative risk are accept the risk, avoid the risk, reduce likelihood of the risk occurring, impact mitigation and transfer the risk [Australian Agency for International Development, (Nov. 2005)]. Accepting a risk is deciding to accept the repercussions and likelihood of a specific risk. Sometime this is done because the organization accesses it as being too low of a rating to have any effect on the project or they may lack the resources to take care of the threat. If the latter is the case than monitoring should always be inclusive. Avoiding the risk all together is the second category which means not implementing any controls to counteract the risk because the rating once again may be excessively low or you may not even perform a particular activity making the risk nonexistent. The Australian agency does state “that inappropriate risk avoidance could result in significant cost penalties, diminished efficiency and impair the achievement of outcomes.” Reducing the likelihood of a risk occurring is initializing countermeasures and controls that could include, for example regular audits and checks, preventative maintenance, and education and training. Impact mitigation is usually used when the likelihood of a threat is low but the impact if propagated is high. Performing mitigation reduces the consequences of risk through efforts to alleviating and dealing with the impacts such
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 as making use of contingency planning. Finally there is the transfer of risk which is allocating risk responsibilities from one party to another. This is usually done by subcontracting to a third party but if this option is chosen the Australian agency recommends collaboration and communication must occur on a regular basis. The risk of choosing this strategy is the potential for increased capital expenditures or the issue of accountability which is exactly what occurred in the CONFIRM project headed by American Airlines subsidiary AMRIS. Now we get to what are the four basic response strategies for positive risks those being exploiting, sharing, enhancing and acceptance [Sharma, R. (Sept. 2009)]. Exploiting a positive risk is doing everything possible to increase the probability that the risk will occur. An exploit example would be some members of your team have devised a new technique to construct a product which would eventually lead to the duration of the project to be diminished by 20 percent therefore you can exploit this by ensuring that all team members use this new technique. The next positive risk would be sharing which is collaborating or communicating with another individual, organization or department to exploit a positive risk. For example, after conducting a SWOT Analysis you decide to pursue a business deal which requires you to make use of Agile development practices which is a systems development strategy wherein the system developers are given the flexibility to select from a variety of tools and techniques to best accomplish a given task. In your company, there is no knowledge of Agile development therefore you partner with another organization that specialized in Agile development. In this scenario both parties benefit. A third positive risk category is enhancing which includes identifying the root cause of a positive risk so that you can influence the root cause to increase the likelihood of the positive risk. For example, in order for you to get a business deal, your workforce needs to have substantial JAVA skills so in order for your company to close the deal you can enhance the positive risk by training your workforce on JAVA or hiring JAVA software specialists. Finally the last category that encompasses positive risk is acceptance which means that you select not to take any action towards a risk as sometimes opportunities simply fall on your lap and you choose to accept them.
 The final stage in Risk Management is the monitoring and control stage where information on risk and metrics that was assessed during planning should be collected, tracked and analyzed for patterns. Risk assessment, risk audits, variance and trend analysis, technical performance measurements, reserve analysis and status meetings or periodic reviews are all tools and techniques for performing monitoring and control. Outputs for this particular process are updating the Risk Register, organizational process assets updates such as lessons learned information, change requests and updates to the Project Management plan and other documents [Schwalbe, K (2011)].
 Before we proceed to the next chapter, we must stress that having the proper governance framework in place is a significant element in mitigating risk which is probably why widely applied approaches such as IT Governance Institute’s Control Objectives for Information and related Technology (COBIT) approach, and ISO 9000 standards are being increasingly utilized to manage IT risk as well as offering guidance on building IT risk into governance processes. The proper governance hierarchal organizational structure is essential in making sure that IT projects align with the overall business objectives as we have discussed several times and as you ascend or descend through each group that is within the hierarchy it helps to place added checks and balances or controls to ensure all projects succeed. This also could be considered a top down
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 approach some refer to as Enterprise Risk Management whose acronym is ERM and which we will get into further detail about in the next section of this paper [Warrier, S.R. & Chandrashekhar, P, (2006)]. Effective governance means that an organization is better able to access what the risks are and have a plan in place to treat the difficult risks that would remain [AON Risk Solutions, (2011)]. An efficient governance hierarchy from top to bottom comprises of the board (ensuring accountability, monitoring & supervising, auditing, making strategic decisions and making policies inclusive is successive planning) followed by the senior executive team (making management decisions, formulating and executing strategy and managing assets). The executive team is usually there to provide business governance. Just as great of significance or even more so is what we call our key stakeholders whose primary function is to provide project governance. This includes the project steering committee, sponsor and chief risk officer (ensuring accountability, making project decisions, monitoring & supervising projects and setting project policies) and will obviously be formed during the initiation of a project. It must be further noted that the steering committee is integral and has the primary responsibility to ensure project outcomes can be integrated into the business processes. These project policies and especially project risk management are than passed down to the project management team where a project manager is assigned to manage the projects. An added department such as a Projects Management Office (PMO) can also be created to maintain standards for project management within a company and be there for guidance, documentation, and metrics related to the practices involved in managing and implementing projects within the organization [TechTarget (Jan. 2008). Smaller organizations may not be able to formulate an organizational hierarchal infrastructure like the one illustrated in the former sentences because of insufficient resources therefore a small firm can certainly make great use by adding a PMO to its organization. Having said that it must be emphasized that in the wake of the financial calamity of 2008 it is of even greater significance to create an organizational structure that includes the proper governance to set policies, procedures and standards in order to mitigate the risk of any possible legal ramifications and the risks associated with projects to minimize any financial losses or costs while maximizing profits. In spite of wide spread and complete body of research on IT risk, there is extensive evidence that the research findings and recommendations are not being applied in practice [Pfleeger, (Sept. 2000)]. Governance initiatives and organizational commitment can certainly provide the proper leadership and influence over all stakeholders to recognize the importance of applying these research findings and recommendations to increase the chances for project success. This prescribed infrastructure is an essential addendum to risk management.
 Chapter Six: Evolving Enterprise Risk Management (ERM) Assessment
 Infosys Limited a Bangalore, Karnataka, India based organization with around 145,000 full time employees, is a well renowned leader in the area of project management consulting[Limited, Infosys (Jan. 2012)]. The company has been around since 1981 and has annual revenues of $6.82 billion, gross profit of $2.54 billion and $3.72 billion in cash on hand compared to zero debt. Therefore any recommendations and services they offer should be taken seriously and this especially holds true for IT project Risk Management. After all the company provides an enormous amount of products and services that encompass a multitude of project
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 management offerings through all market segments on a global scale. This is why they have been focusing on and incorporating what many believe to be an evolutionary discipline coined the Enterprise Risk Management (ERM) framework to optimally manage their own risks as well as their clients. However Infosys does emphasize that the models components must be customized to suit the needs of whatever organization integrates this process [Warrier, S.R. & Chandrashekhar, P, (2006)]. In fact Microsoft Corporation also acknowledges the value of ERM as it bought ERM vendor Prodiance back in the summer of 2011.
 It was around 1994 that the Committee of Sponsoring Organizations of the Treadway Commission (COSO) issued Internal Control Integrated Framework to help businesses and other entities assess and enhance their internal control systems [Committee of Sponsoring Organizations of the Treadway Commission. Sept. 2004)]. In the wake of excessive financial losses and business scandals COSO decided to team up with PricewaterhouseCoopers in 2001 to make enhancements to its initial approach by augmenting corporate governance and risk management, with high level goals aligned with and supporting an organization’s mission, making efficient use of and safeguarding resources, improving upon the reliability of reporting and complying with applicable laws and regulations to formulate what is now known as the Enterprise Risk Management framework. COSO defines ERM verbatim as “a process, affected by an entity’s board of directors, management and other personnel, applied in strategy setting and across the enterprise, designed to identify potential events that may affect the entity, and manage risk to be within its risk appetite, to provide reasonable assurance regarding the achievement of entity objectives.” Notice how the word Governance continues to come up time and time again! ERM is believed to be the potential trend of the future that takes a more holistic approach towards Risk Management. In fact many people in the field of project management state there is a clear and concise correlation between ERM processes and their advantages, primarily influenced by a multitude of factors including the competency of management, the appetite for risk and risk culture to further demonstrate the true value of ERM. As talked about above governance is a critical element in accessing risk. Therefore the need for corporate governance, internal control and risk management has become of vital concern to organizations as many have suggested for the unification of all three with a single management method known as the integrated governance, risk and compliance [Dittmar, L. (no date)]. This led to what is now recognized as ERM because it highlights all three aspects within its application process. In fact a the series of high profile business scandals and failures which was caused by a lack of Risk Management provided additional support for the renewed interest and popularity of ERM and a modification to a more coordinated, holistic Risk Management approach that acknowledges the interdependencies of risks [Jablonowski, M. (Sept. 2009)].
 There are eight interrelated components that ERM is comprised of. These components are very similar to many of the Risk Management planning categories we described in the chapter above with some notable differences. They include:
 • Internal Environment – The internal environment is the risk appetite of the organization based on the individuals that make up the firm inclusive is their risk management philosophy, integrity and ethical values, and the environment in which they do business.
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 • Objective Setting – This assures that objects are set and that they align with both the mission of the organization and its appetite for risk
 • Event Identification – Identifying internal and external events by comparing risks and opportunities so that and organization can accomplish its objectives which is than redirected back to the objective setting.
 • Risk Assessment – Risks are rated on the likelihood and impact of the occurrence of an event on a cyclical basis.
 • Risk Response – Management decides whether to avoid, accept, reduce or share the risk. Once this is performed management constructs a specified set of actions to align risks with the overall organizations risk appetite.
 • Control Activities – Policies and procedures are constructed and incorporated to ensure the appropriate risk responses are carried out.
 • Information and Communication – The appropriate information is identified, collected andcommunicated through some medium and timeframe that would allow stakeholders to perform their responsibilities. This communication needs to span effectively across the entire organization.
 • Monitoring – The entire organization is monitored through ongoing management activities, separate evaluations, or both. Inclusive are any modifications [Committee of Sponsoring Organizations of the Treadway Commission. Sept. 2004)].
 Infosys emphasizes as with any project that even with ERM all stakeholders must be involved in order to get them to buy in to the overall risk management plan [Warrier, S.R. & Chandrashekhar, P, (2006)]. Again although ERM has a specified framework the integration of the approach may fluctuate somewhat as each organization has varying objectives, cultures and is unique so an ERM discipline must be tweaked in order to align with an organization’s overall goals. Infosys also suggests that prior to implementation of any ERM approach pilot models should be constructed to ensure that the organization makes certain that the model is effective, efficient and suites the needs of all stakeholders in order for an organization to acquire robust results from the ERM. Some elements and standards are exclusive across all industries and organizations however components such as different modes of communication, technology enablers (dashboards, data, calculations such as Monte Carlo and reporting), governance models, resourcing plans, risk appetite and so on must again be meticulously analyzed before one begins to institutionalize an ERM approach deemed to be the most appropriate fit.
 Infosys recognizes that if ERM can be utilized appropriately it can provide organizations with significant benefits which is why they have been integrating its framework in many of their products and service offerings as well as making use of the approach internally. An example of Infosys making use of ERM can be described in its ERM web application user interface whereby a leading assessment agency in admission tests based in the UK used the application to automate
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 the process of moderation to increase the efficiency of the moderation process, reduce lead time, minimize paper work, reduce costs and ensure process standardization [Limited, Infosys Case Study, (2012)]. The results where that through the implementation of the ERM application the UK based company was able to abled the assessment agency to reduce manual intervention, accelerate the moderation process and ensure cost savings inclusive was reducing paperwork, diminishing the turn-around time of the moderation process, consistency and augmenting moderation, Multi-platform accessibility and finally enhancing the customers' impression about the client.
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 Chapter Seven: Conclusion
 The complexity of projects throughout organizations around the globe has caused an increasing number of risks therefore they must be addressed continuously in order to mitigate any adverse organizational impacts while improving factors for success. This includes constant risk analysis, participation and incorporating the necessary policies, procedures and standards that must align IT technology with business objectives to effectively maximize an entity’s return on investments (ROI) and return on objectives (ROO). Also keeping up with growing number of new laws and regulations is an integral part in the overall process of risk management to help reduce any financial loss attributed to lack of compliance. Furthermore advancements in technology, although they have provided many benefits have also been moving at such a rapid pace over the last decade that it is often difficult at times to properly align IT with organizational goals. This is why Risk Management must be able to keep up with these rapid advancements and the wider threat environment by regularly improving on effective risk practices to augment project outcomes.
 In summary the purpose of this paper was to provide a detailed understanding through documentation and research such as that from the Standish Group to increase awareness of the inherent risks associated with project failures as well as explaining how each organization has different objectives therefore the Risk Management approaches we described above must be customized and tailored to meet the objectives that are unique to each entity. This again is analogous not only to IT Project Management but other areas of discipline such as IT security. For example in IT Security Risk assessment four approaches have been established through formal standards such as ISO 13335 in order to provide a range of alternative approaches to access risk as each organization’s needs differ. There is a baseline approach (applying the most basic level of security controls against the most common threats recommended for small companies), the informal approach (recommended for small and mid-size companies that apply a less structured process by just using the expertise and knowledge of individuals performing analysis), the detailed risk analysis approach (a formal structured and more complex approach that includes numerous stages of risk assessment usually suited for large organizations) and a combined approach (making use of the baseline, informal and detailed risk analysis approaches).
 It is our hope that the information embedded in this paper will enlighten organizations and sovereigns to recognize the importance of the empirical data so they can take the appropriate measures to actively apply certain methodologies while accessing and managing projects throughout their lifecycles and optimally utilizing the various approaches in practice that have been discussed in great detail to achieve project success.
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