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 DIRECTIVES
 DIRECTIVE 2009/136/EC OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL
 of 25 November 2009
 amending Directive 2002/22/EC on universal service and users’ rights relating to electroniccommunications networks and services, Directive 2002/58/EC concerning the processing of personaldata and the protection of privacy in the electronic communications sector and Regulation (EC)No 2006/2004 on cooperation between national authorities responsible for the enforcement of
 consumer protection laws
 (Text with EEA relevance)
 THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE EUROPEAN UNION,
 Having regard to the Treaty establishing the European Community, and in particular Article 95 thereof,
 Having regard to the proposal from the Commission,
 Having regard to the opinion of the European Economic andSocial Committee
 (1) OJ C 224, 30.8.2008, p. 50.
  (1),
 Having regard to the opinion of the Committee of the Regions
 (2) OJ C 257, 9.10.2008, p. 51.
  (2),
 Having regard to the opinion of the European Data ProtectionSupervisor
 (3) OJ C 181, 18.7.2008, p. 1.
  (3),
 Acting in accordance with the procedure laid down in Article 251of the Treaty 
 (4
 ) Opinion of the European Parliament of 24 September 2008 (not yetpublished in the Official Journal), Council Common Position of 16 February 2009 (OJ C 103 E, 5.5.2009, p. 40), Position of the EuropeanParliament of 6 May 2009 and Council Decision of 26 October 2009.
  (4),
 Whereas:
 (1) The functioning of the five directives comprising the exist
 ing regulatory framework for electronic communicationsnetworks and services (Directive 2002/19/EC of the European Parliament and of the Council of 7 March 2002 onaccess to, and interconnection of, electronic communications networks and associated facilities (Access Directive)
 (5) OJ L 108, 24.4.2002, p. 7.
  (5), Directive 2002/20/EC of the European Parliamentand of the Council of 7 March 2002 on the authorisationof electronic communications networks and services(Authorisation Directive)
 (6) OJ L 108, 24.4.2002, p. 21.
  (6), Directive 2002/21/EC of theEuropean Parliament and the Council of 7 March 2002 on
 a common regulatory framework for electronic communications networks and services (Framework Directive)
 (7) OJ L 108, 24.4.2002, p. 33.
  (7),Directive 2002/22/EC (Universal Service Directive)
 (8) OJ L 108, 24.4.2002, p. 51.
  (8) andDirective 2002/58/EC (Directive on privacy and electroniccommunications)
 (9) OJ L 201, 31.7.2002, p. 37.
  (9) (together referred to as ‘the Framework Directive and the Specific Directives’)) is subject toperiodic review by the Commission, with a view, in particular, to determining the need for modification in thelight of technological and market developments.
 (2) In that regard, the Commission presented its findings in itsCommunication to the Council, the European Parliament,the European Economic and Social Committee and theCommittee of the Regions of 29 June 2006 on the reviewof the EU regulatory framework for electronic communications networks and services.
 (3) The reform of the EU regulatory framework for electroniccommunications networks and services, including the reinforcement of provisions for end-users with disabilities, represents a key step towards simultaneously achieving aSingle European Information Space and an inclusive information society. These objectives are included in the strategic framework for the development of the informationsociety as described in the Commission Communication tothe Council, the European Parliament, the European Economic and Social Committee and the Committee of theRegions of 1 June 2005 entitled ‘i2010 – A EuropeanInformation Society for growth and employment’.
 (4) A fundamental requirement of universal service is to provide users on request with a connection to the public communications network at a fixed location and at anaffordable price. The requirement is for the provision oflocal, national and international telephone calls, facsimilecommunications and data services, the provision of which
 may be restricted by Member States to the end-user’s
 NE9002.21.81
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 primarylocation or residence. There should be no constraints on the technical means by which this is provided,allowing for wired or wireless technologies, nor any constraints on which operators provide part or all of universalservice obligations.
 (5) Data connections to the public communications networkat a fixed location should be capable of supporting datacommunications at rates sufficient for access to online services such as those provided via the public Internet. Thespeed of Internet access experienced by a given user maydepend on a number of factors, including the provider(s)of Internet connectivity as well as the given application forwhich a connection is being used. The data rate that can besupported by a connection to the public communicationsnetwork depends on the capabilities of the subscriber’s ter
 minal equipment as well as the connection. For this reason, it is not appropriate to mandate a specific data or bitrate at Community level. Flexibility is required to allowMember States to take measures, where necessary, toensure that a data connection is capable of supporting satisfactory data rates which are sufficient to permit functional Internet access, as defined by the Member States,taking due account of specific circumstances in nationalmarkets, for instance the prevailing bandwidth used by themajority of subscribers in that Member State, and technological feasibility, provided that these measures seek tominimise market distortion. Where such measures result inan unfair burden on a designated undertaking, taking dueaccount of the costs and revenues as well as the intangible
  benefits resulting from the provision of the services concerned, this may be included in any net cost calculation ofuniversal obligations. Alternative financing of underlyingnetwork infrastructure, involving Community funding ornational measures in accordance with Community law,may also be implemented.
 (6) This is without prejudice to the need for the Commissionto conduct a review of the universal service obligations,which may include the financing of such obligations, in
 accordance with Article 15 of Directive 2002/22/EC (Universal Service Directive), and, if appropriate, to presentproposals for reform to meet public interest objectives.
 (7) For the sake of clarity and simplicity, this Directive onlydeals with amendments to Directives 2002/22/EC (Universal Service Directive) and 2002/58/EC (Directive on privacy and electronic communications).
 (8) Without prejudice to Directive 1999/5/EC of the EuropeanParliament and of the Council of 9 March 1999 on radioequipment and telecommunications terminal equipment
 and the mutual recognition of their conformity 
 (1) OJ L 91, 7.4.1999, p. 10.
  (1), and inparticular the disability requirements laid down inArticle 3(3)(f) thereof, certain aspects of terminal equipment, including consumer premises equipment intendedfor disabled end-users, whether their special needs are dueto disability or related to ageing, should be brought within
 the scope of Directive 2002/22/EC (Universal ServiceDirective) in order to facilitate access to networks and theuse of services. Such equipment currently includes receive-only radio and television terminal equipment as well asspecial terminal devices for hearing-impaired end-users.
 (9) Member States should introduce measures to promote thecreation of a market for widely available products and services incorporating facilities for disabled end-users. Thiscan be achieved, inter alia, by referring to European standards, introducing electronic accessibility (eAccessibility)
 requirements for public procurement procedures and callsfor tender relating to the provision of services, and byimplementing legislation upholding the rights of disabledend-users.
 (10) When an undertaking designated to provide universal service, as identified in Article 4 of Directive 2002/22/EC(Universal Service Directive), chooses to dispose of a substantial part, viewed in light of its universal service obligation, or all, of its local access network assets in the nationalterritory to a separate legal entity under different ultimate
 ownership, the national regulatory authority should assessthe effects of the transaction in order to ensure the continuity of universal service obligations in all or parts of thenational territory. To this end, the national regulatoryauthority which imposed the universal service obligationsshould be informed by the undertaking in advance of thedisposal. The assessment of the national regulatory authority should not prejudice the completion of the transaction.
 (11) Technological developments have led to substantial reductions in the number of public pay telephones. In order toensure technological neutrality and continued access bythe public to voice telephony, national regulatory authorities should be able to impose obligations on undertakingsto ensure not only that public pay telephones are providedto meet the reasonable needs of end-users, but also thatalternative public voice telephony access points are provided for that purpose, if appropriate.
 (12) Equivalence in disabled end-users’ access to services should be guaranteed to the level available to other end-users. Tothis end, access should be functionally equivalent, suchthat disabled end-users benefit from the same usability ofservices as other end-users, but by different means.
 NE21/733L
 http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:1999:091:0010:0010:EN:PDF
 http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:1999:091:0010:0010:EN:PDF
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 (13) Definitions need to be adjusted so as to conform to theprinciple of technology neutrality and to keep pace withtechnological development. In particular, conditions forthe provision of a service should be separated from theactual definitional elements of a publicly available telephone service, i.e. an electronic communications service
 made available to the public for originating and receiving,directly or indirectly, national or national and internationalcalls through a number or numbers in a national or international telephone numbering plan, whether such a serviceis based on circuit switching or packet switching technology. It is the nature of such a service that it is bidirectional,enabling both the parties to communicate. A service whichdoes not fulfil all these conditions, such as for example a‘click-through’ application on a customer service website,is not a publicly available telephone service. Publicly available telephone services also include means of communication specifically intended for disabled end-users using textrelay or total conversation services.
 (14) It is necessary to clarify that the indirect provision of services could include situations where originating is made viacarrier selection or pre-selection or where a service provider resells or re-brands publicly available telephone services provided by another undertaking.
 (15) As a result of technological and market evolution, networks are increasingly moving to ‘Internet Protocol’ (IP)technology, and consumers are increasingly able to choose
  between a range of competing voice service providers.Therefore, Member States should be able to separate universal service obligations concerning the provision of aconnection to the public communications network at afixed location from the provision of a publicly availabletelephone service. Such separation should not affect the
 scope of universal service obligations defined and reviewedat Community level.
 (16) In accordance with the principle of subsidiarity, it is for theMember States to decide on the basis of objective criteriawhich undertakings are designated as universal service providers, where appropriate taking into account the abilityand the willingness of undertakings to accept all or part ofthe universal service obligations. This does not precludethat Member States may include, in the designation process, specific conditions justified on grounds of efficiency,including, inter alia, grouping geographical areas or components or setting minimum periods for the designation.
 (17) National regulatory authorities should be able to monitorthe evolution and level of retail tariffs for services that fallunder the scope of universal service obligations, evenwhere a Member State has not yet designated an undertaking to provide universal service. In such a case, the monitoring should be carried out in such a way that it would
 not represent an excessive administrative burden for eithernational regulatory authorities or undertakings providingsuch service.
 (18) Redundant obligations designed to facilitate the transitionfrom the regulatory framework of 1998 to that of 2002should be deleted, together with other provisions thatoverlap with and duplicate those laid down in Directive2002/21/EC (Framework Directive).
 (19) The requirement to provide a minimum set of leased linesat retail level, which was necessary to ensure the continued application of provisions of the regulatory frameworkof 1998 in the field of leased lines, which was not sufficiently competitive at the time the 2002 frameworkentered into force, is no longer necessary and should berepealed.
 (20) To continue to impose carrier selection and carrier pre-selection directly in Community legislation could hampertechnological progress. These remedies should rather beimposed by national regulatory authorities as a result ofmarket analysis carried out in accordance with the proce
 dures set out in Directive 2002/21/EC (Framework Directive) and through the obligations referred to in Article 12of Directive 2002/19/EC (Access Directive).
 (21) Provisions on contracts should apply not only to consumers but also to other end-users, primarily micro enterprisesand small and medium-sized enterprises (SMEs), whichmay prefer a contract adapted to consumer needs. To avoidunnecessary administrative burdens for providers and thecomplexity related to the definition of SMEs, the provisions on contracts should not apply automatically to thoseother end-users, but only where they so request. Member
 States should take appropriate measures to promote awareness amongst SMEs of this possibility.
 (22) As a consequence of technological developments, othertypes of identifiers may be used in the future, in additionto ordinary forms of numbering identification.
 (23) Providers of electronic communications services that allowcalls should ensure that their customers are adequatelyinformed as to whether or not access to emergency services is provided and of any limitation on service (such asa limitation on the provision of caller location informationor the routing of emergency calls). Such providers shouldalso provide their customers with clear and transparentinformation in the initial contract and in the event of anychange in the access provision, for example in billing
 NE9002.21.81
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 information. This information should include any limitations on territorial coverage, on the basis of the plannedtechnical operating parameters of the service and the available infrastructure. Where the service is not provided overa switched telephony network, the information should alsoinclude the level of reliability of the access and of caller
 location information compared to a service that is provided over a switched telephony network, taking intoaccount current technology and quality standards, as wellas any quality of service parameters specified under Directive 2002/22/EC (Universal Service Directive).
 (24) With respect to terminal equipment, the customer contractshould specify any restrictions imposed by the provider onthe use of the equipment, such as by way of ‘SIM-locking’mobile devices, if such restrictions are not prohibited
 under national legislation, and any charges due on termination of the contract, whether before or on the agreedexpiry date, including any cost imposed in order to retainthe equipment.
 (25) Without imposing any obligation on the provider to takeaction over and above what is required under Communitylaw, the customer contract should also specify the type ofaction, if any, the provider might take in case of security or
 integrity incidents, threats or vulnerabilities.
 (26) In order to address public interest issues with respect to theuse of communications services and to encourage protection of the rights and freedoms of others, the relevantnational authorities should be able to produce and havedisseminated, with the aid of providers, public interestinformation related to the use of such services. This couldinclude public interest information regarding copyrightinfringement, other unlawful uses and the dissemination ofharmful content, and advice and means of protectionagainst risks to personal security, which may for examplearise from disclosure of personal information in certain circumstances, as well as risks to privacy and personal data,and the availability of easy-to-use and configurable software or software options allowing protection for childrenor vulnerable persons. The information could be coordinated by way of the cooperation procedure established inArticle 33(3) of Directive 2002/22/EC (Universal ServiceDirective). Such public interest information should beupdated whenever necessary and should be presented ineasily comprehensible printed and electronic formats, asdetermined by each Member State, and on national publicauthority websites. National regulatory authorities should
  be able to oblige providers to disseminate this standardisedinformation to all their customers in a manner deemedappropriate by the national regulatory authorities. Whenrequired by Member States, the information should also beincluded in contracts. Dissemination of such information
 should however not impose an excessive burden on undertakings. Member States should require this dissemination
  by the means used by undertakings in communicationswith subscribers made in the ordinary course of business.
 (27) The right of subscribers to withdraw from their contractswithout penalty refers to modifications in contractual conditions which are imposed by the providers of electroniccommunications networks and/or services.
 (28) End-users should be able to decide what content they wantto send and receive, and which services, applications, hardware and software they want to use for such purposes,without prejudice to the need to preserve the integrity andsecurity of networks and services. A competitive marketwill provide users with a wide choice of content, applications and services. National regulatory authorities shouldpromote users’ ability to access and distribute informationand to run applications and services of their choice, as provided for in Article 8 of Directive 2002/21/EC (FrameworkDirective). Given the increasing importance of electroniccommunications for consumers and businesses, usersshould in any case be fully informed of any limiting conditions imposed on the use of electronic communicationsservices by the service and/or network provider. Suchinformation should, at the option of the provider, specifythe type of content, application or service concerned, indi
 vidual applications or services, or both. Depending on thetechnology used and the type of limitation, such limitations may require user consent under Directive2002/58/EC (Directive on privacy and electroniccommunications).
 (29) Directive 2002/22/EC (Universal Service Directive) neithermandates nor prohibits conditions imposed by providers,in accordance with national law, limiting end-users’ accessto and/or use of services and applications, but lays downan obligation to provide information regarding such con
 ditions. Member States wishing to implement measuresregarding end-users’ access to and/or use of services andapplications must respect the fundamental rights of citizens, including in relation to privacy and due process, andany such measures should take full account of policy goalsdefined at Community level, such as furthering the development of the Community information society.
 (30) Directive 2002/22/EC (Universal Service Directive) doesnot require providers to monitor information transmittedover their networks or to bring legal proceedings againsttheir customers on grounds of such information, nor doesit make providers liable for that information. Responsibility for punitive action or criminal prosecution is a matterfor national law, respecting fundamental rights and freedoms, including the right to due process.
 NE41/733L
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 (31) In the absence of relevant rules of Community law, content, applications and services are deemed lawful or harmful in accordance with national substantive and procedurallaw. It is a task for the Member States, not for providers ofelectronic communications networks or services, to decide,in accordance with due process, whether content, applica
 tions or services are lawful or harmful. The FrameworkDirective and the Specific Directives are without prejudiceto Directive 2000/31/EC of the European Parliament andof the Council of 8 June 2000 on certain legal aspects ofinformation society services, in particular electronic commerce, in the Internal Market (Directive on electronic commerce)
 (1) OJ L 178, 17.7.2000, p. 1.
  (1), which, inter alia, contains a ‘mere conduit’ rulefor intermediary service providers, as defined therein.
 (32) The availability of transparent, up-to-date and comparableinformation on offers and services is a key element forconsumers in competitive markets where several providers offer services. End-users and consumers of electroniccommunications services should be able to easily comparethe prices of various services offered on the market basedon information published in an easily accessible form. Inorder to allow them to make price comparisons easily,national regulatory authorities should be able to requirefrom undertakings providing electronic communicationsnetworks and/or services greater transparency as regardsinformation (including tariffs, consumption patterns andother relevant statistics) and to ensure that third partieshave the right to use, without charge, publicly availableinformation published by such undertakings. Nationalregulatory authorities should also be able to make price
 guides available, in particular where the market has notprovided them free of charge or at a reasonable price.Undertakings should not be entitled to any remunerationfor the use of information where it has already been published and thus belongs in the public domain. In addition,end-users and consumers should be adequately informedof the price and the type of service offered before they purchase a service, in particular if a freephone number is sub
  ject to additional charges. National regulatory authoritiesshould be able to require that such information is providedgenerally, and, for certain categories of services determined
  by them, immediately prior to connecting the call, unlessotherwise provided for by national law. When determining the categories of call requiring pricing information
 prior to connection, national regulatory authorities shouldtake due account of the nature of the service, the pricingconditions which apply to it and whether it is offered by aprovider who is not a provider of electronic communications services. Without prejudice to Directive 2000/31/EC(Directive on electronic commerce), undertakings shouldalso, if required by Member States, provide subscriberswith public interest information produced by the relevantpublic authorities regarding, inter alia, the most commoninfringements and their legal consequences.
 (33) Customers should be informed of their rights with respectto the use of their personal information in subscriber directories and in particular of the purpose or purposes of such
 directories, as well as their right, free of charge, not to beincluded in a public subscriber directory, as provided for inDirective 2002/58/EC (Directive on privacy and electroniccommunications). Customers should also be informed ofsystems which allow information to be included in thedirectory database but which do not disclose such infor
 mation to users of directory services.
 (34) A competitive market should ensure that end-users enjoythe quality of service they require, but in particular cases itmay be necessary to ensure that public communications
 networks attain minimum quality levels so as to preventdegradation of service, the blocking of access and the slowing of traffic over networks. In order to meet quality of service requirements, operators may use procedures tomeasure and shape traffic on a network link so as to avoidfilling the link to capacity or overfilling the link, whichwould result in network congestion and poor performance. Those procedures should be subject to scrutiny bythe national regulatory authorities, acting in accordancewith the Framework Directive and the Specific Directivesand in particular by addressing discriminatory behaviour,in order to ensure that they do not restrict competition. Ifappropriate, national regulatory authorities may alsoimpose minimum quality of service requirements on
 undertakings providing public communications networksto ensure that services and applications dependent on thenetwork are delivered at a minimum quality standard, sub
  ject to examination by the Commission. National regulatory authorities should be empowered to take action toaddress degradation of service, including the hindering orslowing down of traffic, to the detriment of consumers.However, since inconsistent remedies can impair the functioning of the internal market, the Commission shouldassess any requirements intended to be set by nationalregulatory authorities for possible regulatory interventionacross the Community and, if necessary, issue commentsor recommendations in order to achieve consistentapplication.
 (35) In future IP networks, where provision of a service may beseparated from provision of the network, Member Statesshould determine the most appropriate steps to be taken toensure the availability of publicly available telephone services provided using public communications networks anduninterrupted access to emergency services in the event ofcatastrophic network breakdown or in cases of forcemajeure, taking into account the priorities of differenttypes of subscriber and technical limitations.
 NE9002.21.81
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 (36) In order to ensure that disabled end-users benefit fromcompetition and the choice of service providers enjoyed bythe majority of end-users, relevant national authoritiesshould specify, where appropriate and in light of nationalconditions, consumer protection requirements to be met
  by undertakings providing publicly available electronic
 communications services. Such requirements may include,in particular, that undertakings  ensure  that disabled  end-users take advantage of their services on equivalent termsand conditions, including prices and tariffs, as those offeredto their other end-users, irrespective of any additional costsincurred by them. Other requirements may relate to wholesale arrangements between undertakings.
 (37) Operator assistance services cover a range of different services for end-users. The provision of such services should
  be left to commercial negotiations between providers ofpublic communications networks and operator assistanceservices, as is the case for any other customer support service, and it is not necessary to continue to mandate theirprovision. The corresponding obligation should therefore
  be repealed.
 (38) Directory enquiry services should be, and frequently are,provided under competitive market conditions, pursuantto Article 5 of Commission Directive 2002/77/EC of 16 September 2002 on competition in the markets for
 electronic communications networks and services
 (1) OJ L 249, 17.9.2002, p. 21.
  (1).Wholesale measures ensuring the inclusion of end-userdata (both fixed and mobile) in databases should complywith the safeguards for the protection of personal data,including Article 12 of Directive 2002/58/EC (Directive onprivacy and electronic communications). The cost-orientedsupply of that data to service providers, with the possibility for Member States to establish a centralised mechanismfor providing comprehensive aggregated information todirectory providers, and the provision of network accessunder reasonable and transparent conditions, should beput in place in order to ensure that end-users benefit fullyfrom competition, with the ultimate aim of enabling the
 removal of retail regulation from these services and theprovision of offers of directory services under reasonableand transparent conditions.
 (39) End-users should be able to call and access the emergencyservices using any telephone service capable of originatingvoice calls through a number or numbers in national telephone numbering plans. Member States that use nationalemergency numbers besides ‘112’ may impose on undertakings similar obligations for access to such nationalemergency numbers. Emergency authorities should be able
 to handle and answer calls to the number ‘112’ at least asexpeditiously and effectively as calls to national
 emergency numbers. It is important to increase awarenessof ‘112’ in order to improve the level of protection andsecurity of citizens travelling in the European Union. Tothis end, citizens should be made fully aware, when travelling in any Member State, in particular through information provided in international bus terminals, train stations,
 ports or airports and in telephone directories, payphonekiosks, subscriber and billing material, that ‘112’ can beused as a single emergency number throughout the Community. This is primarily the responsibility of the MemberStates, but the Commission should continue both to support and to supplement initiatives of the Member States toheighten awareness of ‘112’ and periodically to evaluatethe public’s awareness of it. The obligation to provide callerlocation information should be strengthened so as toincrease the protection of citizens. In particular, undertakings should make caller location information available toemergency services as soon as the call reaches that serviceindependently of the technology used. In order to respondto technological developments, including those leading to
 increasingly accurate caller location information, the Commission should be empowered to adopt technical implementing measures to ensure effective access to ‘112’services in the Community for the benefit of citizens. Suchmeasures should be without prejudice to the organisationof emergency services of Member States.
 (40) Member States should ensure that undertakings providingend-users with an electronic communications servicedesigned for originating calls through a number or num
  bers in a national telephone numbering plan provide reliable and accurate access to emergency services, taking intoaccount national specifications and criteria. Network-independent undertakings may not have control over networks and may not be able to ensure that emergency callsmade through their service are routed with the same reliability, as they may not be able to guarantee service availability, given that problems related to infrastructure are notunder their control. For network-independent undertakings, caller location information may not always be technically feasible. Once internationally-recognised standards
 ensuring accurate and reliable routing and connection tothe emergency services are in place, network-independentundertakings should also fulfil the obligations related tocaller location information at a level comparable to thatrequired of other undertakings.
 (41) Member States should take specific measures to ensure thatemergency services, including ‘112’, are equally accessibleto disabled end-users, in particular deaf, hearing-impaired,speech-impaired and deaf-blind users. This could involvethe provision of special terminal devices for hearing-impaired users, text relay services, or other specificequipment.
 NE61/733L
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 (42) Development of the international code ‘3883’ (the European Telephony Numbering Space (ETNS)) is currently hindered by insufficient awareness, overly bureaucraticprocedural requirements and, in consequence, lack ofdemand. In order to encourage the development of ETNS,the Member States to which the International Telecommu
 nications Union has assigned the international code ‘3883’should, following the example of the implementation ofthe ‘.eu’ top-level domain, delegate responsibility for itsmanagement, number assignment and promotion to anexisting separate organisation, designated by the Commission on the basis of an open, transparent and non-discriminatory selection procedure. That organisationshould also have the task of developing proposals for public service applications using ETNS for common Europeanservices, such as a common number for reporting thefts ofmobile terminals.
 (43) Considering the particular aspects related to reportingmissing children and the currently limited availability ofsuch a service, Member States should not only reserve anumber, but also make every effort to ensure that a servicefor reporting missing children is actually available in theirterritories under the number ‘116000’, without delay. Tothat end, Member States should, if appropriate, inter alia,organise tendering procedures in order to invite interestedparties to provide that service.
 (44) Voice calls remain the most robust and reliable form ofaccess to emergency services. Other means of contact, suchas text messaging, may be less reliable and may suffer fromlack of immediacy. Member States should, however, if theydeem it appropriate, be free to promote the developmentand implementation of other means of access to emergency services which are capable of ensuring access equivalent to voice calls.
 (45) Pursuant to its Decision 2007/116/EC of 15 February2007 on reserving the national numbering range beginning with ‘116’ for harmonised numbers for harmonisedservices of social value
 (1) OJ L 49, 17.2.2007, p. 30.
  (1), the Commission has askedMember States to reserve numbers in the ‘116’ numberingrange for certain services of social value. The appropriate
 provisions of that Decision should be reflected in Directive2002/22/EC (Universal Service Directive) in order to integrate them more firmly into the regulatory framework forelectronic communications networks and services and tofacilitate access by disabled end-users.
 (46) A single market implies that end-users are able to access allnumbers included in the national numbering plans of otherMember States and to access services using non-geographicnumbers within the Community, including, among others,freephone and premium rate numbers. End-users shouldalso be able to access numbers from the European Tele
 phone Numbering Space (ETNS) and Universal International Freephone Numbers (UIFN). Cross-border access tonumbering resources and associated services should not be
 prevented, except in objectively justified cases, for exampleto combat fraud or abuse (e.g. in connection with certainpremium-rate services), when the number is defined ashaving a national scope only (e.g. a national short code) orwhen it is technically or economically unfeasible. Usersshould be fully informed in advance and in a clear manner
 of any charges applicable to freephone numbers, such asinternational call charges for numbers accessible throughstandard international dialling codes.
 (47) In order to take full advantage of the competitive environment, consumers should be able to make informed choicesand to change providers when it is in their interests. It isessential to ensure that they can do so without being hin
 dered by legal, technical or practical obstacles, includingcontractual conditions, procedures, charges and so on.This does not preclude the imposition of reasonable minimum contractual periods in consumer contracts. Numberportability is a key facilitator of consumer choice and effective competition in competitive markets for electroniccommunications and should be implemented with theminimum delay, so that the number is functionally activated within one working day and the user does not experience a loss of service lasting longer than one workingday. Competent national authorities may prescribe the glo
  bal process of the porting of numbers, taking into accountnational provisions on contracts and technological devel
 opments. Experience in certain Member States has shownthat there is a risk of consumers being switched to anotherprovider without having given their consent. While that isa matter that should primarily be addressed by law enforcement authorities, Member States should be able to imposesuch minimum proportionate measures regarding theswitching process, including appropriate sanctions, as arenecessary to minimise such risks, and to ensure that consumers are protected throughout the switching processwithout making the process less attractive for them.
 (48) Legal ‘must-carry’ obligations may be applied to specifiedradio and television broadcast channels and complementary services supplied by a specified media service provider.Member States should provide a clear justification for the‘must carry’ obligations in their national law so as to ensurethat such obligations are transparent, proportionate andproperly defined. In that regard, ‘must carry’ rules should
  be designed in a way which provides sufficient incentivesfor efficient investment in infrastructure. ‘Must carry’ rulesshould be periodically reviewed in order to keep themup-to-date with technological and market evolution and inorder to ensure that they continue to be proportionate tothe objectives to be achieved. Complementary servicesinclude, but are not limited to, services designed to improveaccessibility for end-users with disabilities, such as videotext, subtitling, audio description and sign language.
 NE9002.21.81
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 (49) In order to overcome existing shortcomings in terms ofconsumer consultation and to appropriately address theinterests of citizens, Member States should put in place anappropriate consultation mechanism. Such a mechanismcould take the form of a body which would, independentlyof the national regulatory authority and service providers,
 carry out research into consumer-related issues, such asconsumer behaviour and mechanisms for changing suppliers, and which would operate in a transparent manner andcontribute to the existing mechanisms for stakeholder consultation. Furthermore, a mechanism could be establishedfor the purpose of enabling appropriate cooperation onissues relating to the promotion of lawful content. Anycooperation procedures agreed pursuant to such a mechanism should, however, not allow for the systematic surveillance of Internet usage.
 (50) Universal service obligations imposed on an undertakingdesignated as having universal service obligations should
  be notified to the Commission.
 (51) Directive 2002/58/EC (Directive on privacy and electroniccommunications) provides for the harmonisation of theprovisions of the Member States required to ensure anequivalent level of protection of fundamental rights andfreedoms, in particular the right to privacy and the right toconfidentiality, with respect to the processing of personaldata in the electronic communications sector, and toensure the free movement of such data and of electroniccommunications equipment and services in the Community. Where measures aiming to ensure that terminal equipment is constructed so as to safeguard the protection ofpersonal data and privacy are adopted pursuant to Directive 1999/5/EC or Council Decision 87/95/EEC of 22 December 1986 on standardization in the field of information technology and telecommunications
 (1) OJ L 36, 7.2.1987, p. 31.
  (1), such measures should respect the principle of technology neutrality.
 (52) Developments concerning the use of IP addresses should be followed closely, taking into consideration the workalready done by, among others, the Working Party on theProtection of Individuals with regard to the Processing ofPersonal Data established by Article 29 of Directive95/46/EC of the European Parliament and of the Council
 of 24 October 1995 on the protection of individuals withregard to the processing of personal data and on the freemovement of such data
 (2) OJ L 281, 23.11.1995, p. 31.
  (2), and in the light of such proposals as may be appropriate.
 (53) The processing of traffic data to the extent strictly necessary for the purposes of ensuring network and informationsecurity, i.e. the ability of a network or an information system to resist, at a given level of confidence, accidentalevents or unlawful or malicious actions that compromisethe availability, authenticity, integrity and confidentiality ofstored or transmitted data, and the security of the relatedservices offered by, or accessible via, these networks and
 systems, by providers of security technologies and serviceswhen acting as data controllers is subject to Article 7(f) of
 Directive 95/46/EC. This could, for example, include preventing unauthorised access to electronic communicationsnetworks and malicious code distribution and stopping‘denial of service’ attacks and damage to computer andelectronic communication systems.
 (54) The liberalisation of electronic communications networksand services markets and rapid technological developmenthave combined to boost competition and economicgrowth and resulted in a rich diversity of end-user servicesaccessible via public electronic communications networks.It is necessary to ensure that consumers and users areafforded the same level of protection of privacy and personal data, regardless of the technology used to deliver aparticular service.
 (55) In line with the objectives of the regulatory framework forelectronic communications networks and services and withthe principles of proportionality and subsidiarity, and forthe purposes of legal certainty and efficiency for European
  businesses and national regulatory authorities alike, Directive 2002/58/EC (Directive on privacy and electronic communications) focuses on public electronic communicationsnetworks and services, and does not apply to closed usergroups and corporate networks.
 (56) Technological progress allows the development of newapplications based on devices for data collection and identification, which could be contactless devices using radiofrequencies. For example, Radio Frequency IdentificationDevices (RFIDs) use radio frequencies to capture data fromuniquely identified tags which can then be transferred overexisting communications networks. The wide use of suchtechnologies can bring considerable economic and social
  benefit and thus make a powerful contribution to the internal market, if their use is acceptable to citizens. To achievethis aim, it is necessary to ensure that all fundamental
 rights of individuals, including the right to privacy and dataprotection, are safeguarded. When such devices are connected to publicly available electronic communicationsnetworks or make use of electronic communications services as a basic infrastructure, the relevant provisions ofDirective 2002/58/EC (Directive on privacy and electroniccommunications), including those on security, traffic andlocation data and on confidentiality, should apply.
 (57) The provider of a publicly available electronic communications service should take appropriate technical andorganisational measures to ensure the security of its services. Without prejudice to Directive 95/46/EC, such measures should ensure that personal data can be accessedonly by authorised personnel for legally authorised purposes, and that the personal data stored or transmitted, as
 NE81/733L
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 well as the network and services,are protected. Moreover,a security policy with respect to the processing of personaldata should be established in order to identify vulnerabilities in the system, and monitoring and preventive, corrective and mitigating action should be regularly carried out.
 (58) The competent national authorities should promote theinterests of citizens by, inter alia, contributing to ensuringa high level of protection of personal data and privacy. Tothis end, competent national authorities should have thenecessary means to perform their duties, including comprehensive and reliable data about security incidents thathave led to the personal data of individuals being compromised. They should monitor measures taken and disseminate best practices among providers of publicly availableelectronic communications services. Providers should
 therefore maintain an inventory of personal data breachesto enable further analysis and evaluation by the competentnational authorities.
 (59) Community law imposes duties on data controllers regarding the processing of personal data, including an obligation to implement appropriate technical and organisationalprotection measures against, for example, loss of data. Thedata breach notification requirements contained in Directive 2002/58/EC (Directive on privacy and electronic com
 munications) provide a structure for notifying thecompetent authorities and individuals concerned whenpersonal data has nevertheless been compromised. Thosenotification requirements are limited to security breacheswhich occur in the electronic communications sector.However, the notification of security breaches reflects thegeneral interest of citizens in being informed of securityfailures which could result in their personal data being lostor otherwise compromised, as well as of available or advisable precautions that they could take in order to minimisethe possible economic loss or social harm that could resultfrom such failures. The interest of users in being notified isclearly not limited to the electronic communications sector, and therefore explicit, mandatory notification requirements applicable to all sectors should be introduced atCommunity level as a matter of priority. Pending a reviewto be carried out by the Commission of all relevant Community legislation in this field, the Commission, in consultation with the European Data Protection Supervisor,should take appropriate steps without delay to encouragethe application throughout the Community of the principles embodied in the data breach notification rules contained in Directive 2002/58/EC (Directive on privacy andelectronic communications), regardless of the sector, or thetype, of data concerned.
 (60) Competent national authorities should monitor measurestaken and disseminate best practices among providers ofpublicly available electronic communications services.
 (61) A personal data breach may, if not addressed in an adequateand timely manner, result in substantial economic loss andsocial harm, including identity fraud, to the subscriber orindividual concerned. Therefore, as soon as the provider ofpublicly available electronic communications services
  becomes aware that such a breach has occurred, it should
 notify the breach to the competent national authority. Thesubscribers or individuals whose data and privacy could beadversely affected by the breach should be notified without delay in order to allow them to take the necessary precautions. A breach should be considered as adverselyaffecting the data or privacy of a subscriber or individualwhere it could result in, for example, identity theft or fraud,physical harm, significant humiliation or damage to reputation in connection with the provision of publicly available communications services in the Community. Thenotification should include information about measurestaken by the provider to address the breach, as well as recommendations for the subscriber or individual concerned.
 (62) When implementing measures transposing Directive2002/58/EC (Directive on privacy and electronic communications), the authorities and courts of the Member Statesshould not only interpret their national law in a mannerconsistent with that Directive, but should also ensure thatthey do not rely on an interpretation of it which wouldconflict with fundamental rights or general principles ofCommunity law, such as the principle of proportionality.
 (63) Provision should be made for the adoption of technicalimplementing measures concerning the circumstances, format and procedures applicable to information and notification requirements in order to achieve an adequate levelof privacy protection and security of personal data transmitted or processed in connection with the use of electronic communications networks in the internal market.
 (64) In setting detailed rules concerning the format and procedures applicable to the notification of personal data
  breaches, due consideration should be given to the circumstances of the breach, including whether or not personaldata had been protected by appropriate technical protection measures, effectively limiting the likelihood of identity fraud or other forms of misuse. Moreover, such rulesand procedures should take into account the legitimateinterests of law enforcement authorities in cases whereearly disclosure could unnecessarily hamper the investigation of the circumstances of a breach.
 (65) Software that surreptitiously monitors the actions of theuser or subverts the operation of the user’s terminal equipment to the benefit of a third party (spyware) poses a serious threat to the privacy of users, as do viruses. A high andequal level of protection of the private sphere of usersneeds to be ensured, regardless of whether unwanted
 NE9002.21.81
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 spying programmes or viruses are inadvertently downloaded via electronic communications networks or aredelivered and installed in software distributed on otherexternal data storage media, such as CDs, CD-ROMs orUSB keys. Member States should encourage the provisionof information to end-users about available precautions,
 and should encourage them to take the necessary steps toprotect their terminal equipment against viruses andspyware.
 (66) Third parties may wish to store information on the equipment of a user, or gain access to information alreadystored, for a number of purposes, ranging from the legitimate (such as certain types of cookies) to those involvingunwarranted intrusion into the private sphere (such as spyware or viruses). It is therefore of paramount importancethat users be provided with clear and comprehensive information when engaging in any activity which could resultin such storage or gaining of access. The methods of providing information and offering the right to refuse should
  be as user-friendly as possible. Exceptions to the obligationto provide information and offer the right to refuse should
  be limited to those situations where the technical storageor access is strictly necessary for the legitimate purpose ofenabling the use of a specific service explicitly requested bythe subscriber or user. Where it is technically possible andeffective, in accordance with the relevant provisions ofDirective 95/46/EC, the user’s consent to processing may
  be expressed by using the appropriate settings of a browseror other application. The enforcement of these requirements should be made more effective by way of enhanced
 powers granted to the relevant national authorities.
 (67) Safeguards provided for subscribers against intrusion intotheir privacy by unsolicited communications for directmarketing purposes by means of electronic mail shouldalso be applicable to SMS, MMS and other kinds of similarapplications.
 (68) Electronic communications service providers make sub
 stantial investments in order to combat unsolicited commercial communications (spam). They are also in a betterposition than end-users in that they possess the knowledgeand resources necessary to detect and identify spammers.E-mail service providers and other service providers shouldtherefore be able to initiate legal action against spammers,and thus defend the interests of their customers, as part oftheir own legitimate business interests.
 (69) The need to ensure an adequate level of protection of privacy and personal data transmitted and processed in connection with the use of electronic communicationsnetworks in the Community calls for effective implementation and enforcement powers in order to provideadequate incentives for compliance. Competent nationalauthorities and, where appropriate, other relevant national
  bodies should have sufficient powers and resources to
 investigate cases of non-compliance effectively, includingpowers to obtain any relevant information they mightneed, to decide on complaints and to impose sanctions incases of non-compliance.
 (70) The implementation and enforcement of the provisions ofthis Directive often require cooperation between thenational regulatory authorities of two or more MemberStates, for example in combating cross-border spam andspyware. In order to ensure smooth and rapid cooperationin such cases, procedures relating for example to the quantity and format of information exchanged between authorities, or deadlines to be complied with, should be defined bythe relevant national authorities, subject to examination bythe Commission. Such procedures will also allow theresulting obligations of market actors to be harmonised,contributing to the creation of a level playing field in theCommunity.
 (71) Cross-border cooperation and enforcement should be reinforced in line with existing Community cross-borderenforcement mechanisms, such as that laid down in Regulation (EC) No 2006/2004 (the Regulation on consumerprotection cooperation)
 (1) OJ L 364, 9.12.2004, p. 1.
  (1), by way of an amendment tothat Regulation.
 (72) The measures necessary for the implementation of Direc
 tives 2002/22/EC (Universal Service Directive)and 2002/58/EC (Directive on privacy and electronic communications) should be adopted in accordance with Council Decision 1999/468/EC of 28 June 1999 laying downthe procedures for the exercise of implementing powersconferred on the Commission
 (2) OJ L 184, 17.7.1999, p. 23.
  (2).
 (73) In particular, the Commission should be empowered toadopt implementing measures on effective access to ‘112’services, as well as to adapt the Annexes to technicalprogress or changes in market demand. It should also beempowered to adopt implementing measures concerninginformation and notification requirements and security ofprocessing. Since those measures are of general scope andare designed to amend non-essential elements of Directives2002/22/EC (Universal Service Directive) and 2002/58/EC(Directive on privacy and electronic communications) bysupplementing them with new non-essential elements,they must be adopted in accordance with the regulatoryprocedure with scrutiny provided for in Article 5a of Decision 1999/468/EC. Given that the conduct of the regulatory procedure with scrutiny within the normal time limitscould, in certain exceptional situations, impede the timelyadoption of implementing measures, the European Parliament, the Council and the Commission should act speed
 ily in order to ensure the timely adoption of thosemeasures.
 NE02/733L
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 (74) When adopting implementing measures on security ofprocessing, the Commission should consult all relevantEuropean authorities and organisations (the European Network and Information Security Agency (ENISA), the European Data Protection Supervisor and the Working Party onthe Protection of Individuals with regard to the Processing
 of Personal Data established by Article 29 of Directive95/46/EC), as well as all other relevant stakeholders, particularly in order to be informed of the best available technical and economic means of improving theimplementation of Directive 2002/58/EC (Directive on privacy and electronic communications).
 (75) Directives 2002/22/EC (Universal Service Directive)and 2002/58/EC (Directive on privacy and electronic communications) should therefore be amended accordingly.
 (76) In accordance with point 34 of the Interinstitutional Agreement on better law-making
 (1) OJ C 321, 31.12.2003, p. 1.
  (1), Member States are encouraged to draw up, for themselves and in the interests of theCommunity, their own tables illustrating, as far as possible,the correlation between Directives 2002/22/EC (UniversalService Directive) and 2002/58/EC (Directive on privacyand electronic communications) and the transpositionmeasures, and to make them public,
 HAVE ADOPTED THIS DIRECTIVE:
  Article 1
 Amendments to Directive 2002/22/EC (Universal ServiceDirective)
 Directive 2002/22/EC (Universal Service Directive) is herebyamended as follows:
 1) Article 1 shall be replaced by the following:
 ‘Article 1
 Subject-matter and scope
 1. Within the framework of Directive 2002/21/EC(Framework Directive), this Directive concerns the provisionof electronic communications networks and services to end-users. The aim is to ensure the availability throughout theCommunity of good-quality publicly available servicesthrough effective competition and choice and to deal withcircumstances in which the needs of end-users are not satisfactorily met by the market. The Directive also includes provisions concerning certain aspects of terminal equipment,including provisions intended to facilitate access for disabledend-users.
 2. This Directive establishes the rights of end-users andthe corresponding obligations of undertakings providingpublicly available electronic communications networks
 and services. With regard to ensuring provision of universalservice within an environment of open and competitive markets, this Directive defines the minimum set of services ofspecified quality to which all end-users have access, at anaffordable price in the light of specific national conditions,without distorting competition. This Directive also sets out
 obligations with regard to the provision of certain mandatoryservices.
 3. This Directive neither mandates nor prohibits conditions, imposed by providers of publicly available electroniccommunications and services, limiting end-users’ access to,and/or use of, services and applications, where allowed undernational law and in conformity with Community law, butlays down an obligation to provide information regardingsuch conditions. National measures regarding end-users’access to, or use of, services and applications through electronic communications networks shall respect the fundamental rights and freedoms of natural persons, including in
 relation to privacy and due process, as defined in Article 6 ofthe European Convention for the Protection of Human Rightsand Fundamental Freedoms.
 4. The provisions of this Directive concerning end-users’rights shall apply without prejudice to Community rules onconsumer protection, in particular Directives 93/13/EECand 97/7/EC, and national rules in conformity with Community law.’;
 2) Article 2 shall be amended as follows:
 (a) point (b) shall be deleted;
 (b) points (c) and (d) shall be replaced by the following:
 ‘(c) “publicly available telephone service” means a service made available to the public for originating andreceiving, directly or indirectly, national or nationaland international calls through a number or num
  bers in a national or international telephone num bering plan;
 (d) “geographic number” means a number from thenational telephone numbering plan where part ofits digit structure contains geographic significanceused for routing calls to the physical location of thenetwork termination point (NTP);’;
 (c) point (e) shall be deleted;
 (d) point (f) shall be replaced by the following:
 ‘(f) “non-geographic number” means a number fromthe national telephone numbering plan that is not ageographic number. It includes, inter alia, mobile,freephone and premium rate numbers.’;
 NE9002.21.81
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 3) Article 4 shall be replaced by the following:
 ‘Article 4
 Provision of access at a fixed location and provision of telephone services
 1. Member States shall ensure that all reasonable requestsfor connection at a fixed location to a public communications network are met by at least one undertaking.
 2. The connection provided shall be capable of supporting voice, facsimile and data communications at data ratesthat are sufficient to permit functional Internet access, takinginto account prevailing technologies used by the majority ofsubscribers and technological feasibility.
 3. Member States shall ensure that all reasonable requests
 for the provision of a publicly available telephone serviceover the network connection referred to in paragraph 1 thatallows for originating and receiving national and international calls are met by at least one undertaking.’;
 4) Article 5(2) shall be replaced by the following:
 ‘2. The directories referred to in paragraph 1 shall comprise, subject to the provisions of Article 12 of Directive2002/58/EC of the European Parliament and of the Councilof 12 July 2002 concerning the processing of personal dataand the protection of privacy in the electronic communications sector (Directive on privacy and electronic communi
 cations) , all subscribers of publicly available telephoneservices.
 (*) OJ L 201, 31.7.2002, p. 37.’;
 5) the title of Article 6 and Article 6(1) shall be replaced by thefollowing:
 ‘Public pay telephones and other publics voice telephony access points
 1. Member States shall ensure that national regulatory
 authorities may impose obligations on undertakings in orderto ensure that public pay telephones or other public voicetelephony access points are provided to meet the reasonableneeds of end-users in terms of the geographical coverage, thenumber of telephones or other access points, accessibility todisabled end-users and the quality of services.’;
 6) Article 7 shall be replaced by the following:
 ‘Article 7
 Measures for disabled end-users
 1. Unless requirements have been specified under Chapter IV which achieve the equivalent effect, Member Statesshall take specific measures to ensure that access to, andaffordability of, the services identified in Article 4(3) andArticle 5 for disabled end-users is equivalent to the level
 enjoyed by other end-users. Member States may obligenational regulatory authorities to assess the general need andthe specific requirements, including the extent and concreteform of such specific measures for disabled end-users.
 2. Member States may take specific measures, in the lightof national conditions, to ensure that disabled end-users canalso take advantage of the choice of undertakings and serviceproviders available to the majority of end-users.
 3. In taking the measures referred to in paragraphs 1and 2, Member States shall encourage compliance with therelevant standards or specifications published in accordancewith Articles 17 and 18 of Directive 2002/21/EC (Framework Directive).’;
 7) in Article 8, the following paragraph shall be added:
 ‘3. When an undertaking designated in accordance withparagraph 1 intends to dispose of a substantial part or all ofits local access network assets to a separate legal entity underdifferent ownership, it shall inform in advance the nationalregulatory authority in a timely manner, in order to allowthat authority to assess the effect of the intended transaction
 on the provision of access at a fixed location and of telephone services pursuant to Article 4. The national regulatoryauthority may impose, amend or withdraw specific obligations in accordance with Article 6(2) of Directive 2002/20/EC(Authorisation Directive).’;
 8) Article 9(1) and (2) shall be replaced by the following:
 ‘1. National regulatory authorities shall monitor the evo
 lution and level of retail tariffs of the services identified inArticles 4 to 7 as falling under the universal service obligations and either provided by designated undertakings oravailable on the market, if no undertakings are designated inrelation to those services, in particular in relation to nationalconsumer prices and income.
 2. Member States may, in the light of national conditions,require that designated undertakings provide to consumerstariff options or packages which depart from those providedunder normal commercial conditions, in particular to ensurethat those on low incomes or with special social needs arenot prevented from accessing the network referred to inArticle 4(1) or from using the services identified inArticle 4(3) and Articles 5, 6 and 7 as falling under the universal service obligations and provided by designatedundertakings.’;
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 9) Article 11(4) shall be replaced by the following:
 ‘4. National regulatory authorities shall be able to set performance targets for undertakings with universal service obligations. In so doing, national regulatory authorities shall takeaccount of views of interested parties, in particular as referred
 to in Article 33.’;
 10) the title of Chapter III shall be replaced by the following:
 ‘REGULATORY CONTROLS ON UNDERTAKINGS WITHSIGNIFICANT MARKET POWER IN SPECIFIC RETAIL MARKETS’;
 11) Article 16 shall be deleted;
 12) Article 17 shall be amended as follows:
 (a) paragraph 1 shall be replaced by the following:
 ‘1. Member States shall ensure that national regulatory authorities impose appropriate regulatory obligations on undertakings identified as having significantmarket power on a given retail market in accordancewith Article 14 of Directive 2002/21/EC (FrameworkDirective) where:
 (a) as a result of a market analysis carried out in accordance with Article 16 of Directive 2002/21/EC(Framework Directive), a national regulatoryauthority determines that a given retail market iden
 tified in accordance with Article 15 of that Directive is not effectively competitive; and
 (b) the national regulatory authority concludes thatobligations imposed under Articles 9 to 13 of Directive 2002/19/EC (Access Directive) would not resultin the achievement of the objectives set out inArticle 8 of Directive 2002/21/EC (FrameworkDirective).’;
 (b) paragraph 3 shall be deleted;
 13) Articles 18 and 19 shall be deleted;
 14) Articles 20 to 23 shall be replaced by the following:
 ‘Article 20
 Contracts
 1. Member States shall ensure that, when subscribing toservices providing connection to a public communicationsnetwork and/or publicly available electronic communicationsservices, consumers, and other end-users so requesting, havea right to a contract with an undertaking or undertakings
 providing such connection and/or services. The contract shallspecify in a clear, comprehensive and easily accessible format least:
 (a) the identity and address of the undertaking;
 (b) the services provided, including in particular,
 — whether or not access to emergency services andcaller location information is being provided, andany limitations on the provision of emergency services under Article 26,
 — information on any other conditions limiting accessto and/or use of services and applications, wheresuch conditions are permitted under national law inaccordance with Community law,
 — the minimum service quality levels offered, namelythe time for the initial connection and, where appropriate, other quality of service parameters, as defined
  by the national regulatory authorities,
 — information on any procedures put in place by theundertaking to measure and shape traffic so as toavoid filling or overfilling a network link, and information on how those procedures could impact onservice quality,
 — the types of maintenance service offered and customer support services provided, as well as themeans of contacting these services,
 — any restrictions imposed by the provider on the useof terminal equipment supplied;
 (c) where an obligation exists under Article 25, the subscriber’s options as to whether or not to include his orher personal data in a directory, and the data concerned;
 (d) details of prices and tariffs, the means by which up-to-date information on all applicable tariffs and maintenance charges may be obtained, payment methodsoffered and any differences in costs due to paymentmethod;
 (e) the duration of the contract and the conditions forrenewal and termination of services and of the contract,including:
 — any minimum usage or duration required to benefitfrom promotional terms,
 — any charges related to portability of numbers andother identifiers,
 — any charges due on termination of the contract,
 including any cost recovery with respect to terminal equipment,
 (f) any compensation and the refund arrangements whichapply if contracted service quality levels are not met;
 NE9002.21.81
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 (g) the means of initiating procedures for the settlement ofdisputes in accordance with Article 34;
 (h) the type of action that might be taken by the undertaking in reaction to security or integrity incidents or threats
 and vulnerabilities.
 Member States may also require that the contract include anyinformation which may be provided by the relevant publicauthorities for this purpose on the use of electronic communications networks and services to engage in unlawful activities or to disseminate harmful content, and on the means ofprotection against risks to personal security, privacy and personal data, referred to in Article 21(4) and relevant to the service provided.
 2. Member States shall ensure that subscribers have a right
 to withdraw from their contract without penalty upon noticeof modification to the contractual conditions proposed bythe undertakings providing electronic communications networks and/or services. Subscribers shall be given adequatenotice, not shorter than one month, of any such modification, and shall be informed at the same time of their right towithdraw, without penalty, from their contract if they do notaccept the new conditions. Member States shall ensure thatnational regulatory authorities are able to specify the formatof such notifications.
  Article 21
 Transparency and publication of information
 1. Member States shall ensure that national regulatoryauthorities are able to oblige undertakings providing publicelectronic communications networks and/or publicly available electronic communications services to publish transparent, comparable, adequate and up-to-date information onapplicable prices and tariffs, on any charges due on termination of a contract and on standard terms and conditions inrespect of access to, and use of, services provided by them toend-users and consumers in accordance with Annex II. Suchinformation shall be published in a clear, comprehensive and
 easily accessible form. National regulatory authorities mayspecify additional requirements regarding the form in whichsuch information is to be published.
 2. National regulatory authorities shall encourage the provision of comparable information to enable end-users andconsumers to make an independent evaluation of the cost ofalternative usage patterns, for instance by means of interactive guides or similar techniques. Where such facilities are notavailable on the market free of charge or at a reasonableprice, Member States shall ensure that national regulatoryauthorities are able to make such guides or techniques available themselves or through third party procurement. Thirdparties shall have a right to use, free of charge, the information published by undertakings providing electronic communications networks and/or publicly available electroniccommunications services for the purposes of selling or making available such interactive guides or similar techniques.
 3. Member States shall ensure that national regulatoryauthorities are able to oblige undertakings providing publicelectronic communications networks and/or publicly available electronic communications services to inter alia:
 (a) provide applicable tariff information to subscribersregarding any number or service subject to particularpricing conditions; with respect to individual categoriesof services, national regulatory authorities may requiresuch information to be provided immediately prior toconnecting the call;
 (b) inform subscribers of any change to access to emergencyservices or caller location information in the service towhich they have subscribed;
 (c) inform subscribers of any change to conditions limitingaccess to and/or use of services and applications, wheresuch conditions are permitted under national law inaccordance with Community law;
 (d) provide information on any procedures put in place bythe provider to measure and shape traffic so as to avoidfilling or overfilling a network link, and on how thoseprocedures could impact on service quality;
 (e) inform subscribers of their right to determine whether ornot to include their personal data in a directory, and ofthe types of data concerned, in accordance withArticle 12 of Directive 2002/58/EC (Directive on privacyand electronic communications); and
 (f) regularly inform disabled subscribers of details of products and services designed for them.
 If deemed appropriate, national regulatory authorities maypromote self- or co-regulatory measures prior to imposingany obligation.
 4. Member States may require that the undertakingsreferred to in paragraph 3 distribute public interest information free of charge to existing and new subscribers, whereappropriate, by the same means as those ordinarily used bythem in their communications with subscribers. In such acase, that information shall be provided by the relevant public authorities in a standardised format and shall, inter alia,cover the following topics:
 (a) the most common uses of electronic communicationsservices to engage in unlawful activities or to disseminate harmful content, particularly where it may prejudice respect for the rights and freedoms of others,including infringements of copyright and related rights,and their legal consequences; and
 NE42/733L
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 (b) the means of protection against risks to personal security, privacy and personal data when using electroniccommunications services.
  Article 22
 Quality of service
 1. Member States shall ensure that national regulatoryauthorities are, after taking account of the views of interestedparties, able to require undertakings that provide publiclyavailable electronic communications networks and/or services to publish comparable, adequate and up-to-date information for end-users on the quality of their services and onmeasures taken to ensure equivalence in access for disabledend-users. That information shall, on request, be supplied tothe national regulatory authority in advance of itspublication.
 2. National regulatory authorities may specify, inter alia,the quality of service parameters to be measured and the content, form and manner of the information to be published,including possible quality certification mechanisms, in orderto ensure that end-users, including disabled end-users, haveaccess to comprehensive, comparable, reliable and user-friendly information. Where appropriate, the parameters,definitions and measurement methods set out in Annex IIImay be used.
 3. In order to prevent the degradation of service and thehindering or slowing down of traffic over networks, MemberStates shall ensure that national regulatory authorities areable to set minimum quality of service requirements on anundertaking or undertakings providing public communications networks.
 National regulatory authorities shall provide the Commission, in good time before setting any such requirements, witha summary of the grounds for action, the envisaged requirements and the proposed course of action. This informationshall also be made available to the Body of European Regulators for Electronic Communications (BEREC). The Commis
 sion may, having examined such information, makecomments or recommendations thereupon, in particular toensure that the envisaged requirements do not adverselyaffect the functioning of the internal market. National regulatory authorities shall take the utmost account of the Commission’s comments or recommendations when deciding onthe requirements.
  Article 23
 Availability of services
 Member States shall take all necessary measures to ensure thefullest possible availability of publicly available telephone services provided over public communications networks in theevent of catastrophic network breakdown or in cases of forcemajeure. Member States shall ensure that undertakings
 providing publicly available telephone services take all necessary measures to ensure uninterrupted access to emergencyservices.’;
 15) the following Article shall be inserted:
 ‘Article 23a
 Ensuring equivalence in access and choice for disabledend-users
 1. Member States shall enable relevant national authorities to specify, where appropriate, requirements to be met byundertakings providing publicly available electronic communication services to ensure that disabled end-users:
 (a) have access to electronic communications servicesequivalent to that enjoyed by the majority of end-users;and
 (b) benefit from the choice of undertakings and servicesavailable to the majority of end-users.
 2. In order to be able to adopt and implement specificarrangements for disabled end-users, Member States shallencourage the availability of terminal equipment offering thenecessary services and functions.’;
 16) Article 25 shall be amended as follows:
 (a) the title shall be replaced by the following:
 ‘Telephone directory enquiry services’;
 (b) paragraph 1 shall be replaced by the following:
 ‘1. Member States shall ensure that subscribers topublicly available telephone services have the right tohave an entry in the publicly available directory referred
 to in Article 5(1)(a) and to have their information madeavailable to providers of directory enquiry servicesand/or directories in accordance with paragraph 2.’;
 (c) paragraphs 3, 4 and 5 shall be replaced by the following:
 ‘3. Member States shall ensure that all end-users provided with a publicly available telephone service canaccess directory enquiry services. National regulatory authorities shall be able to impose obligations and conditions on undertakings that control access of end-usersfor the provision of directory enquiry services in
 accordance with the provisions of Article 5 of Directive 2002/19/EC (Access Directive). Such obligations and conditions shall be objective, equitable, non-discriminatory and transparent.
 NE9002.21.81
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 4. Member States shall not maintain any regulatory restrictions which prevent end-users in one MemberState from accessing directly the directory enquiry service in another Member State by voice call or SMS, andshall take measures to ensure such access in accordancewith Article 28.
 5. Paragraphs 1 to 4 shall apply subject to the requirements of Community legislation on the protection of personal data and privacy and, in particular, Article 12of Directive 2002/58/EC (Directive on privacy and electronic communications).’;
 17) Articles 26 and 27 shall be replaced by the following:
 ‘Article 26
 Emergency services and the single European emergencycall number
 1. Member States shall ensure that all end-users of the service referred to in paragraph 2, including users of public pay telephones, are able to call the emergency services free of charge and without having to use any means of payment, by using the single European emergency call number “112” andany national emergency call number specified by MemberStates.
 2. Member States, in consultation with national regula
 tory authorities, emergency services and providers, shallensure that undertakings providing end-users with an electronic communications service for originating national callsto a number or numbers in a national telephone numberingplan provide access to emergency services.
 3. Member States shall ensure that calls to the single European emergency call number “112” are appropriately answered and handled in the manner best suited to thenational organisation of emergency systems. Such calls shall
  be answered and handled at least as expeditiously and effectively as calls to the national emergency number or numbers,where these continue to be in use.
 4. Member States shall ensure that access for disabled end-users to emergency services is equivalent to that enjoyed by other end-users. Measures taken to ensure that disabled end-users are able to access emergency services whilst travellingin other Member States shall be based to the greatest extentpossible on European standards or specifications published inaccordance with the provisions of Article 17 of Directive2002/21/EC (Framework Directive), and they shall not prevent Member States from adopting additional requirementsin order to pursue the objectives set out in this Article.
 5. Member States shall ensure that undertakings concerned make caller location information available free of charge to the authority handling emergency calls as soon asthe call reaches that authority. This shall apply to all calls tothe single European emergency call number “112”. Member
 States may extend this obligation to cover calls to nationalemergency numbers. Competent regulatory authorities shalllay down criteria for the accuracy and reliability of the callerlocation information provided.
 6. Member States shall ensure that citizens are adequately informed about the existence and use of the single Europeanemergency call number “112”, in particular through initiatives specifically targeting persons travelling between Mem
  ber States.
 7. In order to ensure effective access to “112” services inthe Member States, the Commission, having consultedBEREC, may adopt technical implementing measures. However, these technical implementing measures shall be adoptedwithout prejudice to, and shall have no impact on, the organisation of emergency services, which remains of the exclusivecompetence of Member States.
 Those measures, designed to amend non-essential elementsof this Directive by supplementing it, shall be adopted inaccordance with the regulatory procedure with scrutiny referred to in Article 37(2).
  Article 27
 European telephone access codes
 1. Member States shall ensure that the “00” code is the
 standard international access code. Special arrangements formaking calls between locations adjacent to one anotheracross borders between Member States may be established orcontinued. End-users in the locations concerned shall be fully informed of such arrangements.
 2. A legal entity, established within the Community anddesignated by the Commission, shall have sole responsibility for the management, including number assignment, and promotion of the European Telephony Numbering Space(ETNS). The Commission shall adopt the necessary implementing rules.
 3. Member States shall ensure that all undertakings thatprovide publicly available telephone services allowing international calls handle all calls to and from the ETNS at ratessimilar to those applied for calls to and from other MemberStates.’;
 18) the following Article shall be inserted:
 ‘Article 27a
 Harmonised numbers for harmonised services of social
 value, including the missing children hotline number
 1. Member States shall promote the specific numbers inthe numbering range beginning with “116” identified by Commission Decision 2007/116/EC of15 February 2007
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 on reserving the national numbering range beginning with“116” for harmonised numbers for harmonised services of social value . They shall encourage the provision withintheir territory of the services for which such numbers arereserved.
 2. Member States shall ensure that disabled end-users areable to access services provided under the “116” numberingrange to the greatest extent possible. Measures taken to facilitate disabled end-users’ access to such services whilst travelling in other Member States shall be based on compliancewith relevant standards or specifications published in accordance with Article 17 of Directive 2002/21/EC (FrameworkDirective).
 3. Member States shall ensure that citizens are adequately informed of the existence and use of services provided underthe “116” numbering range, in particular through initiativesspecifically targeting persons travelling between Member
 States.
 4. Member States shall, in addition to measures of generalapplicability to all numbers in the “116” numbering rangetaken pursuant to paragraphs 1, 2, and 3, make every effortto ensure that citizens have access to a service operating ahotline to report cases of missing children. The hotline shall
  be available on the number “116000”.
 5. In order to ensure the effective implementation of the“116” numbering range, in particular the missing childrenhotline number “116000”, in the Member States, includingaccess for disabled end-users when travelling in other Mem
  ber States, the Commission, having consulted BEREC, may adopt technical implementing measures. However, thesetechnical implementing measures shall be adopted withoutprejudice to, and shall have no impact on, the organisationof these services, which remains of the exclusive competenceof Member States.
 Those measures, designed to amend non-essential elementsof this Directive by supplementing it, shall be adopted inaccordance with the regulatory procedure with scrutiny referred to in Article 37(2).
 (*) OJ L 49, 17.2.2007, p. 30.’;
 19) Article 28 shall be replaced by the following:
 ‘Article 28
 Access to numbers and services
 1. Member States shall ensure that, where technically andeconomically feasible, and except where a called subscriberhas chosen for commercial reasons to limit access by callingparties located in specific geographical areas, relevant
 national authorities take all necessary steps to ensure thatend-users are able to:
 (a) access and use services using non-geographic numberswithin the Community; and
 (b) access all numbers provided in the Community, regardless of the technology and devices used by the operator,including those in the national numbering plans of Member States, those from the ETNS and UniversalInternational Freephone Numbers (UIFN).
 2. Member States shall ensure that the relevant authorities are able to require undertakings providing public communications networks and/or publicly available electroniccommunications services to block, on a case-by-case basis,access to numbers or services where this is justified by reasons of fraud or misuse and to require that in such cases providers of electronic communications services withholdrelevant interconnection or other service revenues.’;
 20) Article 29 shall be amended as follows:
 (a) paragraph 1 shall be replaced by the following:
 ‘1. Without prejudice to Article 10(2), Member Statesshall ensure that national regulatory authorities are ableto require all undertakings that provide publicly available telephone services and/or access to public communications networks to make available all or part of theadditional facilities listed in Part B of Annex I, subject totechnical feasibility and economic viability, as well as allor part of the additional facilities listed in Part A of Annex I.’;
 (b) paragraph 3 shall be deleted;
 21) Article 30 shall be replaced by the following:
 ‘Article 30
 Facilitating change of provider
 1. Member States shall ensure that all subscribers withnumbers from the national telephone numbering plan whoso request can retain their number(s) independently of theundertaking providing the service in accordance with theprovisions of Part C of Annex I.
 2. National regulatory authorities shall ensure that pricing between operators and/or service providers related to theprovision of number portability is cost-oriented, and thatdirect charges to subscribers, if any, do not act as a disincentive for subscribers against changing service provider.
 3. National regulatory authorities shall not impose retailtariffs for the porting of numbers in a manner that would distort competition, such as by setting specific or common retailtariffs.
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 4. Porting of numbers and their subsequent activationshall be carried out within the shortest possible time. In any case, subscribers who have concluded an agreement to porta number to a new undertaking shall have that number activated within one working day.
 Without prejudice to the first subparagraph, competentnational authorities may establish the global process of porting of numbers, taking into account national provisions oncontracts, technical feasibility and the need to maintain continuity of service to the subscriber. In any event, loss of service during the process of porting shall not exceed oneworking day. Competent national authorities shall also takeinto account, where necessary, measures ensuring that subscribers are protected throughout the switching process andare not switched to another provider against their will.
 Member States shall ensure that appropriate sanctions on
 undertakings are provided for, including an obligation tocompensate subscribers in case of delay in porting or abuseof porting by them or on their behalf.
 5. Member States shall ensure that contracts concluded between consumers and undertakings providing electroniccommunications services do not mandate an initial commitment period that exceeds 24 months. Member States shallalso ensure that undertakings offer users the possibility tosubscribe to a contract with a maximum duration of 12months.
 6. Without prejudice to any minimum contractual period,Member States shall ensure that conditions and proceduresfor contract termination do not act as a disincentive againstchanging service provider.’;
 22) Article 31(1) shall be replaced by the following:
 ‘1. Member States may impose reasonable “must carry”obligations, for the transmission of specified radio and television broadcast channels and complementary services, particularly accessibility services to enable appropriate access for
 disabled end-users, on undertakings under their jurisdictionproviding electronic communications networks used for thedistribution of radio or television broadcast channels to thepublic where a significant number of end-users of such networks use them as their principal means to receive radio andtelevision broadcast channels. Such obligations shall only beimposed where they are necessary to meet general interestobjectives as clearly defined by each Member State and shall
  be proportionate and transparent.
 The obligations referred to in the first subparagraph shall bereviewed by the Member States at the latest within one yearof 25 May 2011, except where Member States have carriedout such a review within the previous two years.
 Member States shall review “must carry” obligations on aregular basis.’;
 23) Article 33 shall be amended as follows:
 (a) paragraph 1 shall be replaced by the following:
 ‘1. Member States shall ensure as far as appropriatethat national regulatory authorities take account of theviews of end-users, consumers (including, in particular,disabled consumers), manufacturers and undertakingsthat provide electronic communications networksand/or services on issues related to all end-user and consumer rights concerning publicly available electroniccommunications services, in particular where they havea significant impact on the market.
 In particular, Member States shall ensure that nationalregulatory authorities establish a consultation mechanism ensuring that in their decisions on issues related toend-user and consumer rights concerning publicly available electronic communications services, due consideration is given to consumer interests in electroniccommunications.’;
 (b) the following paragraph shall be added:
 ‘3. Without prejudice to national rules in conformity with Community law promoting cultural and mediapolicy objectives, such as cultural and linguistic diversity and media pluralism, national regulatory authorities andother relevant authorities may promote cooperation
  between undertakings providing electronic communications networks and/or services and sectors interested inthe promotion of lawful content in electronic communication networks and services. That cooperation may also include coordination of the public interest information to be provided pursuant to Article 21(4) and thesecond subparagraph of Article 20(1).’;
 24) Article 34(1) shall be replaced by the following:
 ‘1. Member States shall ensure that transparent, non-discriminatory, simple and inexpensive out-of-court procedures are available for dealing with unresolved disputes
  between consumers and undertakings providing electroniccommunications networks and/or services arising under thisDirective and relating to the contractual conditions and/orperformance of contracts concerning the supply of those networks and/or services. Member States shall adopt measuresto ensure that such procedures enable disputes to be settledfairly and promptly and may, where warranted, adopt a system of reimbursement and/or compensation. Such procedures shall enable disputes to be settled impartially and shallnot deprive the consumer of the legal protection afforded by national law. Member States may extend these obligations tocover disputes involving other end-users.’;
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 25) Article 35 shall be replaced by the following:
 ‘Article 35
 Adaptation of annexes
 Measures designed to amend non-essential elements of thisDirective and necessary to adapt Annexes I, II, III, and VI totechnological developments or changes in market demandshall be adopted by the Commission in accordance with theregulatory procedure with scrutiny referred to inArticle 37(2).’;
 26) Article 36(2) shall be replaced by the following:
 ‘2. National regulatory authorities shall notify to the Commission the universal service obligations imposed uponundertakings designated as having universal service obliga
 tions. Any changes affecting these obligations or of theundertakings affected under the provisions of this Directiveshall be notified to the Commission without delay.’;
 27) Article 37 shall be replaced by the following:
 ‘Article 37
 Committee procedure
 1. The Commission shall be assisted by the Communications Committee set up under Article 22 of Directive
 2002/21/EC (Framework Directive).
 2. Where reference is made to this paragraph, Article 5a(1)to (4) and Article 7 of Decision 1999/468/EC shall apply,having regard to the provisions of Article 8 thereof.’;
 28) Annexes I, II, III shall be replaced by the text appearing inAnnex I to this Directive, and Annex VI shall be replaced by the text appearing in Annex II to this Directive;
 29) Annex VII shall be deleted.
  Article 2
 Amendments to Directive 2002/58/EC (Directive onprivacy and electronic communications)
 Directive 2002/58/EC (Directive on privacy and electronic communications) is hereby amended as follows:
 1) Article 1(1) shall be replaced by the following:
 ‘1. This Directive provides for the harmonisation of thenational provisions required to ensure an equivalent level of protection of fundamental rights and freedoms, and in particular the right to privacy and confidentiality, with respect tothe processing of personal data in the electronic communication sector and to ensure the free movement of such dataand of electronic communication equipment and services inthe Community.’;
 2) Article 2 shall be amended as follows:
 (a) point (c) shall be replaced by the following:
 ‘(c) “location data” means any data processed in an electronic communications network or by an electroniccommunications service, indicating the geographicposition of the terminal equipment of a user of apublicly available electronic communicationsservice;’;
 (b) point (e) shall be deleted;
 (c) the following point shall be added:
 ‘(h) “personal data breach” means a breach of security 
 leading to the accidental or unlawful destruction,loss, alteration, unauthorised disclosure of, or accessto, personal data transmitted, stored or otherwiseprocessed in connection with the provision of apublicly available electronic communications service in the Community.’;
 3) Article 3 shall be replaced by the following:
 ‘Article 3
 Services concerned
 This Directive shall apply to the processing of personal datain connection with the provision of publicly available electronic communications services in public communicationsnetworks in the Community, including public communications networks supporting data collection and identificationdevices.’;
 4) Article 4 shall be amended as follows:
 (a) the title shall be replaced by the following:
 ‘Security of processing’;
 (b) the following paragraph shall be inserted:
 ‘1a. Without prejudice to Directive 95/46/EC, themeasures referred to in paragraph 1 shall at least:
 — ensure that personal data can be accessed only by authorised personnel for legally authorisedpurposes,
 — protect personal data stored or transmitted againstaccidental or unlawful destruction, accidental lossor alteration, and unauthorised or unlawful storage,processing, access or disclosure, and,
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 — ensure the implementation of a security policy withrespect to the processing of personal data,
 Relevant national authorities shall be able to audit themeasures taken by providers of publicly available electronic communication services and to issue recommendations about best practices concerning the level of security which those measures should achieve.’;
 (c) the following paragraphs shall be added:
 ‘3. In the case of a personal data breach, the providerof publicly available electronic communications servicesshall, without undue delay, notify the personal data
  breach to the competent national authority.
 When the personal data breach is likely to adversely affect the personal data or privacy of a subscriber orindividual, the provider shall also notify the subscriberor individual of the breach without undue delay.
 Notification of a personal data breach to a subscriber orindividual concerned shall not be required if the providerhas demonstrated to the satisfaction of the competentauthority that it has implemented appropriate technological protection measures, and that those measures
 were applied to the data concerned by the security  breach. Such technological protection measures shallrender the data unintelligible to any person who is notauthorised to access it.
 Without prejudice to the provider’s obligation to notify subscribers and individuals concerned, if the providerhas not already notified the subscriber or individual of the personal data breach, the competent national authority, having considered the likely adverse effects of the
  breach, may require it to do so.
 The notification to the subscriber or individual shall atleast describe the nature of the personal data breach andthe contact points where more information can beobtained, and shall recommend measures to mitigate thepossible adverse effects of the personal data breach. Thenotification to the competent national authority shall, inaddition, describe the consequences of, and the measuresproposed or taken by the provider to address, the personal data breach.
 4. Subject to any technical implementing measuresadopted under paragraph 5, the competent nationalauthorities may adopt guidelines and, where necessary,issue instructions concerning the circumstances in whichproviders are required to notify personal data breaches,the format of such notification and the manner in which
 the notification is to be made. They shall also be able toaudit whether providers have complied with their notification obligations under this paragraph, and shallimpose appropriate sanctions in the event of a failure todo so.
 Providers shall maintain an inventory of personal data breaches comprising the facts surrounding the breach,its effects and the remedial action taken which shall besufficient to enable the competent national authorities toverify compliance with the provisions of paragraph 3.The inventory shall only include the information necessary for this purpose.
 5. In order to ensure consistency in implementationof the measures referred to in paragraphs 2, 3 and 4, theCommission may, following consultation with the European Network and Information Security Agency (ENISA), the Working Party on the Protection of Individuals with regard to the Processing of Personal Dataestablished by Article 29 of Directive 95/46/EC and theEuropean Data Protection Supervisor, adopt technicalimplementing measures concerning the circumstances,format and procedures applicable to the informationand notification requirements referred to in this Article.When adopting such measures, the Commission shallinvolve all relevant stakeholders particularly in order to
  be informed of the best available technical and economicmeans of implementation of this Article.
 Those measures, designed to amend non-essential elements of this Directive by supplementing it, shall beadopted in accordance with the regulatory procedurewith scrutiny referred to in Article 14a(2).’;
 5) Article 5(3) shall be replaced by the following:
 ‘3. Member States shall ensure that the storing of information, or the gaining of access to information already stored, in the terminal equipment of a subscriber or user isonly allowed on condition that the subscriber or user con
 cerned has given his or her consent, having been providedwith clear and comprehensive information, in accordancewith Directive 95/46/EC, inter alia, about the purposes of theprocessing. This shall not prevent any technical storage oraccess for the sole purpose of carrying out the transmissionof a communication over an electronic communications network, or as strictly necessary in order for the provider of aninformation society service explicitly requested by the subscriber or user to provide the service.’;
 6) Article 6(3) shall be replaced by the following:
 ‘3. For the purpose of marketing electronic communications services or for the provision of value added services, theprovider of a publicly available electronic communicationsservice may process the data referred to in paragraph 1 to theextent and for the duration necessary for such services or
 NE03/733L
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 marketing, if the subscriber or user to whom the data relatehas given his or her prior consent. Users or subscribers shall
  be given the possibility to withdraw their consent for the processing of traffic data at any time.’;
 7) Article 13 shall be replaced by the following:
 ‘Article 13
 Unsolicited communications
 1. The use of automated calling and communication systems without human intervention (automatic callingmachines), facsimile machines (fax) or electronic mail for thepurposes of direct marketing may be allowed only in respectof subscribers or users who have given their prior consent.
 2. Notwithstanding paragraph 1, where a natural or legalperson obtains from its customers their electronic contactdetails for electronic mail, in the context of the sale of a product or a service, in accordance with Directive 95/46/EC, thesame natural or legal person may use these electronic contact details for direct marketing of its own similar productsor services provided that customers clearly and distinctly aregiven the opportunity to object, free of charge and in an easy manner, to such use of electronic contact details at the timeof their collection and on the occasion of each message incase the customer has not initially refused such use.
 3. Member States shall take appropriate measures toensure that unsolicited communications for the purposes of direct marketing, in cases other than those referred to inparagraphs 1 and 2, are not allowed either without the consent of the subscribers or users concerned or in respect of subscribers or users who do not wish to receive these communications, the choice between these options to be determined by national legislation, taking into account that bothoptions must be free of charge for the subscriber or user.
 4. In any event, the practice of sending electronic mail forthe purposes of direct marketing which disguise or concealthe identity of the sender on whose behalf the communication is made, which contravene Article 6 of Directive2000/31/EC, which do not have a valid address to which therecipient may send a request that such communications ceaseor which encourage recipients to visit websites that contravene that Article shall be prohibited.
 5. Paragraphs 1 and 3 shall apply to subscribers who arenatural persons. Member States shall also ensure, in theframework of Community law and applicable national legislation, that the legitimate interests of subscribers other thannatural persons with regard to unsolicited communicationsare sufficiently protected.
 6. Without prejudice to any administrative remedy forwhich provision may be made, inter alia, underArticle 15a(2), Member States shall ensure that any natural orlegal person adversely affected by infringements of nationalprovisions adopted pursuant to this Article and thereforehaving a legitimate interest in the cessation or prohibition of 
 such infringements, including an electronic communicationsservice provider protecting its legitimate business interests,may bring legal proceedings in respect of such infringements.Member States may also lay down specific rules on penaltiesapplicable to providers of electronic communications services which by their negligence contribute to infringementsof national provisions adopted pursuant to this Article.’;
 8) the following Article shall be inserted:
 ‘Article 14a
 Committee procedure
 1. The Commission shall be assisted by the Communications Committee established by Article 22 of Directive2002/21/EC (Framework Directive).
 2. Where reference is made to this paragraph, Article 5a(1)to (4) and Article 7 of Decision 1999/468/EC shall apply,having regard to the provisions of Article 8 thereof.
 3. Where reference is made to this paragraph,Article 5a(1), (2), (4) and (6) and Article 7 of Decision
 1999/468/EC shall apply, having regard to the provisions of Article 8 thereof.’;
 9) in Article 15, the following paragraph shall be inserted:
 ‘1b. Providers shall establish internal procedures forresponding to requests for access to users’ personal data
  based on national provisions adopted pursuant to paragraph 1. They shall provide the competent national authority, on demand, with information about those procedures,the number of requests received, the legal justificationinvoked and their response.’;
 10) the following Article shall be inserted:
 ‘Article 15a
 Implementation and enforcement
 1. Member States shall lay down the rules on penalties,including criminal sanctions where appropriate, applicable toinfringements of the national provisions adopted pursuant tothis Directive and shall take all measures necessary to ensurethat they are implemented. The penalties provided for must
  be effective, proportionate and dissuasive and may be appliedto cover the period of any breach, even where the breach hassubsequently been rectified. The Member States shall notify those provisions to the Commission by 25 May 2011, andshall notify it without delay of any subsequent amendmentaffecting them.
 NE9002.21.81
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 2. Without prejudice to any judicial remedy which might be available, Member States shall ensure that the competentnational authority and, where relevant, other national bodieshave the power to order the cessation of the infringementsreferred to in paragraph 1.
 3. Member States shall ensure that the competent nationalauthority and, where relevant, other national bodies have thenecessary investigative powers and resources, including thepower to obtain any relevant information they might need tomonitor and enforce national provisions adopted pursuant tothis Directive.
 4. The relevant national regulatory authorities may adoptmeasures to ensure effective cross-border cooperation in theenforcement of the national laws adopted pursuant to thisDirective and to create harmonised conditions for the provision of services involving cross-border data flows.
 The national regulatory authorities shall provide the Commission, in good time before adopting any such measures,
 with a summary of the grounds for action, the envisagedmeasures and the proposed course of action. The Commission may, having examined such information and consultedENISA and the Working Party on the Protection of Individuals with regard to the Processing of Personal Data established
  by Article 29 of Directive 95/46/EC, make comments or recommendations thereupon, in particular to ensure that theenvisaged measures do not adversely affect the functioning of the internal market. National regulatory authorities shall takethe utmost account of the Commission’s comments or recommendations when deciding on the measures.’.
  Article 3
 Amendment to Regulation (EC) No 2006/2004
 In the Annex to Regulation (EC) No 2006/2004 (the Regulationon consumer protection cooperation), the following point shall
  be added:
 ‘17. Directive 2002/58/EC of the European Parliament and of theCouncil of 12 July 2002 concerning the processing of personal data and the protection of privacy in the electronic
 communications sector (Directive on privacy and electroniccommunications): Article 13 (OJ L 201, 31.7.2002, p. 37).’.
  Article 4
 Transposition
 1. Member States shall adopt and publish by 25 May 2011 thelaws, regulations and administrative provisions necessary to comply with this Directive. They shall forthwith communicate to theCommission the text of those measures.
 When Member States adopt those measures, they shall contain areference to this Directive or be accompanied by such a referenceon the occasion of their official publication. The methods of making such reference shall be laid down by the Member States.
 2. Member States shall communicate to the Commission thetext of the main provisions of national law which they adopt inthe field covered by this Directive.
  Article 5
 Entry into force
 This Directive shall enter into force on the day following its publication in the Official Journal of the European Union.
  Article 6
 Addressees
 This Directive is addressed to the Member States.
 Done at Strasbourg, 25 November 2009.
 For the European Parliament
 The President J. BUZEK
 For the Council
 The PresidentÅ. TORSTENSSON
 http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2002:201:0037:0037:EN:PDF
 http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2002:201:0037:0037:EN:PDF
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  ANNEX I 
 ‘ANNEX I 
 DESCRIPTION OF FACILITIES AND SERVICES REFERRED TO IN ARTICLE 10 (CONTROL OFEXPENDITURE), ARTICLE 29 (ADDITIONAL FACILITIES) AND ARTICLE 30 (FACILITATING CHANGEOF PROVIDER)
 Part A: Facilities and services referred to in Article 10
 (a)  Itemised billing
 Member States are to ensure that national regulatory authorities, subject to the requirements of relevant legislation onthe protection of personal data and privacy, may lay down the basic level of itemised bills which are to be provided byundertakings to subscribers free of charge in order that they can:
 (i) allow verification and control of the charges incurred in using the public communications network at a fixed location and/or related publicly available telephone services; and
 (ii) adequately monitor their usage and expenditure and thereby exercise a reasonable degree of control over their bills.
 Where appropriate, additional levels of detail may be offered to subscribers at reasonable tariffs or at no charge.
 Calls which are free of charge to the calling subscriber, including calls to helplines, are not to be identified in the callingsubscriber’s itemised bill.
 (b)  Selective barring for outgoing calls or premium SMS or MMS, or, where technically feasible, other kinds of similar applications, free of charge
 i.e. the facility whereby the subscriber can, on request to the designated undertaking that provides telephone services, bar outgoing calls or premium SMS or MMS or other kinds of similar applications of defined types or to defined typesof numbers free of charge.
 (c)  Pre-payment systems
 Member States are to ensure that national regulatory authorities may require designated undertakings to provide meansfor consumers to pay for access to the public communications network and use of publicly available telephone services
 on pre-paid terms.
 (d)  Phased payment of connection fees
 Member States are to ensure that national regulatory authorities may require designated undertakings to allow consumers to pay for connection to the public communications network on the basis of payments phased over time.
 (e)  Non-payment of bills
 Member States are to authorise specified measures, which are to be proportionate, non-discriminatory and published,
 to cover non-payment of telephone bills issued by undertakings. These measures are to ensure that due warning of anyconsequent service interruption or disconnection is given to the subscriber beforehand. Except in cases of fraud, persistent late payment or non-payment, these measures are to ensure, as far as is technically feasible that any service interruption is confined to the service concerned. Disconnection for non-payment of bills should take place only after duewarning is given to the subscriber. Member States may allow a period of limited service prior to complete disconnection, during which only calls that do not incur a charge to the subscriber (e.g. ‘112’ calls) are permitted.
 NE9002.21.81
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 (f)  Tariff advice
 i.e. the facility whereby subscribers may request the undertaking to provide information regarding alternative lower-cost tariffs, if available.
 (g)  Cost control
 i.e. the facility whereby undertakings offer other means, if determined to be appropriate by national regulatory authorities, to control the costs of publicly available telephone services, including free-of-charge alerts to consumers in case ofabnormal or excessive consumption patterns.
 Part Facilities referred to in Article 29
 (a)  Tone dialling or DTMF (dual-tone multi-frequency operation)
 i.e. the public communications network and/or publicly available telephone services supports the use of DTMF tones asdefined in ETSI ETR 207 for end-to-end signalling throughout the network both within a Member State and betweenMember States.
 (b)  Calling-line identification
 i.e. the calling party’s number is presented to the called party prior to the call being established.
 This facility should be provided in accordance with relevant legislation on protection of personal data and privacy, inparticular Directive 2002/58/EC (Directive on privacy and electronic communications).
 To the extent technically feasible, operators should provide data and signals to facilitate the offering of calling-line identity and tone dialling across Member State boundaries.
 Part Implementation of the number portability provisions referred to in Article 30
 The requirement that all subscribers with numbers from the national numbering plan, who so request can retain their num ber(s) independently of the undertaking providing the service shall apply:
 (a) in the case of geographic numbers, at a specific location; and
 (b) in the case of non-geographic numbers, at any location.
 This Part does not apply to the porting of numbers between networks providing services at a fixed location and mobilenetworks.
  ANNEX II 
 INFORMATION TO BE PUBLISHED IN ACCORDANCE WITH ARTICLE 21
 (TRANSPARENCY AND PUBLICATION OF INFORMATION)
 The national regulatory authority has a responsibility to ensure that the information in this Annex is published, in accordance with Article 21. It is for the national regulatory authority to decide which information is to be published by the undertakings providing public communications networks and/or publicly available telephone services and which information isto be published by the national regulatory authority itself, so as to ensure that consumers are able to make informed choices.
 1. Name(s) and address(es) of undertaking(s)
 i.e. names and head office addresses of undertakings providing public communications networks and/or publicly available telephone services.
 2. Description of services offered
 2.1. Scope of services offered
 9002.21.81noinUnaeporuEehtf olanruo Jlaicif f ONE43/733L
 :C
 :B

Page 25
                        

8/13/2019 Direktiva EU 136[1]
 http://slidepdf.com/reader/full/direktiva-eu-1361 25/26
 18.12.2009 EN Official Journal of the European Union L 337/35
 2.2. Standard tariffs indicating the services provided and the content of each tariff element (e.g. charges for access, all typesof usage charges, maintenance charges), and including details of standard discounts applied and special and targetedtariff schemes and any additional charges, as well as costs with respect to terminal equipment.
 2.3. Compensation/refund policy, including specific details of any compensation/refund schemes offered.
 2.4. Types of maintenance service offered.
 2.5. Standard contract conditions, including any minimum contractual period, termination of the contract and proceduresand direct charges related to the portability of numbers and other identifiers, if relevant.
 3. Dispute settlement mechanisms, including those developed by the undertaking.
 4. Information about rights as regards universal service, including, where appropriate, the facilities and services mentioned in Annex I.
  ANNEX III 
 QUALITY OF SERVICE PARAMETERS
 Quality-of-Service Parameters, Definitions and Measurement Methods referred to in Articles 11 and 22
 For undertakings providing access to a public communications network
 PARAMETER(Note 1) DEFINITION MEASUREMENT METHOD
 Supply time for initial connection ETSI EG 202 057 ETSI EG 202 057
 Fault rate per access line ETSI EG 202 057 ETSI EG 202 057
 Fault repair time ETSI EG 202 057 ETSI EG 202 057
 For undertakings providing a publicly available telephone service
 Call set up time
 (Note 2)
 ETSI EG 202 057 ETSI EG 202 057
 Response times for directory enquiryservices
 ETSI EG 202 057 ETSI EG 202 057
 Proportion of coin and card operatedpublic pay-telephones in workingorder
 ETSI EG 202 057 ETSI EG 202 057
 Bill correctness complaints ETSI EG 202 057 ETSI EG 202 057
 Unsuccessful call ratio
 (Note 2)
 ETSI EG 202 057 ETSI EG 202 057
 Version number of ETSI EG 202 057-1 is 1.3.1 (July 2008)
 Note 1
 Parameters should allow for performance to be analysed at a regional level (i.e. no less than level 2 in the Nomenclature ofTerritorial Units for Statistics (NUTS) established by Eurostat).
 Note 2
 Member States may decide not to require up-to-date information concerning the performance for these two parameters to be kept if evidence is available to show that performance in these two areas is satisfactory.’
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  ANNEX II 
 ‘ANNEX VI 
 INTEROPERABILITY OF DIGITAL CONSUMER EQUIPMENT REFERRED TO IN ARTICLE 24
 1.  Common scrambling algorithm and free-to-air reception
 All consumer equipment intended for the reception of conventional digital television signals (i.e. broadcasting via terrestrial, cable or satellite transmission which is primarily intended for fixed reception, such as DVB-T, DVB-C or DVB-S),for sale or rent or otherwise made available in the Community, capable of descrambling digital television signals, is topossess the capability to:
 — allow the descrambling of such signals according to a common European scrambling algorithm as administered bya recognised European standards organisation, currently ETSI,
 — display signals that have been transmitted in the clear provided that, in the event that such equipment is rented, therenter is in compliance with the relevant rental agreement.
 2.  Interoperability for analogue and digital television sets
 Any analogue television set with an integral screen of visible diagonal greater than 42 cm which is put on the market forsale or rent in the Community is to be fitted with at least one open interface socket, as standardised by a recognisedEuropean standards organisation, e.g. as given in the Cenelec EN 50 049-1:1997 standard, permitting simple connection of peripherals, especially additional decoders and digital receivers.
 Any digital television set with an integral screen of visible diagonal greater than 30 cm which is put on the market forsale or rent in the Community is to be fitted with at least one open interface socket (either standardised by, or conforming to a standard adopted by, a recognised European standards organisation, or conforming to an industry-wide specification) e.g. the DVB common interface connector, permitting simple connection of peripherals, and able to pass all theelements of a digital television signal, including information relating to interactive and conditionally accessed services.’
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