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Defeating Drones
 Nikhil Razdan
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Introduction
 Education: Computer Science Engineer
 Job: Information Security
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Agenda
 Part 1 :
 UAV construction
 > Hardware
 > Software
 > Calibration
 > Working
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Part 2:
 GPS Concepts
 Part 3:
 Attacking GPS
 > Jammer
 > Spoofing
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Part 4:
 Skyjack
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UAV Construction (Hardware)
 Fixed-wing aircraft
 Micro-controller (APM)
 Servo Motors
 Brush-less Motor
 Battery
 RF module
 GPS Receiver
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UAV Construction (Software)
 Goto http://code.google.com/p/ardupilot-mega/wiki/MPInstallation1
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UAV Construction (Software) copter.ardupilot.com
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#include <SoftwareSerial.h>
 #include <TinyGPS.h>
 long lat,lon; // create variable for latitude and longitude object
 SoftwareSerial gpsSerial(2, 3); // create gps sensor connection
 TinyGPS gps; // create gps object
 void setup(){
 Serial.begin(9600); // connect serial
 gpsSerial.begin(4800); // connect gps sensor
 }
 void loop(){
 while(gpsSerial.available()){ // check for gps data
 if(gps.encode(gpsSerial.read())){ // encode gps data
 gps.get_position(&lat,&lon); // get latitude and longitude
 // display position
 Serial.print("Position: ");
 Serial.print("lat: ");Serial.print(lat);Serial.print(" ");// print latitude
 Serial.print("lon: ");Serial.println(lon); // print longitude
 }
 }
 }//http://allaboutee.com/2012/12/03/arduino-gps-tutorial-get-latitude-and-longitude-coordinates/
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Consider that:
 The uav will start its course on acquiring the GPS data
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GPS
 GPS is satellite based navigation system
 Developed by DoD, US in the 1970’s
 Fully operational by 1995
 Consists of 24 and 3 stand-by satellites
 Provides:
 1.Position i.e. Lat,Long,Altitude
 2.Velocity
 3.Time (UTC)
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GPS Concepts
 Pythagorean theorem and using a scale
 Application of Trilateration
 http://library.thinkquest.org/05aug/01390/animation.htm
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GPS Signals
 Transmists 2 low power radio signals
 L1 and L2
 Civilian use L1
 Contains 3 different bits of information
 1 Pseudorandom code (identify satellite)
 2 Ephemeris data (status of the satellite)
 3 Almanac data (orbital information)
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GPS Receiver
 So, whats being transmitted?
 Information about the satellite and precise timing data from the atomic clocks aboard the satellite(Nav/System information)
 Unique identification code (C/A code)
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GPS Receiver
 The Nav/System information + C/A code is combined and then modulated within the carrier wave
 So, the receiver locks onto the signal from several GPS satellites simultaneously.
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GPS Receiver
 2 MHz gps spectrum, still too fast to be sampled by ADC
 So shift it down to 0-2 MHz
 Use trig! CosAcosB = cos(A-B)+cos(A+B)/2
 So you get sum of frequency and a difference of frequency
 Mixer is analog multiplier
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GPS Receiver
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Jamming Signals
 Specific frequency L1 and L2
 L1 frequency – 1575.42 MHz
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Jamming Signals
 PLL : Set it to 1575.42 MHz (l1 frequency)
 Noise Generator: Generate noise at 1575.42 MHz
 RF Amplifier:
 Voltage Regulation: Power, current: 300milliamps
 Antenna: example Yagi antenna for directional radiating application
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GPS Spoofing
 An Iranian engineer claimed in an interview that “Iran managed to jam the drone’s communication links to American operators” causing the drone to shift into an autopilot mode that relies solely on GPS to guide itself back to its home base in Afghanistan. With the drone in this state, the Iranian engineer claimed that “Iran spoofed the drone’s GPS system with false coordinates, fooling it into thinking it was close to home and landing into Iran’s clutches.”
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GPS Spoofing
 Jamming L2 signals ?
 Spoofing L1 signals!?
 What happens when you spoof signals-
 PVT solution of the UAV’s GPS receiver are influenced.
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GPS Spoofing
 HOW?
 Commercial Signal Simulator
 http://www.spirent.com/Positioning-and-Navigation/What_is_GPS_Simulation
 Requirements:
 Power Amplifier
 Antenna
 Lot of money :P
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GPS Spoofing
 The previous method can raise alarm
 So we use a receiver spoofer without breaking the gps lock
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GPS Spoofing
 Picture grabbed from http://gpsworld.com/defensesecurity-surveillanceassessing-spoofing-threat-3171/
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GPS Spoofing
 How??
 Acquire and track L1, L2 and obtain navigation solution
 Enter feedback mode to produce counterfeit signal
 Spoofer use this signal to calibrate digitized spoofed signal and output of analog spoofed signal
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GPS Spoofing
 Spoofer aligns spoofed signals after feedback stage
 Gradually raises power in order to spoof the receiver, slightly above that of authentic signals
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SkyJack
 Software used:
 Perl application
 aircrack-ng
 node-ar-drone (node.js)
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SkyJack
 Hardware used:
 Rasberry Pi
 Alfa adapter
 Wireless adapter
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SkyJack
 Packet Injection
 Interfere with established networks
 Appear as if they are part of normal communication stream
 Usually used in mitm or dos
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SkyJack
 Packet Injection
 Involves creating a raw socket (its not protocol specific)
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SkyJack
 Setting up monitor mode
 > Find out what interface is your card using by ifconfig wlan0
 > Find out what mode the card currently is iwconfgig
 > Switch off wireless card to edit settings :: ifconfig wlan0 down
 > Switch the wireless card to monitor mode :: iwconfig wlan0 mode monitor
 > Check whether the card is in monitor mode :: iwconfig
 > Turn up the card :: ifconfig wlan0 up
 “Ifconfig”
 >Airmon-ng start wlan0
 >Check whether monitor interface been created :: ifconfig //-- mon0
 >Collect wireless traffic by Airodump-ng mon0 to get bssid
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SkyJack
 Deauthentication Overview
 The 802.11 standard requires all the client nodes in a network to associate with an access point before transmitting data.
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Deauthentication
 Step 1: The victim initiates authentication with the access point. The attacker is monitoring.
 Step 2: The victim completes authentication with the access point.
 The attacker continues monitoring.
 Step 3: The victim initiates association with the access point. The attacker is still monitoring..
 Step 4: Association completes. The victim is now ready to send data
 Step 5: The attacker now sends a deauthentication request on “behalf”
 of the victim, forcing the victim to revert to the initial state unable to send data.
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Deauthentication
 AP honors the request sent by the attacker blindy.
 There is no verification.
 “ aireplay-ng -0 1 -a 00:14:6C:7E:40:80 -c 00:0F:B5:34:30:30 ath0 ”
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Reference
 https://entropia.de/GPS_Jammer
 http://gpsworld.com/drone-hack/
 http://gpsworld.com/defensesecurity-surveillanceassessing-spoofing-threat-3171/
 http://samy.pl/skyjack/
 http://users.ece.cmu.edu/~dbrumley/courses/18487-f12/readings/Nov28_GPS.pdf
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 http://gpsworld.com/drone-hack/
 http://gpsworld.com/drone-hack/
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 http://users.ece.cmu.edu/~dbrumley/courses/18487-f12/readings/Nov28_GPS.pdf
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