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Ban Spam? Yes we can!Simple techniques to keep comment spam at bay.
 Andrew Hedgeshttp://andrew.hedges.name/
 December 26, 2008
 http://andrew.hedges.name
 http://andrew.hedges.name
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You lock your bike, right?
 • Even a Kryptonite™ lock can be defeated
 • The point is to prevent “crimes of opportunity”
 • For this, simple techniques are as effective as complicated ones
 Photo credit: thewashcycle.com
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How do spammers work?
 • Itʼs an arms race; what prevents comment spam now might not work later
 • Automated form submission ʼbots: dumb, they “succeed” by spamming 1000s of sites
 • Human spammers: paid per submission, not likely to spend much time on sites with non-obvious barriers
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Common Defenses
 • CAPTCHA
 • Bayesian filters
 • Registration/login
 • Comment moderation
 • Tricky JavaScriptCopyright 2003 by Randy Glasbergen
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CAPTCHAs Suck
 • CAPTCHAs are annoying
 • Ones good enough to defeat computers defeat humans, too
 • They require workarounds to be accessible Facebook.com CAPTCHA,
 circa December 2008
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Bayesian Filters Suck
 • Fuzzy logic needed to determine whether a comment is spam, less than 100% accurate
 • Akismet is probably the best-of-breed, but even it returns false positives
 [T]he probability that an email is spam, given that it has certain words in it, is equal to the probability of finding those certain words in spam email, times the probability that any email is spam, divided by the probability of finding those words in any email…
 Source: en.wikipedia.org/wiki/Bayesian_spam_filtering
 http://en.wikipedia.org/wiki/Bayesian_spam_filtering
 http://en.wikipedia.org/wiki/Bayesian_spam_filtering
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Registering Sucks
 • I have no illusions about my popularity; one-time visitors are not going to register to comment on my blog Source: attentionmax.com
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Moderation Sucks
 • Penalizes real humans who want to see their pithy comment in pixels as soon as it is submitted
 Source: thinplace.com
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Relying on JavaScript Sucks
 • Some mobile user agents do not support JavaScript
 • Some Firefox users have the NoScript extension installed, especially my blogʼs target demographic: geeks Source: noscript.net
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My Ideal System
 • No CAPTCHA
 • No Bayesian anything
 • No registration/login
 • No moderation
 • No reliance on JavaScript
 • No false positives, no false negatives
 Balance between preventing spam and allowing unmoderated comments
 Source: zenlogistics.net
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My Production System
 • Honeypot CAPTCHA
 • Hidden timestamp
 • Clearly state that links will be tagged with rel="nofollow"
 • Close comments after 15 days
 As of December, 2008, this system has been 100%
 effective. No false negatives. No false
 positives.
 See it in action at andrew.hedges.name/blog
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Honeypot CAPTCHA<style type="text/css">.captcha {display: none}</style><div class="captcha">What is 5 + 3?<input type="text" name="captcha">
 </div>
 • Hidden from human users
 • Sometimes filled in by ʼbots, sometimes filled in by human spammers
 • Reject the comment if any value is submitted for the field
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Hidden Timestamp
 <input type="hidden" name="when" value="<?=time()?>">
 • Automated spam ʼbots either submit comment forms very quickly or cache them and spam repeatedly
 • Reject comments posted in fewer than 30 seconds or more than 24 hours

Page 14
                        

rel="nofollow"
 <a rel="nofollow" href="http://example.com">V1@gr@!</a>
 If you spam for a living, please be aware that all links in comments will be
 tagged with rel="nofollow". This means spamming my blog will not help
 your Google PageRank. Spam kills. Just say no.
 • Clearly state that links will be tagged with rel="nofollow"
 • Not a deterrent to real people who have something to say
 http://example.com
 http://example.com
 http://googleblog.blogspot.com/2005/01/preventing-comment-spam.html
 http://googleblog.blogspot.com/2005/01/preventing-comment-spam.html
 http://www.spamkills.com/
 http://www.spamkills.com/
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Close comments after 15 days
 • Prevents blog posts from becoming comment spam graveyards and presents fewer targets for spammers
 Comments close in 15 days.
 Comments close in 5 days. Dawdle not!
 Comments closed. Have something to say? Drop me a line!
 mailto:[email protected]
 mailto:[email protected]
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A little sugar on top…
 • Donʼt tell the spammers their post has been rejected, just that itʼs been “moderated”
 • Help real humans avoid being moderated by using JavaScript to enable the submit button only when itʼs legal to post
 • My system emails me with each successful comment submission so I can catch false negatives quickly
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Next steps
 • Did I mention itʼs an arms race?
 • Expect your system to be defeated; be ready with next steps
 • Jibberish form field names? Hash of timestamp + entry ID + salt? Something else?
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Summary
 • Comment spam is a “crime of opportunity,” that is, spammers go for easy targets first
 • Most strategies and tactics currently used on commercial blog software suck because they either deter humans or sometimes let spam through
 • Simple techniques such as honeypot CAPTCHAs and hidden timestamps appear to be highly effective in combatting comment spam…for now
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Is it progress?
 • I welcome your feedback on my strategy and tactics at [email protected]
 • I wasnʼt the first to think of these ideas. Here are some of my sources of inspiration:
 • http://nedbatchelder.com/text/stopbots.html
 • http://haacked.com/archive/2007/09/11/honeypot-captcha.aspx
 mailto:[email protected]
 mailto:[email protected]
 http://nedbatchelder.com/text/stopbots.html
 http://nedbatchelder.com/text/stopbots.html
 http://haacked.com/archive/2007/09/11/honeypot-captcha.aspx
 http://haacked.com/archive/2007/09/11/honeypot-captcha.aspx
 http://haacked.com/archive/2007/09/11/honeypot-captcha.aspx
 http://haacked.com/archive/2007/09/11/honeypot-captcha.aspx
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