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Cryptography Primer
 ChesterRebeiroIITMadras

Page 2
                        

Cryptography
 • Acrucialcomponentinallsecuritysystems•  Fundamentalcomponenttoachieve
 •  Confidentiality
 Allowsonlyauthorizedusersaccesstodata
 2

Page 3
                        

Cryptography (its use) • Acrucialcomponentinallsecuritysystems•  Fundamentalcomponenttoachieve
 •  Confidentiality•  DataIntegrity
 Cryptographycanbeusedtoensurethatonlyauthorizeduserscanmakemodifications(forinstancetoabankaccountnumber)
 3

Page 4
                        

Cryptography (its use) • Acrucialcomponentinallsecuritysystems•  Fundamentalcomponenttoachieve
 •  Confidentiality•  DataIntegrity•  Authentication
 Cryptographyhelpsproveidentities
 4

Page 5
                        

Cryptography (its use) • Acrucialcomponentinallsecuritysystems•  Fundamentalcomponenttoachieve
 •  Confidentiality•  DataIntegrity•  Authentication•  Non-repudiation
 Thesenderofamessagecannotclaimthatshedidnotsendit
 Ididnotsendthat
 5

Page 6
                        

SchemeforConfidentiality
 Alice Bob
 messageAttackatDawn!!
 untrustedcommunicationlink
 MalloryProblem:AlicewantstosendamessagetoBob(andonlytoBob)throughanuntrustedcommunicationlink
 6

Page 7
                        

Encryption
 Alice Bob
 message“AttackatDawn!!”
 untrustedcommunicationlink
 MallorySecrets• OnlyAliceknowstheencryptionkeyKE• OnlyBobknowsthedecryptionkeyKD
 E D
 KE KD
 “AttackatDawn!!”encryption decryption
 #%AR3Xf34^$(ciphertext)
 Onlyseesciphertext.cannotgettheplaintextmessagebecauseshedoesnotknowthekeys7

Page 8
                        

EncryptionAlgorithms
 Alice BobuntrustedcommunicationlinkE D
 KE KD
 “AttackatDawn!!”encryption decryption
 #%AR3Xf34($(ciphertext)
 •  ShouldbeeasytocomputeforAlice/Bob(whoknowthekey)•  ShouldbedifficulttocomputeforMallory(whodoesnotknowthekey)•  Whatis‘difficult’?
 •  Idealcase:ProvethattheprobabilityofMallorydeterminingtheencryption/decryptionkeyisnobetterthanarandomguess
 •  Computationally:ShowthatitisdifficultforMallorytodeterminethekeysevenifshehasmassivecomputationalpower
 8

Page 9
                        

Ciphers
 •  SymmetricAlgorithms•  EncryptionandDecryptionusethesamekey•  i.e.KE=KD•  Examples:
 •  BlockCiphers:DES,AES,PRESENT,etc.•  StreamCiphers:A5,Grain,etc.
 •  AsymmetricAlgorithms•  EncryptionandDecryptionkeysaredifferent•  KE≠KD•  Examples:
 •  RSA•  ECC
 9
 E D

Page 10
                        

EncryptionKeys
 • Howarekeysmanaged•  HowdoesAlice&Bobselectthekeys?•  Needalgorithmsforkeyexchange
 10
 Alice BobuntrustedcommunicationlinkE D
 KE KD
 “AttackatDawn!!”encryption decryption
 #%AR3Xf34($(ciphertext)

Page 11
                        

AlgorithmicAttacks
 • CanMalloryusetrickstobreakthealgorithm
 •  Therebyreducingthe‘difficulty’ofgettingthekey.
 11
 E
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Block Ciphers ChesterRebeiro
 IITMadras
 STINSON:chapters3

Page 13
                        

Block Cipher
 13
 Alice Bob
 message“AttackatDawn!!”
 untrustedcommunicationlinkE D
 KE KD
 “AttackatDawn!!”encryption decryption
 #%AR3Xf34^$(ciphertext)
 Encryptionkeyisthesameasthedecryptionkey(KE=KD)

Page 14
                        

Block Cipher : Encryption
 BlockCipher(Encryption)
 SecretKeyPlaintext Ciphertext
 BlockLength
 KeyLength
 •  Ablockcipherencryptionalgorithmencryptsnbitsofplaintextatatime•  Mayneedtopadtheplaintextifnecessary•  y=ek(x)
 14
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Block Cipher : Decryption
 •  Ablockcipherdecryptionalgorithmrecoverstheplaintextfromtheciphertext.•  x=dk(y)
 BlockCipher(Decryption)
 SecretKeyCiphertext Plaintext
 BlockLength
 KeyLength
 15
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Inside the Block Cipher (an iterative cipher)
 16
 KeyWhitening
 Round1
 Round2
 Round3
 Roundn
 PlaintextBlock
 CiphertextBlock
 key1
 key2
 key3
 keyn
 •  Eachroundhasthesameendomorphiccryptosystem,whichtakesakeyandproducesanintermediateouput•  Sizeofthekeyishuge…muchlargerthantheblocksize.

Page 17
                        

Inside the Block Cipher (the key schedule)
 17
 SecretKey
 RoundKey1
 RoundKey2
 RoundKey3
 RoundKeyn
 KeyWhitening
 Round1
 Round2
 Round3
 Roundn
 PlaintextBlock
 CiphertextBlock
 KeyExpansion
 •  Asinglesecretkeyoffixedsizeusedtogenerate‘roundkeys’foreachround

Page 18
                        

Inside the Round Function •  AddRoundkey:Mixingoperationbetweentheroundinputandtheroundkey.typically,anex-oroperation
 •  Confusionlayer:Makestherelationshipbetweenroundinputandoutputcomplex.
 •  Diffusionlayer:dissipatetheroundinput.Avalancheeffect:Asinglebitchangeintheroundinputshouldcausehugechangesintheoutput.
 Makesitdifficultfortheattackertopickoutsomebitsovertheothers(thinkHillcipher)
 18
 AddRoundKey
 ConfusionLayer
 DiffusionLayer
 RoundInput
 RoundOutput

Page 19
                        

Modes of Operation
 19

Page 20
                        

What are Modes of Operation? •  Blockcipheralgorithmsonlyencryptasingleblockofmessage•  Amodeofoperationdescribeshowtorepeatedlyapplyacipher'ssingle-blockoperationtosecurelytransformamountsofdatalargerthanablock
 •  ModesofOperation•  Electroniccodebookmode(ECBMode)•  Cipherfeedbackmode(CFBMode)•  Cipherblockchainingmode(CBCmode)•  Outputfeedbackmode(OFBmode)•  Countermode
 20

Page 21
                        

ECB Mode
 •  Everyblockinthemessageisencryptedindependentlywiththesamekey•  Drawback1:Ifpi=pj(i≠j)thenci=cj
 •  Encryptionshouldprotectagainstknownplaintextattacks(sincetheattackercouldguesspartsofthemessage…..Likestereotypebeginnings)
 •  Drawback2:Aninterceptormayaltertheorderoftheblocksduringtransmission
 •  Notrecommendedforencryptionofmorethanoneblock
 21
 eK
 p0
 c0
 eK
 p1
 c1
 eK
 p2
 c2
 eK
 p3
 c3
 eK
 p4
 c4

Page 22
                        

CBC Mode
 •  CipherBlockChaining•  Advantage1:Encryptiondependentontheciphertextofapreviousblock,therefore
 •  ci≠cj(i≠j)evenifpi=pj
 •  Advantage2:Intrudercannotaltertheorderoftheblocksduringtransmission
 •  Ifanerrorispresentinonereceivedblock(sayci)•  Thenciandci+1willnotbedecryptedcorrectly•  Allremainingblockswillbecorrectlydecrypted
 22
 eK
 p0
 c0
 eK
 p1
 c1
 eK
 p2
 c2
 eK
 p3
 c3
 eK
 p4
 c4
 IV

Page 23
                        

CBC Mode Decryption
 23
 eK
 p0
 c0
 eK
 p1
 c1
 eK
 p2
 c2
 eK
 p3
 c3
 eK
 p4
 c4
 IV
 dK
 c0
 p0
 dK
 c1
 p1
 dK
 c2
 p2
 dK
 c3
 p3
 dK
 c4
 p4
 IV

Page 24
                        

CFB (Cipher feedback Mode)
 Cantransformablockcipherintoastreamcipher.•  i.e.Eachblockencryptedwithadifferentkey
 UsesashiftregisterthatisinitializedwithanIV
 24
 IV
 eK
 register
 messagestream(8bitsatatime) ciphertextstream
 (8bitstransmittedatatime)
 EncryptionScheme

Page 25
                        

CFB - Error Propagation
 UsesashiftregisterthatisinitializedwithanIVPreviousciphertextblockfedintoshiftregister
 25
 eK
 register
 Ciphertextstream(8bitsatatime) Plaintextstream
 (8bitsdecryptedatatime)
 DecryptionScheme

Page 26
                        

Output Feedback Mode (OFB) •  VerysimilartoCFBbutfeedbacktakenfromoutputofek
 •  Anerrorinonebyteoftheciphertextsaffectsonlyonedecryption
 26
 eK
 shiftreg
 messagestream(8bitsatatime) ciphertextstream
 (8bitstransmittedatatime)
 EncryptionScheme(Decryptionschemeissimilar)

Page 27
                        

Counter Mode
 •  Arandomlyinitializedcounterisincrementedwitheveryencryption•  Canbeparallelized
 •  Ie.Multipleencryptionenginescansimultaneouslyrun
 •  AswithOFB,anerrorinasingleciphertextblockaffectsonlyonedecryptedplaintext
 27
 eK
 counter
 c0
 eK
 counter+1
 c1
 eK
 counter+2
 c2
 eK
 counter+3
 c3
 eK
 counter+4
 c4
 p0 p1 p2 p3 p4
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Cryptographic Hash Functions
 STINSON:chapter4

Page 29
                        

Issues with Integrity
 Alice Bob
 Message“AttackatDawn!!”
 HowcanBobensurethatAlice’smessagehasnotbeenmodified?Note….Wearenotconcernedwithconfidentialityhere
 “AttackatDusk!!”
 29
 Change‘Dawn’to‘Dusk’
 unsecurechannel

Page 30
                        

Hashes Alice Bob
 Message“AttackatDawn!!”
 “AttackatDawn!!”
 30
 “AttackatDawn!!”
 “Messagedigest”securechannel
 Alicepassesthemessagethroughahashfunction,whichproducesafixedlengthmessagedigest.• ThemessagedigestisrepresentativeofAlice’smessage.• Evenasmallchangeinthemessagewillresultinacompletelynewmessagedigest• Typicallyof160bits,irrespectiveofthemessagesize.
 Bobre-computesamessagehashandverifiesthedigestwithAlice’smessagedigest.
 y=h(x)h
 unsecurechannel h
 =

Page 31
                        

Integrity with Hashes
 31
 y=h(x)y=h(x’)
 Mallorydoesnothaveaccesstothedigesty.Hertask(tomodifyAlice’smessage)ismuchmoredifficult.Ifshemodifiesxtox’,themodificationcanbedetectedunlessh(x)=h(x’)Hashfunctionsarespeciallydesignedtoresistsuchcollisions
 Alice Bob
 Message“AttackatDawn!!”
 “AttackatDawn!!”“AttackatDawn!!”
 “Messagedigest”securechannel
 y=h(x)h
 insecurechannelh
 =

Page 32
                        

Message Authentication Codes (MAC)
 Alice Bob
 Message“AttackatDawn!!”
 32
 “AttackatDawn!!”MessageDigest
 MACsallowthemessageandthedigesttobesentoveraninsecurechannelHowever,itrequiresAliceandBobtoshareacommonkey
 y=hK(x)
 hK
 unsecurechannel hK
 =K
 K

Page 33
                        

Avalanche Effect
 Hashfunctionsprovideuniquedigestswithhighprobability.EvenasmallchangeinMwillresultinanewdigest
 MessageM
 HashFunction
 Shortfixedlength
 digestalsocalled‘hash’

Page 34
                        

Hash functions in Security •  Digitalsignatures•  Randomnumbergeneration•  Keyupdatesandderivations•  Onewayfunctions•  MAC•  Detectmalwareincode•  Userauthentication(storingpasswords)
 34

Page 35
                        

Hash Family
 •  Thehashfamilyisa4-tupledefinedby(X,Y,K,H)•  Xisasetofmessages(maybeinfinite)•  Yisafinitesetofmessagedigests(akaauthenticationtags)•  Kisafinitesetofkeys•  EachKƐK,definesakeyedhashfunctionhKƐH
 35
 X Y
 hK

Page 36
                        

Hash Family : some definitions
 • ValidpairunderK:(x,y)ƐXxysuchthat,x=hK(y)•  Sizeofthehashfamily:isthenumberoffunctionspossiblefromsetXtosetY;
 |Y| = Mand|X| = NthenthenumberofmappingspossibleisMN
 •  Thecollectionofallsuchmappingsaretermed(N,M)-hashmapping.
 36
 X Y
 hK

Page 37
                        

Unkeyed Hash Function
 •  Thehashfamilyisa4-tupledefinedby(X,Y,K,H)•  Xisasetofmessages(maybeinfinite,weassumetheminimumsizeisatleast2|Y|)
 •  Yisafinitesetofmessagedigests•  Inanunkeyedhashfunction:|K|=1• Wethushaveonlyonemappingfunctioninthefamily
 37
 X Y
 h

Page 38
                        

Security Aspects of Unkeyed Hash Functions
 h=XàYy=h(x)----->noshortcutsincomputing.Theonlyvalidwayifcomputingyistoinvokethehashfunctionhonx•  Threeproblemsthatdefinesecurityofahashfunction*PreimageResistance*SecondPreimageResistance*CollisionResistance
 38

Page 39
                        

Hash function Requirement 1 Preimage Resistant
 •  Alsoknowasone-waynessproblem•  IfMalloryhappenstoknowthemessagedigest,sheshouldnotbeabletodeterminethemessage
 •  Givenahashfunctionh:XàYandanelementyƐY. FindanyxƐX suchthat,h(x)=y
 39X Y
 h

Page 40
                        

Hash function Requirement 2 (Second Preimage)
 •  Malloryhasxandcancomputeh(x),sheshouldnotbeabletofindanothermessagex’whichproducesthesamehash.
 •  Itwouldbeeasytoforgenewdigitalsignaturesfromoldsignaturesifthehashfunctionusedweren’tsecondpreimageresistant
 •  Givenahashfunctionh:XàYandanelementxƐX,find,x’ƐX suchthat,h(x)=h(x’)
 40X Y
 h

Page 41
                        

Hash Function Requirement (Collision Resistant)
 • Malloryshouldnotbeabletofindtwomessagesxandx’whichproducethesamehash
 • Givenahashfunctionh:XàYandanelementxƐX, find,x,x’ƐX andx≠x’suchthat,h(x)=h(x’)
 41
 X Y
 h
 ThereisnocollisionFreehashFunctionbuthash
 functionscanbedesignedsothat
 collisionsaredifficulttofind.

Page 42
                        

Finding Collisions
 42
 Find_Collisions(h,Q){chooseQdistinctvaluesfromX(sayx1,x2,….,xQ)for(i=1;i<=Q;++i)yi=h(xi)ifthereexists(yj==yk)forj≠kthenreturn(xj,xk)returnFAIL}
 ∏−
 =
 ⎟⎠
 ⎞⎜⎝
 ⎛ −−=1
 1
 11)(PrQ
 i MiisobabilitySuccess εε
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Birthday Paradox •  Findtheprobabilitythatat-leasttwopeopleinaroomhavethesamebirthday
 43
 ∏
 ∏−
 =
 −
 =
 ⎟⎠
 ⎞⎜⎝
 ⎛ −−=
 ⎟⎠
 ⎞⎜⎝
 ⎛ −=
 ⎟⎠
 ⎞⎜⎝
 ⎛ −−⎟
 ⎠
 ⎞⎜⎝
 ⎛ −×⎟⎠
 ⎞⎜⎝
 ⎛ −×⎟⎠
 ⎞⎜⎝
 ⎛ −×=
 −=
 1
 1
 1
 1
 36511]Pr[
 3651
 36511
 36531
 36521
 365111]'Pr[
 ]'Pr[1]Pr[:':
 Q
 i
 Q
 i
 iA
 i
 QA
 AAbirthdaysamethehaveroomtheinpeopletwonoAEvent
 birthdaysamethehaveroomtheinpeopletwoatleastAEvent
 !!
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Birthday Paradox •  Ifthereare23peopleinaroom,thentheprobabilitythattwobirthdayscollideis1/2
 44

Page 45
                        

Birthday Attacks and Message Digests
 •  Ifthesizeofamessagedigestis40bits• M=240
 • Abirthdayattackwouldrequire220queries
 •  Thustoachieve128bitsecurityagainstcollisionattacks,hashesoflengthat-least256isrequired
 45
 MQ 17.1≈

Page 46
                        

Iterated Hash Functions •  Sofar,we’velookedathashfunctionswherethemessagewaspickedfromafinitesetX
 • Whatifthemessageisofaninfinitesize?• Weuseaniteratedhashfunction
 •  Thecoreinaniteratedhashfunctionisafunctioncalledcompress•  Compress,hashesfromm+tbittombit
 46
 1}1,0{}1,0{:
 ≥
 →+
 tcompress mtm compress
 m+tbit
 mbit

Page 47
                        

Iterated Hash Function (given m and t)
 47
 AppendPad
 PadLength
 compress
 g
 inputmessage(x)(maybeofanylength)
 m
 t
 m
 •  Inputmessageispaddedsothatitslengthisamultipleoft
 •  Numberofbitsinthepadappended
 •  Thecompressfunctionisinvokediterativelyforeachtbitblockinthemessage.Forthefirstoperation,an
 initializationvectorisused
 •  Afteralltbitblocksareprocessed,thereisapostprocessingstep,andfinallythehashisobtained.Thisstepisoptional.
 h(y)
 IV y
 concatenate
 compress
 •  Concatenatepreviousmbitoutputwithnexttbitblock(IVusedonlyduringinitialization)
 • mustbeat-leastm+t+1inlength

Page 48
                        

Iterated Hash Function (Principle)
 • Anotherperspective
 48

Page 49
                        

Message Authentication Codes (Keyed Hash Functions)
 49
 Alice Bob
 Message“AttackatDawn!!”
 “AttackatDawn!!”MessageDigest
 y=hK(x)hK
 unsecurechannel hK
 =K
 K
 ProvidesIntegrityandAuthenticityIntegrity:MessagesarenottamperedAuthenticity:BobcanverifythatthemessagecamefromAlice(Doesnotprovidenon-repudiation)

Page 50
                        

CBC-MAC
 50
 eK
 m0
 eK
 m1
 eK
 m2
 eK
 m3
 hK(m0||m1||…||m4)
 IV

Page 51
                        

Birthday Attack on CBC MAC
 51
 ByBirthdayparadox,in264steps(assuminga128bitcipher),acollisionwillarise.Let’sassumethatthecollisionoccursinthea-thandb-thstep.
 ca = cbEk (ma ⊕ ca−1) = Ek (mb ⊕ cb−1)thusma ⊕ ca−1 =mb ⊕ cb−1ma ⊕mb = ca−1⊕ cb−1

Page 52
                        

Birthday Attack on CBC MAC
 52
 ByBirthdayparadox,in264steps(assuminga128bitcipher),acollisionwillarise.Let’sassumethatthecollisionoccursinthea-thandb-thstep.
 ca = cbEk (ma ⊕ ca−1) = Ek (mb ⊕ cb−1)thusma ⊕ ca−1 =mb ⊕ cb−1ma ⊕mb = ca−1⊕ cb−1
 M1 =m1 ||m2 || ... ||mi || ... ||mn
 M2 =m1 ||m2 || ... || (mi ⊕ ca−1⊕ ca−2 ) || ... ||mn

Page 53
                        

HMAC •  FIPSstandardforMAC•  Basedonunkeyedhashfunction(SHA-1)
 53
 HMACk (x) = SHA1((K ⊕ opad) || SHA1(K ⊕ ipad) || x))Ipadandopadarepredefinedconstants

Page 54
                        

RSA and Public Key Cryptography
 STINSON:chapter5,6

Page 55
                        

Ciphers •  SymmetricAlgorithms
 – EncryptionandDecryptionusethesamekey–  i.e.KE=KD– Examples:
 •  BlockCiphers:DES,AES,PRESENT,etc.•  StreamCiphers:A5,Grain,etc.
 •  AsymmetricAlgorithms– EncryptionandDecryptionkeysaredifferent– KE≠KD– Examples:
 •  RSA•  ECC
 55

Page 56
                        

Asymmetric Key Algorithms
 Alice Bob
 Plaintext“AttackatDawn!!”
 untrustedcommunicationlink
 TheKeyKisasecret
 E D
 KE KD
 “AttackatDawn!!”encryption decryption
 #%AR3Xf34^$(ciphertext)
 56
 EncryptionKeyKEnotsameasdecryptionkeyKD
 KEknownasBob’spublickey;KDisBob’sprivatekey
 Advantage:NoneedofsecurekeyexchangebetweenAliceandBob
 Asymmetrickeyalgorithmsbasedontrapdoorone-wayfunctions

Page 57
                        

One Way Functions •  Easytocomputeinonedirection•  Oncedone,itisdifficulttoinverse
 Presstolock(canbeeasilydone)
 Oncelockeditisdifficulttounlockwithoutakey
 57

Page 58
                        

Trapdoor One Way Function •  Onewayfunctionwithatrapdoor•  Trapdoorisaspecialfunctionthatifpossessedcanbeusedtoeasilyinverttheoneway
 Locked(difficulttounlock) EasilyUnlocked
 trapdoor
 58
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Public Key Cryptography (An Anology) •  Aliceputsmessageintoboxandlocksit•  OnlyBob,whohasthekeytothelockcanopenitandreadthemessage
 59

Page 60
                        

Mathematical Trapdoor One way functions •  Examples
 •  IntegerFactorization(inNP,maybeNP-complete)•  GivenP,Qaretwoprimes•  andN=P*Q
 •  ItiseasytocomputeN•  HowevergivenNitisdifficulttofactorizeintoPandQ
 •  UsedincryptosystemslikeRSA•  DiscreteLogProblem(inNP)
 •  Considerbandgareelementsinafinitegroupandbk=g,forsomek•  Givenbandkitiseasytocomputeg•  Givenbandgitisdifficulttodeterminek•  UsedincryptosystemslikeDiffie-Hellman•  AvariantusedinECCbasedcrypto-systems
 60
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Applications of Public key Cryptography
 •  Encryption• DigitalSignature:
 “IsthismessagereallyfromAlice?”•  Alicesignsby‘encrypting’withprivatekey•  Anyonecanverifysignatureby‘decrypting’withAlice’spublickey•  Whyitworks?
 •  OnlyAlice,whoownstheprivatekeycouldhavesigned
 61

Page 62
                        

Applications of Public key Cryptography •  KeyEstablishment:“AliceandBobwanttouseablockcipherforencryption.Howdotheyagreeuponthesecretkey”
 62
 AliceandBobagreeuponaprimepandageneratorg.Thisispublicinformation
 chooseasecretacomputeA=gamodp
 chooseasecretbcomputeB=gbmodp
 B A
 ComputeK=Bamodp ComputeK=Abmodp
 Abmodp=(ga)bmodp=(gb)amodp=Bamodp
 Diffie-HellmanKeyExchange

Page 63
                        

RSA
 Shamir,Rivest,Adleman(1977)
 63

Page 64
                        

RSA : Key Generation
 64
 Bobfirstcreatesapairofkeys(onepublictheotherprivate)
 ),,('),('
 ))(mod(Compute.41))(,gcd(and))(1(randomaChoose.3
 )1)(1()(andCompute.2)(,primeslargetwoGenerate.1
 1
 aqpiskeyprivatesBobbniskeypublicsBob
 nbanbnbb
 qpnqpnqpqp
 φ
 φφφ
 −=
 =<<
 −−=×=
 ≠
 Giventheprivatekeyitiseasytocomputethepublickey
 Giventhepublickeyitisdifficulttoderivetheprivatekey
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RSA Encryption & Decryption
 65
 Encryption
 n
 bK
 Zxwherenxyxe
 ∈
 == mod)(
 Decryption
 nyxd aK mod)( =

Page 66
                        

RSA Example
 66
 12345572681 mod536754x:decryption536754572681mod12345:
 12345
 571152mod13395413keyPrivate.41)571152,13gcd(thatnote;13bkey public Choose3.
 571152876652(n)572681;877653.2877and653pprimestwoTake1.
 395413
 13
 1-
 ≡=
 ≡=
 =
 ==
 ==
 =×==×=
 ==
 yencryptionxMessage
 a
 nq
 φ
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Correctness
 67
 Encryption
 n
 bK
 Zxwherenxyxe
 ∈
 == mod)(Decryption
 nyxd aK mod)( =
 xnxxnx
 nxnxy
 nt
 nt
 ab
 aba
 ≡
 ≡
 ≡
 ≡
 ≡
 +
 mod)(mod)(
 mod)(mod)(
 )(
 1)(
 φ
 φ
 1),gcd( =∈ nxandZxwhen n
 1)()(1)(mod1
 +=
 =−
 ≡
 ntabntabnab
 ϕϕϕ
 FromFermat’stheorem
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Correctness
 68
 1),gcd( ≠∈ nxandZxwhen n
 qnxorpnxpqnSince === ),gcd(),gcd(,
 )(modmodmod
 CRTbynxxqxxpxx
 If
 ab
 ab
 ab
 ≡=
 ≡
 ≡
 ▹
 0mod:0modmod:
 |),gcd(
 ≡
 ≡≡
 ===
 =
 pxRHSppkpxLHS
 xpkxppxnAssume
 ab
 ▹▹
 xqxqxx
 qxqxqx
 xqimpliesitpxp
 pt
 ptq
 qpt
 ntab
 ≡⋅≡
 ⋅≡
 ≡
 ≡
 ==
 +
 +
 mod)1(mod)(
 modmodmod
 1),gcd(),gcd(
 )(
 )()(
 1)()(
 1)(
 ϕ
 ϕφ
 φφ
 φ
 ∵
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Signature Schemes
 STINSON:chapter7

Page 70
                        

Digital Signatures • Atokensentalongwiththemessagethatachieves
 •  Authentication•  Non-repudiation•  Integrity
 • Basedonpublickeycryptography
 70

Page 71
                        

Public key Certificates
 TocommunicatewithBob,Alicegetshispublickeyfromacertifyingauthority(CA)AtrustedauthoritycouldbeaGovernmentagency,Verisign,etc.AsignaturefromtheCA,ensuresthatthepublickeyisauthentic.
 71
 CA
 Bob’sCertificate{Bob’spublickeyinplaintextSignatureofthecertifyingauthorityotherinformation}
 Importantapplicationofdigitalsignatures

Page 72
                        

Digital Signature
 Alice
 Messagex=“AttackatDawn!!”
 72
 (x,y)
 SigningFunctiony=siga(x)Input:Message(x)andAlice’sprivatekeyOutput:DigitalSignatureofMessage
 sigK
 unsecurechannel
 Alice’sPrivateKey
 y=digitalsignature EveryoneElse
 verK Alice’sPublicKey
 VerifyingFunctionverb(x,y)Input:digitalsignature,messageOutput:trueorfalse
 trueifsignaturevalidfalseotherwise
 TRUE/FALSE

Page 73
                        

Digital Signatures (Formally)
 73

Page 74
                        

ForgeryAlgorithm
 Forgery
 Mallory
 EveryoneElse
 74
 (x,y)
 IfMallorycancreateavaliddigitalsignaturesuchthatverK(x,y)=TRUEforamessagenotpreviouslysignedbyAlice,thenthepair(x,y)formsaforgery
 unsecurechannelverK Alice’s
 PublicKey
 digitalsignature
 TRUE

Page 75
                        

Security Models for Digital Signatures
 •  Totalbreak:MallorycandetermineAlice’sprivatekey
 (thereforecangenerateanynumberofsignedmessages)
 •  Selectiveforgery:Givenamessagex,Mallorycandeterminey,such
 that(x,y)isavalidsignaturefromAlice
 •  Existentialforgery: Malloryisabletocreateyforsomex,suchthat
 (x,y)isavalidsignaturefromAlice
 75
 DifficultyLevelGoalsofAttackerAssumptions

Page 76
                        

Security Models for Digital Signatures
 •  Key-onlyattack:MalloryonlyhasAlice’spublickey
 (i.e.onlyhasaccesstotheverificationfunction,ver)
 •  Known-messageattack:MalloryonlyhasalistofmessagessignedbyAlice(x1,y1),(x2,y2),(x3,y3),(x4,y4),…..
 •  Chosen-messageattack:
 Mallorychoosesmessagesx1,x2,x3,……..andtricksAliceintoprovidingthecorrespondingsignaturesy1,y2,y3 (resp.)
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First Attempt making a digital signature (using RSA)
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A Forgery for the RSA signature (First Forgery)
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Second Forgery SupposeAlicecreatessignaturesoftwomessagesx1andx2
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How does the hash function help?
 Forgerybecomesequivalenttothefirstpreimageattackonthehashfunction
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How does the hash function help?
 creatingsuchaforgeryisunlikely
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How does the hash function help?
 Givenavalidsignature(x,y)find(x’,y)
 creatingsuchaforgeryisequivalenttosolvingthe2ndpreimageproblemofthehashfunctionw
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