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 Topics
 Polarized Light Quantum Money Quantum Cryptography Feasibility of Quantum Cryptography

Page 3
                        

3
 Polarized Light
 When a light photon travels through space, it vibrates in a plane parallel to the direction the photon is traveling.
 The angle the plane of vibration makes with a horizontal plane is called the polarization of the photon.
 For simplification, let’s suppose photons have four possible polarizations: Vertical | Horizontal -- 45 degrees / 135 degrees \
 By placing a filter called a Polaroid filter in the path of a light beam, we can guarantee that the emerging light is made up only of photons that have the same polarization!
 Handout of polarized light (Figures 73 (a) and (b) from Singh’s text).
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 Polarized Light (cont.)
 When working with Polaroid filters, we need to keep in mind the following:
 If a photon has the same polarization as the filter, the photon will pass through with that polarization.
 If the filter and photon have polarizations that differ by 90 degrees, then the photon will not pass through the filter (for example, | and --).
 If the filter and photon differ by 45 degrees, then there is a fifty percent chance that the photon will pass through the filter (and acquire the polarization of the filter) and a fifty percent chance that the photon will be stopped by the filter!
 See polarized light Figure 73 (c) in Singh’s text.
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 Quantum Money
 In the late 1960’s, Columbia University graduate student Stephen Weisner came up with the idea of using polarized light to make money impossible to counterfeit.
 Unfortunately, none of his professors, including his thesis advisor took him seriously, because the idea was so revolutionary!
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 Quantum Money (cont.)
 Weisner’s idea works like this: Each dollar bill contains 20 light traps that can each contain a single
 photon. A bank has Polaroid filters that can be aligned in one of four
 possible ways: |, --, /, or \. Using these Polaroid filters, the bank can fill a dollar bill’s light traps
 with a polarized photons, with each bill having a unique sequence, such as: \, |, /, /, --, |, |, \, |, \, --, --, /, --, \, /, --, /, |, |.
 The photons in the light traps will remain hidden until you use a Polaroid filter to “let the photon out”.
 Handout example of quantum money (from Singh’s text p. 335).
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 Quantum Money (cont.)
 Suppose a counterfeiter wishes to make a fake $1 bill. If the counterfeiter tries to put in a random sequence of 20 polarized
 photons into the bill’s light traps, the probability of guessing the correct filter sequence is (1/4)20 = 9.09495×10-13.
 The only way to measure the correct polarization of a photon in a light trap is to choose the right Polaroid filter.
 For example, if the photon in a light trap has polarization |, the counterfeiter must choose the | filter to be right.
 If the counterfeiter picks --, no light will emerge, so the filter must be one of the other three possibilities.
 If the filter chosen by the counterfeiter is / or \, and the light makes it through, the counterfeiter will guess wrong!
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 Quantum Money (cont.)
 Thus, the counterfeiter must know the correct orientation of the Polaroid filter to figure out a photon’s orientation, but doesn’t know which orientation to choose, since the photon’s polarization is not known!
 This difficulty in measuring a photon’s polarization is related to physicist Werner Heisenberg’s (1901-1976) Uncertainty Principle, which basically says that we cannot know every aspect of a particular object with absolute certainty!
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 Quantum Money (cont.)
 The security of quantum money relies on the fact that a counterfeiter needs to be able to measure the original dollar bill accurately and then reproduce it!
 Since the bill’s photon polarizations are almost impossible to measure exactly, the bill cannot be copied.
 So how about the bank? How do they know a bill is authentic? A bill’s serial number is kept on file, along with the correct
 polarization of the light traps. The filters can be set to check the bill - incorrect polarizations of
 photons (as in a fake bill) will show up as blocked photons. If the bill is authentic (no errors in reading photons), it can be put
 back into circulation.
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 Quantum Money (cont.)
 A natural question one might ask is - how feasible is quantum money?
 Right now, it is not feasible, due to lack of proper technology to keep photons in a certain polarized state for a long time and cost to implement.
 It could cost approximately one million dollars per bill (according to Simon Singh).
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 Quantum Cryptography
 Although quantum money never took off, a related idea which owes its existence to quantum money is quantum cryptography.
 After several unsuccessful attempts to publish a paper on quantum money, Weisner showed the paper to Charles Bennett, a friend from undergraduate school.
 Bennett’s interests included biology, biochemistry, chemistry, physical chemistry, physics, mathematics, logic, and computer science.
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 Quantum Cryptography (cont.)
 During the 1980’s, while a fellow at IBM’s Thomas J. Watson Laboratories, Bennett kept thinking about the idea of quantum money.
 He mentioned this idea to a colleague, Gilles Brassard, a computer scientist at the University of Montreal.
 Bennett and Brassard began to realize that if a message were encrypted as a sequence of polarized photons, then due the uncertainty in being able to accurately read the photons’ polarizations without the correct filters, the message would be secure!

Page 13
                        

13
 Quantum Cryptography (cont.)
 Suppose Alice wants to send Bob the message 1101101001. For simplicity assume that Alice and Bob have two kinds of Polaroid
 detectors: Rectilinear: + Diagonal: x
 A + detector will always correctly measure photons polarized | or -- and is not capable of accurately measuring photons with polarization / or \.
 Instead, a + detector will misinterpret a diagonally polarized photon as a | or -- photon.
 As a photon passes through a rectilinear (+) detector, it will always emerge with a rectilinear polarization.
 Similar properties hold for a diagonal (x) detector! Alice and Bob agree on the following scheme for assigning 1’s or 0’s to
 polarized photons:
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 Quantum Cryptography (cont.)
 Bit 1 0
 +
 (Rectilinear)
 | --
 x
 (Diagonal)
 / \
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 Quantum Cryptography (cont.)
 To send the message 1101101001, Alice sets her filters, each according to one scheme or the other.
 For example, here is one possible polarization scheme Alice could use:
 Message 1 1 0 1 1 0 1 0 0 1
 Scheme + x + x x x + + x x
 Transmission | / -- / / \ | -- \ /

Page 16
                        

16
 Quantum Cryptography (cont.)
 If Eve wishes to intercept the message from Alice, she will be in the same position as the counterfeiter for quantum money!
 In order to read the message, Eve must set her Polaroid detectors to the correct polarization for each bit!
 Since she doesn’t know which filters are chosen by Alice, half the time Eve will be wrong, so the message cannot be accurately intercepted.
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 Quantum Cryptography (cont.)
 For example, if Eve chooses a diagonal detector (x) for the first bit of Alice’s message, which is a 1 polarized rectilinearly as |, she will see the photon’s polarization as either / or \ (fifty percent chance of either possibility).
 If Eve sees /, she will read 1, which is correct. If Eve sees \, she will read 0, which is wrong. Note also that Eve gets only one chance to measure a
 given photon as it passes through her detector!
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 Quantum Cryptography (cont.)
 Thus, we have a method to send information securely from Alice to Bob!
 At this point, the only possible drawback is that Bob also must be able to read the message correctly, so he needs to know how Alice set her filters!
 One possibility would be for Alice to tell Bob her filter settings, but this would have to be done securely, so Alice and Bob appear to have run into the problem of key distribution!
 In this case, the key is the way Alice’s filters are set, and this key must be exchanged with Bob securely!
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 Quantum Cryptography (cont.)
 By 1984, Brassard and Bennett had come up with a way to exchange information securely that could be accurately read, via polarized photons!
 Here is an outline of their scheme for quantum cryptography!
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 Quantum Cryptography (cont.)
 Step 1: Alice begins by transmitting a random sequence of 1’s and 0’s using a random choice of rectilinear (-- or |) and diagonal (/ or \) polarization schemes.
 Alice’s Message 1 0 1 1 0 0 1 1 0 0 1 1
 Alice’s Filters + + x + x x x + x + + x
 Alice’s Photons | -- / | \ \ / | \ -- | /
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 Quantum Cryptography (cont.)
 Step 2: Bob has no idea what polarization scheme has been chosen by Alice, so he randomly swaps between rectilinear and diagonal detectors.
 Alice’s Message 1 0 1 1 0 0 1 1 0 0 1 1
 Alice’s Photons | -- / | \ \ / | \ -- | /
 Bob’s Filters + x + + x x + + x + x x
 Bob’s Photons | \ -- | \ \ | | \ -- / /
 Bob’s Interpretation 1 0 0 1 0 0 1 1 0 0 0 1
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 Quantum Cryptography (cont.)
 Step 3: Alice telephones Bob and tells him which polarization scheme she used for each bit, but not what she actually sent for a given bit!
 Bob keeps only the bits in which he and Alice chose the same type of filter!
 Bob tells Alice which bits he keeps (not what they are … )
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 Quantum Cryptography (cont.)
 Step 3 (cont.) In this way, Bob and Alice have securely exchanged a (shorter) sequence of 1’s and 0’s that can be used as a key in a cryptographic scheme!
 Alice’s Message 1 0 1 1 0 0 1 1 0 0 1 1
 Alice’s Photons | -- / | \ \ / | \ -- | /
 Bob’s Filters + x + + x x + + x + x x
 Bob’s Photons | \ -- | \ \ | | \ -- / /
 Bob’s Message 1 1 0 0 1 0 0 1
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 Quantum Cryptography (cont.)
 If Eve attempts to measure the string of photons as Alice sends them to Bob, she will have to choose a detector orientation for each photon.
 Half the time she will choose incorrectly, which means that for half of the shorter string of photons that Alice and Bob agree to keep, Eve will have chosen the wrong filter!
 Thus, Eve will not be able to intercept the message correctly.
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 Quantum Cryptography (cont.)
 Try out quantum cryptography with a deck of shuffled cards. Note that when a card is looked at, only one piece of
 information can be measured from the card - suit or face value! The other piece of information will be unknown.
 Alice chooses the top card and writes down either the suit or face value.
 Eve looks at the card and writes down either the suit or face value.
 Bob looks at the card and writes down the suit or face value. Alice calls Bob and tells him what she chose “suit” or “face
 value” (not the actual suit or actual face value). Repeat…
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 Quantum Cryptography (cont.)
 In addition to being able to send information securely, quantum cryptography can be used to detect Eve’s eavesdropping!
 If Eve chooses the wrong detector scheme, then there is a chance that the photon will come through with the wrong polarization and be detected by Bob.
 For example, suppose Alice a diagonal scheme to send a photon with orientation \ and Eve uses a + detector to intercept the photon.
 The photon that is sent on to Bob will have orientation | or -, so if Bob has his detector set to x, he may measure /, which is incorrect, even though Alice and Bob have the same filter orientation!
 This will alert Bob and Alice that there is an eavesdropper.
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 Quantum Cryptography (cont.)
 In order to make sure Eve isn’t “listening in”, in practice error checking would be done as follows:
 Suppose Alice and Bob have performed the three steps outlined above to get a common string of 1’s and 0’s, say 1075 digits long.
 Alice calls Bob and reads off the first 75 digits she sent. If Bob has the same 75 digits at the beginning of his string, the
 likelihood of Eve being on the line and not being caught is (3/4)75 which is about equal to 4.2 x 10-10.
 The remaining 1000 bits would make up a securely transmitted key (known as a one time pad) that could be used to send other information securely!
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 Feasibility of Quantum Cryptography In 1988, Bennett and Brassard actually built a working quantum
 cryptographic system on a tabletop consisting of two computers (and other components such as detectors) in a dark room separated by a distance of 30 cm!
 The small distance was necessary to avoid interaction between the polarized photons and other photons in the air.
 In 1995, researchers at the University of Geneva were able to send a message securely over fiber optic cables between Geneva and the town of Nyon, 23 km away!
 More recently, scientists at Los Alamos National Laboratory have succeeded in sending a quantum message through the air over a distance of one kilometer.
 Research in quantum computing is ongoing at places such as the Johns Hopkins Applied Physics Laboratory.
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