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 Outline
 • Asymmetric Cryptography Overview
 • RSA Cryptography
 • Rabin Cryptography
 • ElGamal Cryptography
 • Elliptic Curve Cryptography
 • Knapsack Cipher
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 Encryption DecryptionPlaintextCiphertext
 Plaintext
 K K
 A B
 Symmetric Encryption Review
 Sender and receiver must share the same key – Needs secure channel for key distribution – Impossible for two parties without prior relationship
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 Limitations in Symmetric Cipher
 • Sender and receiver must share the same key– Key distribution – Find secure channels
 • Other limitation of authentication scheme– Does not have non-repudiation
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 Asymmetric Cryptography
 Encryption DecryptionPlaintextCiphertext
 Plaintext
 KE KD
 A B
 KE can be published
 KD must keep secret
 Public Key
 Private Key
 Every one know the KE can encrypt the message
 Only B know the KD can decrypt the message
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 Public Key Cryptography
 • Need the mathematical inside
 • Seem strange– Until 1976, Diffie & Hellman: New Directions in Cryptogra
 phy• public-key encryption schemes• public key distribution systems
 – Diffie-Hellman key agreement protocol
 • digital signature
 – A few years later the first system was invented, i.e. RSA
 • The most meaningful achievement in cryptography for thousand years
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 Formal Analysis
 • Encrypt rule eK is public
 • Decrypt rule dK is private
 – Every one (know eK) can encrypt using eK
 – Only the one hold dK can decrypt
 • The property of two rules eK and dK
 – dK(eK(x))=x
 – dK is the inverse of eK
 – dK is very difficult to calculate by known eK
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 One-way Function
 • One-way function F– For all xX, it is easy (P-problem) to compute F(x) – For almost all yY, finding a xX with F(x)=y is com
 putationally difficult, i.e. compute f-1 is very difficult (may be a NPC-problem)
 • Example: Factoring Problem – Given primes p and q, compute N = pq
 • This is very easy to compute, since we just multiply p and q
 – The inverse problem: given N find p and q
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 Trapdoor One-way Function
 domain targetY=f(X): easy
 X=f -1 (Y): Computationally infeasible
 X=fK-1 (Y): easy if trap-door K is known
 • One-way is insufficient !– Trapdoor is needed
 – The one know the trapdoor information can easily calculate the f-1 (P problem)
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 • The Factoring Problem
 • Quadratic Residues Problem
 • The Discrete Logarithm Problem
 – In Zp
 – In elliptic curves
 • Knapsack Problem
 We Will Considered Here!
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 Outline
 • Asymmetric Cryptography Overview
 • RSA Cryptography
 • Rabin Cryptography
 • ElGamal Cryptography
 • Elliptic Curve Cryptography
 • Knapsack Cipher
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 A Naive RSA Idea
 • Encryption– 237 mod 77=51– c = me mod n
 • Decryption– 5113 mod 77=2– m = cd mod n
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 Further Naive RSA
 • dK(eK(m)) = m• dK(eK(m)) = (me mod n)d mod n = med mod n = m ?
 • m(n) mod n = 1 mt(n) mod n = 1• m(n)+1 mod n = m ed = t(n)+1
 ed = 1 mod (n)
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 RSA Example
 • Choose N=77 N=77=711 and (77)=610=60
 • Choose e=37 d=e-1 (mod 60)=13
 • Encrypt m=2 237 mod 77=51
 • Decrypt c=51 5113 mod 77=2
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 RSA Overview
 • Invented in 1978 by Ron Rivest, Adi Shamir and Leonard Adleman– Published as R L Rivest, A Shamir, L Adleman, "On Di
 gital Signatures and Public Key Cryptosystems", Communications of the ACM, vol 21 no 2, pp120-126, Feb 1978
 • Security relies on the difficulty of factoring large composite numbers
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 RSA Description
 • Key Generation– Find two large random primes p and q, npq, (n)
 (p-1)(q-1)– Choose random e (1<e<(n)) s.t. gcd(e, (n)) = 1– Find d=e-1 mod (n)– (n, e) is public key– (d,p,q) is private key
 • Encryption c = Ee(m) me (mod n)
 • Decryption m=Dd(c) cd (mod n)
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 Why RSA Does Work?
 • Need to show that med m (mod n) when ed 1 (mod (n)) and n=pq
 • Proof: med mt(n)+1 (mod n) m (mod n)?– m(n) =1 mod n if xZn
 *
 – But if m Zn\Zn*?
 – gcd(m,n) 1 gcd(m,p) 1 or gcd(m,q) 1 m is cp or cq
 – for x=cp: gcd(x,q)=1• mt(n) mt(n)=(m(q))t(p) =(1 mod q)t(p) =1 mod q mt(n)=1+kq mt(n)m=m+kqm = m+kcn m mod n
 – for m=cq…
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 RSA Implementations
 • Considering the following operations, where n is a k-bit integer and 0x, yn-1
 – x y mod n O(k)– xy and x/y mod n O(k2)– gcd(x,y) O(k3) – x-1 mod n O(k3) – xc mod n (c<n) O((c-1)k2) c is O(n) too large!
 – primes generation
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 Efficient Exponentiation
 • Computing (x)c mod n– Example: suppose that c=53=110101– x53=((x13)2)2·x=(((x3)2)2·x)2)2·x =(((x2·x)2)2·x)2)2·x mod n
 • Square-and-Multiply algorithm– Represent c as bit string ck-1 … c0
 – xc = xck-12k-1
 +…+c12+c0
 – xc = xck-12k-1
 … xc12 xc0
 – If ci = 1 then x2i
 ((x2)2)2… ?
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 Square-and-Multiply Algorithm
 z = 1
 for i = k-1 downto 0 do
 z = z2 mod n
 if ci = 1 then z = zx mod n
 How many multiplications? k and T(n)=O(k3)
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 Square-and-Multiply Example
 i ci z
 5 1 1 5
 4 1 25 mod 7 = 4 20 mod 7 = 6
 3 0 36 mod 7 = 1 1
 2 0 1 1
 1 1 1 5
 0 1 25 mod 7 = 4 20 mod 7 = 6
 • Calculate 551 mod 7 efficiently
 51 = 110011 = 25 + 24 + 21 + 20
 551 = ((((52)2)2)2)2 (((52)2)2)2 52 51
 = 6 mod 7
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 Generating Large Primes
 • Randomly generate a large odd number• Then test whether it is prime
 • How many random integers need to be tested?– Roughly every ln p integers has a prime
 • For a 512 bit p, ln p = 355. on average, need to test about 177=355/2 odd numbers
 • Need to solve the Primality testing problem
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 Testing Primality
 • Miller-Rabin(n) algorithm (Fermat Test)
 • n is prime an-11 mod n
 • n-1=2km and an-1=((am)2)2…– am 1 mod n an-11 mod n– ((am)2)2… 1 mod n an-11 mod n
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 Rabin-Miller Test
 • Determine if a given number n is prime– Write n-1 as 2km, with m odd– Choose a random integer a, 1 a n-1– b ← am mod n– if b=1 then return “n is prime”– compute b, b2,b4,…,b2^(k-1), if we find -1, return
 “n is prime”– return “n is composite”
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 Why Rabin-Miller Test Work?
 • Claim: If returns “n is composite”, then n is not a prime• Proof: if we choose a number n and returns composite
 – Then am1, am-1, a2m-1, a4m-1, …, a2^{k-1}m-1 (mod n)
 – Suppose n is prime,– Then an-1=a2^{k}m=1 (mod n)– There are two square roots modulo n: 1 and -1 a2^{k-1}m =
 1 (mod n)– There are two square roots modulo n: 1 and -1 a2^{k-2}m =
 1 (mod n)– …– Then am = 1 (contradiction!)– so if n is prime, the algorithm will not return “composite”
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 Bias to YES
 • Bias to YES – If n is prime, the Rabin-Miller Test must return “prime”– But an-1 1 mod n does not prove n is prime– A composite number pass the test with 1/4 prob
 – We can test many times to decrease the error probability!
 • But there are some non-primes!– Carmichael Numbers: 561, 645, 1105, …
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 Monte Carlo Algorithms
 • A yes-biased Monte Carlo algorithm is a randomized algorithm – A “yes” answer is always correct– A “no” answer may be incorrect– Error probability for the algorithm is the max among
 all instance
 • A no-biased Monte Carlo algorithm is defined similarly• A Las Vegas algorithm may not give an answer, but any
 answer it gives is correct
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 • Goals:– Recover secret key d
 • Brute force(Infeasible)• Mathematical attacks
 – Decrypt one message
 – Learn some information from ciphertexts
 Cryptanalysis of RSA
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 (n) Implies Factorization
 • Knowing both n and (n), one knows – n = pq (n)=(p-1)(q-1) = pq – p – q+1= n – p – n/p+1– p(n) = np – p2 – n + p– p2 – np + (n)p – p + n = 0– p2 – (n – (n) + 1)p + n = 0
 • There are two solutions of p in this equation• Both p and q are solutions
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 Factoring Large Numbers
 • Three most effective algorithms– quadratic sieve:
 • O(e(1+o(1))sqrt(ln n ln ln n)) • n is around 21024, O(e68)
 – elliptic curve factoring algorithm• O(e(1+o(1))sqrt(2 ln p ln ln p)), where p is the smaller• n=pq and p,q are around 2512, O(e65)
 – number field sieve• O(e(1.92+o(1)) (ln n)^1/3 (ln ln n)^2/3), • n is around 21024, O(e60)
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 Some Pioneer Algorithms
 • Factor idea: find the factor by gcd(x, n)– Pollard p-1 algorithm– Pollard algorithm– Another idea:
 • If x2y2 (mod n), then n | (x-y)(x+y)• gcd(x-y,n) has a nontrivial factor of n
 – Dixon random square algorithm
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 Pollard p-1 Algorithm
 • If there is a prime p and p|n– Suppose every prime that divides p-1 is B– Then (p-1) | B!
 • let a = 2B! (mod n) – 2p-1 1 (mod p) and (p-1) | B! 2B! 1 (mod p)– a = 2B! (mod n) and p|n a 2B! (mod p) 1 (mod p)– So p | a-1 p | gcd(a-1, n)
 • Hence: gcd(2B!-1 mod n, n) is a factor of n
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 Pollard p-1 Algorithm
 • Pollard p-1 Factoring Algorithm (n, B)
 a = 2
 for j = 2 to B
 a = aj mod n /* a=2B! mod n */
 d = gcd(a-1, n)
 if 1 < d < n
 then return (d)
 else return (“failure”)
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 • The successes probability of Pollard p-1 rely on– Value of B
 • If B is large enough, such as B=n1/2
 – The success probability is 1– The complexity of Pollard p-1 is O(B?)
 • p-1 should have large prime factors – Secure prime is like p=2p1+1 where p and p1 are
 primes
 Pollard p-1 Analysis
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 • Idea: Find x, x’ with xx’ and xx’ mod p, then gcd(x-x’, n) is p with high probability
 • Prototype 1: Produce a subset XZn(|X|=p) randomly, and compute gcd(x-x’,n) for all x,x’X
 – Need compute C|X|2=p gcds
 Pollard Algorithm
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 • Prototype 2: Use a polynomial function to generate a list
 – Example: f(x)=x2+1, xj = f(xj-1) mod n, x1=1
 – Properties: if xixj mod p, xi+!xj+1 mod p
 • xi(j)+1 mod p = (f(xi(j)) mod n) mod p = f(xi(j)) mod p
 • f(x) is polynomial function xixj mod pf(xi)f(xj) mod p
 Pollard Algorithm
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 0, if xixj mod p, xi+xj+ mod p
 – Can find p by compute the gcd(xi-xj,n) xixj
 i=1j i gcds, j is the position of first collision
 – At worst case, need compute p gcds
 x1 mod p ……x2 mod p Xi(j) mod p xi+1 mod p ……
 Pollard
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 Pollard
 • Need not find the first collision
 • Can compute gcd(x2i-xi,n) until find the collision
 – The interval between x2i and xi is i
 – i is incremental by 1, so there must a i=t is the period of circle in – Only need p gcds
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 Pollard Algorithm
 • Pollard -1 Factoring Algorithm (n, x1)
 • x=x1
 x’=f(x) mod n
 p=gcd(x’-x, n)
 while p=1
 x=f(x)
 x’= f(x’) mod n
 x’= f(x’) mod n
 p=gcd(x’-x, n)
 If p != n then return (p) else return (“failure”)
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 Pollard Example
 • Example: n=7171
 • f(x)=x2+1 and x1=1
 • 1 2 5 26 667 6557 4105 6347 4903 2218 219 4936 4210 4560 4872 375 4377 4389 2016 5471 88
 • 1 2 5 26 38 25 58 28 4 17 6 27 21 16 44 20 46 58 28 4 17
 • gcd(2218 – 88, 7171) = gcd(2130, 7171) = 71
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 Dixon Random Square
 • Example: n=15 770 708 441– 8 340 934 1562 37 mod n
 – 12 044 942 9442 2713 mod n
 – 2 773 700 0112 2313 mod n
 – 9 503 435 7852 5462 mod n
 – gcd(9 503 435 785-546, 15 770 708 441) = 115 759
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 Dixon Random Square Algorithm
 • Select a factor base B={b smallest primes}={p1,…,pb}
 • Find {z1,…,zc} s.t. zj2 mod n=p1
 a1jp2a2j…pb
 abj
 – z2 approach n– z=j+kn j=0,1,2,…,k=1,2,…– z=kn k=1,2,…; Now -1 need to be added into B
 • Let j=(a1j mod 2, a2j mod 2,…,abj mod 2)
 – Find a linear relation i1+i2+…+ik mod 2=(0,0,…,0)
 • Get x2y2 mod n based above linear relation
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 Dixon Random Square Example
 • n=1829• B={-1,2,3,5,7,11,13} n=42.77,2n=60.48,3n=74.04,4n=85.53, So
 let z=42,43,60,61,74,75,85,86– z1
 2=422-65=(-1)513 1=(1,0,0,1,0,0,1)– z2
 2=43220=225 2=(0,0,0,1,0,0,0)– z3
 2=61263=327 3=(0,0,0,0,1,0,0)– z5
 2=852-91=(-1)713 5=(1,0,0,0,1,0,1)• (42436185)2(235713)2 (mod 1829)• gcd(1459+901,1829) = 59
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 Dixon Algorithm Complexity
 • Definition: n is m-smooth if all prime factors of n m. (n,m) is the m-smooth integers n (n,m)/n1/uu where u=logn/logm=r/s
 • Complexity:– Find {z1,z2,…,zc} cb where b=|B|=(m)m/lnm
 • buursmrm2uu
 – Others (find x2y2 mod n and gcd)• rimj
 – Select m: let srlog2r
 • O(e(1+O(1))ln n lnln n)
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 Another Factoring
 • Factoring If Knowing e and d:
 – ed 1 (mod (n)) ed – 1 = 2s r (r is odd)
 • Choose w at random with 1<w<n-1– if w not relative prime to n then return gcd(w,n)– if gcd(w,n)=1, w2^s r mod n = ?
 • Compute wr, w2r, w4r, …, until find w2^t r 1 (mod n)
 • Get a v0 s.t. v02 1 (mod n) v01
 • Fails if v0 -1 (mod n)
 • Otherwise, v0 is the nontrivial square roots of 1 mod n
 • Computing gcd(v0+1,n) and gcd(v0-1,n)
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 Factoring Knowing e,d: Example
 • Input: n=2773, e=17, d=157
 • ed-1=2668=22 667 (r=667)• Pick random w, compute wr mod n
 – w=7, 7667=1 no good– w=8, 8667=471, and 4712=1 mod 2773
 • 471 is a nontrivial square root of 1 mod 2773– compute gcd(471+1, 2773)=59– gcd(471-1, 2773)=47
 • 2773=5947
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 • Goals:– Recover secret key d
 • Brute force(Infeasible)• Mathematical attacks
 – Decrypt one message
 – Learn some information from ciphertexts
 Cryptanalysis of RSA
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 Small encryption exponent e
 • When e=3, Alice sends e(m) to three people– public keys (e, n1), (e, n2), (e,n3)
 – c1 = m3 mod n1, c2 = m3 mod n2, c3 = m3 mod n3
 • An attacker can compute a solution by
 x c1 mod n1
 x c2 mod n2
 x c3 mod n3
 • The solution x modulo n1n2n3 must be m3
 • Countermeasure: padding required

Page 49
                        

Zhijun Li S1034040/Autumn08/HIT 49
 Forward Search Attack
 • If the message space is small– Can create a dictionary of encrypted messages– Know public key
 • Attacker ‘sees’ a message on the network• Compares the encrypted messages• Can find the plaintext
 • Countermeasure: padding required
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 RSA Problem
 • Intuition: Attack RSA is equivalent to factorization• However: NO proof
 • The RSA Problem: Given n=pq; gcd(e, (p-1)(q-1))=1; c, find m such that mec (mod n)– Security of RSA depends on RSA problem, N
 OT the factorization– Rabin cipher is a provable cipher

Page 51
                        

Zhijun Li S1034040/Autumn08/HIT 51
 • Goals:– Recover secret key d
 • Brute force(Infeasible)• Mathematical attacks
 – Decrypt one message
 – Learn some information from ciphertexts
 Cryptanalysis of RSA
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 Semantic Security of RSA
 • RSA encryption is not semantically secure because it is deterministic
 • Encryption xe mod n leaks information about x !– It leaks the Jacobi symbol of x
 – But this is not a concern!
 xe
 Nxp=
 xe
 pxe
 q =xq
 xN=
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 Semantic Insecurity of RSA
 • RSA is insecurity if it leak the information half(y) (y=ek(x)) – half(y)=0 if 0x<n/2; half(y)=1 if n/2<xn-1
 • RSA Decryption (n,e,y)
 k=log2n
 for i=0 to k {h[i]=half(n,e,y); y=(y2e) mod n}
 lo=0; hi=n;
 for i=0 to k {mid=(hi+lo)/2;
 if(h[i]==1) then{lo=mid} else{hi=mid}}
 return hi
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 Why Half Can Work?
 • RSA Property: ek(x1)ek(x2)=ek(x1x2)
 • h[0]=0half(ek(x))=0x[0,n/2)
 • h[1]=0half(ek(2x))=0x[0,n/4)[n/2,3n/4)
 • h[2]=0half(ek(4x))=0x[0,n/8)[n/4,3n/8)[n/2,5n/8)[3n/4,7n/8)
 ……
 • Example: n=1457, e=779, y=722• h[i]=[1,0,1,0,1,1,1,1,1,0,0]
 • x = 999.55 = 999
 i lo mid hi
 0 0.00 728.50 1457.00
 1 728,50 1092.75 1457.00
 2 728,50 910.62 1092.75
 … … … …
 998.84 999.95 999.95
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 A Semantic Public Key Cipher
 • A One-way function f:{0,1}k{0,1}k
 • A random function g:{0,1}k{0,1}m
 • P={0,1}m, C={0,1}k{0,1}m
 • Encryption: Select a random r{0,1}k
 eK(x) = (y1,y2) = (f(r),G(r)x)
 • Decryption: dK(y1,y2) = G(f-1(y1))y2
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 A Semantic Public Key Cipher
 • Semantic Security: – Information of x is NOT leaked because G(r)– G(r) relay on all bits of r
 – y1=f(r), f is one-way
 – Know something of y1 did NOT find r
 – Must data expansion and randomness
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 Outline
 • Asymmetric Cryptography Overview
 • RSA Cryptography
 • Rabin Cryptography
 • ElGamal Cryptography
 • Elliptic Curve Cryptography
 • Knapsack Cipher
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 Rabin Cryptography Motivation
 • The Rabin encryption scheme is provably secure if factoring is hard
 • Idea: rather than using an odd prime as e, uses 2– f(x)=x2 mod n– This is not a special case of RSA
 • This function is not 1-to-1• gcd(2,(n))1
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 Rabin Cryptgraphy
 • Public key: n• Privacy key: p, q s.t. n=pq• Encryption: compute c=m2 mod n• Decryption: compute the square roots of c
 – How many are there? (4)– When pq3 (mod 4), deterministic algorithm
 s exist to compute the square roots
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 Rabin Decryption
 • When pq3 (mod 4)• (y(p+1)/4)2 y(p+1)/2 mod p
 y(p-1)/2y mod p y mod p
 • Example: n=77, c=23– 23(7+1)/4 22 4 mod 7– 23(11+1)/4 13 1 mod 11– Use CRT: 4 plaintexts: 10, 32, 45, 67
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 The Security of Rabin Cipher
 • Factoring T Rabin decryption
 • Rabin Factoring(n)
 Select a random rZn*
 y=r2 mod n
 x=Rabin Decrypt(y)
 if (xr mod n)
 then return “failure”
 else {p=gcd(x+r,n); q=n/p; return “p,q”}
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 The Security of Rabin Cipher
 • Remark of Rabin Factoring(n)– x=r; wr (prob. 0.5) – w is the nontrivial square roots of 1 mod n– x2r2 mod n xr
 gcd(x+r,n) must return p
 – A Las Vegas algorithm with correct prob. 1/2
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 Other Remarks of Rabin
 • Decryption:– Need Redundancy
 • Four square root is a legitimate message
 – pq3 (mod 4)
 • Efficiency:– Encryption very fast– Decryption is comparable to RSA decryption
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 Outline
 • Asymmetric Cryptography Overview
 • RSA Cryptography
 • Rabin Cryptography
 • ElGamal Cryptography
 • Elliptic Curve Cryptography
 • Knapsack Cipher
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 ElGamal Overview
 • Published in 1985 by ElGamal– T. ElGamal, "A Public Key Cryptosystem and
 a Signature Scheme Based on Discrete Logarithms", IEEE Trans. Information Theory, July 1985
 • One-way function– Discrete Logarithm Problem(DLP)
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 Discrete Logarithm Problem
 • Definition: – Given a group (G, *), gG and ord(g)=n – Find the unique integer x, 0 x n-1 s.t.
 gx mod n = y
 x is the discrete logarithm (x=loggy)
 • Example:
 – Zp*, where p is a 1024-bit prime
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 ElGamal Key Generation
 • Generate a large random prime p
 • Find a generator g of the Zp*
 • Select a random a, 1ap-2• Compute ga mod p
 • Public key is (p, g, =ga)• Private key is a
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 ElGamal Encryption & Decryption
 • Encrypt a message m:– Selects a secret random integer k, 1 k p-1
 – eK(m, k)=(c1,c2)
 – c1= gk (mod p); c2=m·()k (mod p)
 • Decryption:– Receiving (c1,c2), Computes the message
 – m=c2(c1a)-1 (mod p)
 c2 (c1a)-1 = m gak g-ka = m mod p
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 ElGamal Example
 • Bob select p=97 and a generator g=5 • Bob selects a=58 and computes ga =558=44 mod 97 • Bob publishes (97,5,44), and the private key is a = 58
 • Alice wants to encrypt m=3 to Bob • Alice selects a random number k=36 and Alice computes
 c1 = 536 = 50 mod 97
 c2 = 75·3 mod 97 = 31 mod 97 where 4436=75 mod 97
 • Alice sends {50,31} to Bob
 • Bob computes I=5058=75 mod 97 and I-1 = 22 mod 97 • Bob computes m = 31·22 = 3 mod 97
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 Remark of ElGamal
 • Security– Based on the intractability of DLP
 • Other Properties– Expansion:
 • Ciphertext is double size of original message
 – Randomization: • Each m has p-1 possible different encryptions
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 ElGamal Security
 • Solve the DLP– Generic algorithm– Specific algorithm
 • Semantic Security– Indistinguishability
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 Algorithms for Solving DLP
 • Generic algorithms– Work for every cyclic group– Shanks’ Algorithm– Pollard
 • Specific algorithms
 – Work just for some groups such as Zp*
 – Index calculus algorithm
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 Shanks’ Algorithm
 • SHANKS(G, n, , ) // Time/memory trade-off
 m ceil(n)for j 0 to m-1
 compute mj
 list L1 sorted wrt second coordinate {(j, mj)}
 for i 0 to m-1
 compute -i
 list L2 sorted wrt second coordinate {(i, -i)}
 find (j, y) L1 and (i, y) L2 for same y
 log (mj + i) mod n
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 Why Shanks Can Work?
 • Correctness: <> 0 log n-1
 – log n-1 m2-1=m(m-1)+m-1
 mj = y = -i mj+i = – 0 j, i m-1, mj+i = {0, … ,m(m-1)+m-1} – So j,i, if <>,then log = mj + I
 • Complexity:– T(n) = O(mlogm) = O(nlogn/2)– S(n) = O(m) = O(n)
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 Pollard- Algorithm
 • Finding yi=yj (yi=y2i)
 • y is what?– Need maintaining y=ab
 – y=axb = a+xb when x=log
 – yi=aibi = aixbi = ai+xbi
 • yi=y2i ai+xbi = a2i+xb2i
 ai+xbi a2i+xb2i mod n
 • If gcd(b2i- bi , n)=1, x=(ai- a2i)(b2i- bi)-1 mod n
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 How to get y = ab ?
 • A procedure f(y,a, b) and (y0,a0,b0) = (1,0,0)
 /*it is random function, maintaining y = ab */
 if yS1
 f (y, a, (b+1) mod n)
 else if yS2
 f (y2, 2a mod n, 2b mod n)
 else
 f (y, (a +1) mod n, b)
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 Pollard- Algorithm
 • Pollard DL (G, n, , ) Partition G = S1 S2 S3
 (y1, a1, b1) = f(1, 0, 0) (y2, a2, b2) = f(y1, a1, b1) while y2 y1
 (y1, a1, b1) = f(y1, a1, b1) (y2, a2, b2) = f(f(y2, a2, b2))
 If gcd(b2-b1, n) 1 return (failure) else return ((a1 –a2)(b2 – b1)-1 mod n)
 Complexity?
 T(n) = O(nlog2n)
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 Index-Calculus Algorithm
 • Compute sp1c1p2
 c2…pBcB (mod p)
 – s is random and 1sp-2
 – log+s c1logp1+…+cBlogpB (mod p-1)
 • Compute logpi:
 xjp1a1jp2
 a2j…pBaBj (mod p)
 – xja1jlogp1+…+cBjlogpB (mod p-1)
 – Some congruence equations
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 Index-Calculus Example
 • Example: log59451 in Zp*, p=10007
 – s=7736– 945157736 mod 10006 = 8400 = 24315271
 – log59451 =
 4log52+log53+2log55+log57-7736 mod 10006
 = 6057
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 Index-Calculus Remark
 • Complexity:– T(n)=O(e(1+O(1))lnp lnlnp)– Very efficient at some time
 • Limitation:
 – Only can be used in Zp*

Page 81
                        

Zhijun Li S1034040/Autumn08/HIT 81
 Semantic Security of ElGamal
 • ElGamal is not semantically secure!
 – =
 – =
 – = -1
 – is known
 c2
 pmp
 p
 k
 c1
 pgp
 k
 gp
 p
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 Indistinguishable ElGamal
 • Idea:– If m is quadratic residue– If is also a quadratic residue
 – ElGamal is defined in Qp
 – Qp={ga| a is even}
 – Qp is a cyclic subgroup of Zp*
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 Indistinguishable ElGamal
 • Why indistinguishable?
 – mQp is quadratic residue
 =g2a mod p Qp • g = g2
 • 2a is even
 – c1 = k = g2ak mod pQp • 2ak is also even
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 Another Choice of Parameters
 • In Zp*– Use an element of order q and q|(p-1)
 – Such as g=g(p-1)/q (|Qp| = (p-1)/2 (p-1)/q=2)
 – DLP in the subgroup of Zp*
 • Why? – Security: p needs to be large enough for hard DLP
 • p is1024 bits– Size: the small group, so that the index is short
 • q is 160 bits
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 Outline
 • Asymmetric Cryptography Overview
 • RSA Cryptography
 • Rabin Cryptography
 • ElGamal Cryptography
 • Elliptic Curve Cryptography
 • Knapsack Cipher
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 Elliptic Curve Cryptography
 • ECC is also based on the DLP:– The DLP over the elliptic curve group
 • Remark of ECC:– The efficient attacks are not known – Efficient than other ElGamal cryptography – DLP over elliptic curves are very HOT
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 Elliptic Curve Group
 • G=<S,+>– S is the points in elliptic curves– + is the addition over points – G forms an abelian group
 • The exponent is defined as
 ka = a+a+…+a
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 Elliptic Curves
 • Definition: A elliptic curve is the set E of points (x,y)RR s.t.
 y2=x3+ax+b a,bR together with a point O at infinity
 • Remark of a, b:– If 4a3+27b20
 • x3+ax+b=0 has 3 distinct solutions
 – If 4a3+27b2=0• It is called a singular elliptic curve
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 Elliptic Curve Example
 Roots of x3-x=0
 y2=x3-x
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 Addition on Elliptic Curve
 • Definition: We define a binary operation + on a curve E as:– If P = (x,y), then – P=(x,-y)
 • P + (-P) = O
 – O servers as the identity (zero) • O+P = P+O = P
 – If Q -P Q O• What P+Q?
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 Why not P+Q=R?
 If P+Q = R R-Q = PHowever, R+Q = P
 R-Q = R+Q ?
 R
 P+Q in E
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 P+Q in E
 (x1, y1)
 (x2, y2)Line function: (x, x+)
 Solve y2=x3+ax+b
 y = x+
 x3-(x+ )2+ax+b=0
 (x-x1)(x-x2)(x-x3)=0x3-(x1+x2+x3)x2+… x1+x2+x3=2
 x3=2-(x1+x2)
 =(y2-y1)/(x2-x1)x3= 2-x1-x2
 (-y3)-y1= (x3-x1)y3= (x1-x3) -y1
 (x3, x3+)

Page 93
                        

Zhijun Li S1034040/Autumn08/HIT 93
 P+Q in E
 P
 2P
 (x1, y1) (x, x+)
 =(3x12+a)/2y1
 x3= 2-2x1
 (-y3)-y1= (x3-x1)y3= (x1-x3) -y1

Page 94
                        

Zhijun Li S1034040/Autumn08/HIT 94
 Elliptic Curve Modulo a Prime
 • In cryptography:– Discrete and Finite– Instead of using real numbers– Use numbers modulo a prime
 • Elliptic curve modulo a prime: – The points are all in some structures (Zp)
 – + is defined using the same formulas
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 Elliptic Curve over Zp
 xR=2-xP-xQ mod p
 yR=(xP-xQ)-yP mod p
 Where =(yQ-yP)/(xQ-xP) mod p if PQ
 =(3xP2+a)/2yP mod p if P=Q
 • P+O = P
 • If P=(xP, yP), then P + (xP, -yP) = O
 • If P=(xP, yP), Q=(xQ, yQ), R=P+Q=(xR, yR) is
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 Discrete EC over Zp
 y2 mod 23=x3+x+1 mod 23
 (9,7) in EC
 72 mod 23 = 93+9+1 mod 23
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 DLP over Elliptic Curve Group
 k in Zp k in Elliptic Curve Group
 • kP (k) is defined as repeated addition– 4P = P+P+P+P
 • DLP in Elliptic Curve Group is defined as:– Finding k given Q, P with Q=kP– IS “easy” to compute Q given k and P– BUT hard to find k given P and Q
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 Elliptic Curve Cryptography
 • Select suitable curve & point G s.t. nG=O• Chooses private key nA< n• Computes PA=nAG
 • Encode message m as a point Pm
 • Encrypt Pm :
 Cm={kG, Pm+kPA}, k random• Decrypt Cm :
 Pm+kPA–nA(kG) = Pm+k(nAG)–nA(kG) = Pm
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 ECC Example
 • EC curve on Zp : y2 = x3 - x + 188• G = (0, 376), p = 751• A’s public key PA = (201, 5)
 • Plaintext Pm=(562, 201)• B selects random k=386, then encrypt Pm as
 Cm = {kG, Pm+kPA} = {386(0,376), (562, 201)+386(201, 5)} = {(676, 558), (385, 328)}
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 Remarks of ECC
 • Availability– Data Expansion
 • ElGamal: 2 times expansion• ECC: 4 times expansion
 – If m can not be encoded into Pm
 • Implementation– kP: Double-and-Add algorithm
 • Security
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 PointCompress of ECC
 • Idea: – Given x, y can be computed by square roots– y and p-y: one is even, one is odd– So only y mod 2 is needed
 • PointCompress: E\{O} Zp Z2
 – PointDecompress(x,i) zx3+ax+b mod p; y=z mod p if y i mod 2 then return (x,y) else return (x, p-y)
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 ECIES
 • Elliptic Curve Integrated Encryption Schema:– Encryption:
 • Select random k
 • eK(m,k) = (PointCompress(kP), mx0 mod p)
 • kQ=(x0,y0) and x00
 – Decryption: c=(c1,c2)
 • m = dK(c) = c2(x0)-1 mod p
 • (x0,y0)=aPointDecompress(c1)
 • Data expansion 2
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 kP: Double-and-Add(Sub)
 • Example: – Q=11P=(8+2+1)P=(123+022+121+120)P– Q=2(2(2(1P)+0P)+1P)+1P
 – Q=11P=(16-4-1)P=(124+023+-122+021+-120)P
 – Q=2(2(2(2(1P)+0P)+-1P))+0P)+-1P
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 kP: Double-and-Add(Sub)
 • Double-and-Add(Subtract) (P, (cl-1,…,c0))
 – Q=0– for i=l-1 downto 0 do
 Q=2Q
 if ci=1 then Q=Q+P
 if ci=-1 then Q=Q-P
 – return Q
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 ECC Security
 • Brute force:
 – An elliptic curve over Zp will have p points
 – p+1-2p |E| p+1+2p
 • Solving DLP in ECG:– Generic algorithm– Index calculus algorithm is NOT useful– Only infant
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 Outline
 • Asymmetric Cryptography Overview
 • RSA Cryptography
 • Rabin Cryptography
 • ElGamal Cryptography
 • Elliptic Curve Cryptography
 • Knapsack Cipher
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 Knapsack Problem
 • Knapsack Problem: [Merkle, Hellman 78]
 – Given positive integers a1, a2 , …, an and a positive integer b
 – Find a subset of a’s that sum to b
 b=ai1+ai2+…+aik
 – NPC problem
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 Knapsack Encryption
 • Message: m = (x1, …., xn) (bit vector)• Knapsack vector(key): a = (a1, …., an)• Encryption: c = x1a1 + x2a2 + …+ xnan
 • Decryption: – Finding subset of ai’s that sum to b– Message bits corresponding to i’s are 1
 • Trapdoor Information?
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 • a = (a1, …., an) where for all i,
 ai > a1+ a2 + … + ai - 1
 • If a is superincreasing, solve knapsack problem
 for i = n to 1 if b >= ai then bi = 1 b = b – ai
 elsebi = 0
 Superincreasing Knapsack
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 Disguise the Knapsack
 • Instead of using superincreasing a = (a1, …., an) • Use c = (ta1 mod m, …., tan mod m) to encrypt
 – where m > a1 + a2 + … + an – t is random and gcd(t,m)=1 – t-1 is the inverse mod m
 • Alice publishes c as her “public knapsack”• Alice keeps the (a, t, m) secret
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 Knapsack Decryption
 • Receive a ciphertext:
 c = x1c1 + x2c2 + …+ xncn
 • Alice decrypts by:
 – t-1 b mod m = t-1x1c1 + t-1x2c2 + …+ t-1 xncn
 – c=(ta1 mod m, …., tan mod m)
 – t-1 b mod m = x1a1 + x2a2 + …+ xnan
 – Get xs (superincreasing knapsack)
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 Knapsack Cipher Example
 • Private key: (3, 5, 9, 20, 44) t = 67, m = 89
 t-1 = 4 since 67 * 4 = 1 mod 89 3 * 67 = 201 mod 89 = 23, …
 • Public key: (23, 68, 69, 5, 11)
 • Encryption: M = (01011) C = 68 + 5 + 11 = 84
 • Decryption: C * 4 = 69 mod 89
 = 5 + 20 + 44 = (01011)
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 Knapsack Cipher Security
 • Intuition:– Knapsack security rely on knapsack problem(NPC)
 • BUT– Adversary only need find the superincreasing knapsack– Shamir [1983] showed this is a P problem
 • Lesson:– A cipher uses a provably hard problem– Dose NOT mean there isn’t a way of breaking it
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 Summary
 • RSA Cipher– Factoring Problem
 • Rabin Cipher– Quadratic Residue Problem
 • ElGamal Cipher– ElGamal– ECC– Discrete Log Problem
 • Knapsack Cipher– Knapsack Problem
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 Homework
 • HTTP URL http://cst.hit.edu.cn/cryptography
 • Due Date
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