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Public-key cryptography 1

CHAPTERCHAPTER
55::PPublicublic--keykeycryptographycryptography

Rapidly increasing needs for flexible and secure transmission
ofinformation require to use new cryptographic methods.

The main disadvantage of the classical cryptography is the
need

to send a (long key through a super secure channel before

sending the message itself.

IV054

!n secret-key (symetric key cryptographyboth sender and

receiver share the same secret key.

!n public-key ryptographythere are two different keys"

a public encryption key

and

a secret decryption key(at the receiver side.
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#asic idea"!f it is infeasible from the knowledge of an
encryption algorithm ekto

construct the corresponding description algorithm dk$ then ekcan
be made public.

Toy example"(Telephone directory encryption

%tart" &ach user Umakes public a unique telephone directory
tdUto encrypt

messages for Uand Uis the only user to have an inverse telephone
directory itdU.

&ncryption"&ach letterXof a plaintext wis replaced$
using the telephone directorytdUof the intended receiver U$ by the
telephone number of a person whose name

starts with letterX.

'ecryption"easy for Uk$ with an inverse telephone directory$
infeasible for others.

IV054

nalogy"

%ecret-key cryptography1. Put the message into a box$ lock it
with a padlock andsend the box. 2. %end the key by a secure
channel.

Public-key cryptography)pen padlocks$ for each user different
one$ are freely

available. )nly legitimate user has key from his padlocks.
Transmission: Put the

message into the box of the intended receiver$ close the padlock
and send the box.

Basic idea - example
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Public Establishment o !ecret "eysPublic Establishment o !ecret
"eys

*ain problem of the secret-key cryptography"a need to make a
securedistribution (establishment of secret keys ahead of
transmissions .

'iffie+,ellman solved this problem in /0by designing a protocol
for secure key

establishment (distribution over public channels.

IV054

Protocol"!f two parties$ lice and #ob$ want to create a common
secret key$ then

they first agree$ somehow$ on a large primepand a primitive root
q#mo$p%and

then they perform$ through a public channel$ the following
activities.

1lice chooses$ randomly$ a large 1x 2p -1and computes

X& q'mo$p(

1#ob also chooses$ again randomly$ a large 1?y 2p -1and
computes

Y& qymo$p(

1lice and #ob exchangeXand Y$ through a public channel$ but
keepx, ysecret.1lice computes Y 'mo$pand #ob computesXymo$pand then
each of them

has the key K& q'ymo$p.

n eavesdropper seems to need$ in order to determinexfromX, q,
pand yfrom Y,

q, p$ to have a capability to compute discrete logarithms$ or to
compute q'yfrom q'and qy$ what is believed to be infeasible.
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)A*-+*-THE-)+,,E ATTAC")A*-+*-THE-)+,,E ATTAC"

The following attack by a man-in-the-middle is possible against
the 'iffie-,ellman key

establishment protocol.

IV054

. &ve chooses an exponent z.

3. &ve intercepts q'and qy.

4. &ve sends q.to both lice and #ob. (fter that lice
believes she has received q'

and #ob believes he has received qy.

5. &ve computes KA& q'.#mo$p%and K/& q

y.#mo$p%.

lice$ not reali6ing that &ve is in the middle$ also computes
KAand

#ob$ not reali6ing that &ve is in the middle$ also computes
K/.

7. 8hen lice sends a message to #ob$ encrypted with KA$ &ve
intercepts it$

decrypts it$ then encrypts it with K/and sends it to #ob.

0. #ob decrypts the message with K/and obtains the message. t
this point he has

no reason to think that communication was insecure.

/. *eanwhile$ &ve en9oys reading lice:s message.
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/lom0s key pre-$istribution protocol/lom0s key pre-$istribution
protocol

allows to a trusted authority (Trent to distributed secret keys
to n#n- 1% 2pairs of nusers.

;et a large primep3 nbe publically known. The protocol has the
following steps"

.&ach user Uin the network is assigned$ by Trent$ a unique
public number rU4p.

IV054

3.Trentchooses three random numbers a, band c$ smaller
thanp.

4.
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!ecure communication!ecure communication7ith secret-key
cryptosystems7ith secret-key cryptosystems

7ithout any nee$ orsecret key $istribution

(%hamir:s no-key algorithm

#asic assumption" &ach userXhas its own

secret encryption function e8

secret decryption function d8

and all these functions commute(to form a commutative
cryptosystem.

IV054

=ommunication protocol

with which lice can send a message wto #ob.

. lice sends eA #w%to #ob

3. #ob sends e/ #eA #w%%to lice4. lice sends dA #e/ #eA #w%%%
& e/ #w%to #ob

5. #ob performs the decryption to get d/ #e/ #w%% & w.

'isadvantage"4 communications are needed (in such a context 4 is
a much too

large number .

dvantage" perfect protocol for distribution of secret keys.
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Cryptography an$ Computational Comple'ityCryptography an$
Computational Comple'ity

*odern cryptography uses such encryption methods that no
>>enemy:: can haveenough computational power and time to do
encryption(even those capable to usethousands of supercomputers for
tens of years for encryption.

*odern cryptography is basedon negative and positive results of
complexity theory- on the fact that for some algorithm problems no
efficient algorithm seem to exists$surprisingly$ and for some of
?small:: modifications of these problems$ surprisingly$simple$ fast
and good enough (randomi6ed algorithms do exist.

IV054

!nteger factori6ation"@iven n#&pq%6findp, q -
unfeasible.

There is a list of Amost wanted to factor integers::. Top
current successes$ using

thousands of computers for months.

(B
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Cryptography an$ Computational Comple'ityCryptography an$
Computational Comple'ityIV054

'iscrete logarithm problem"@ivenx, y, n$ compute asuch that
yxa

#mo$ n%- unfeasible.

'iscrete square root problem"@iven y, n$ computexsuch that yx
2

#mo$ n%- infeasible in general$ easy if nis prime.

Fnapsack problem"@iven a knapsack vectorXG (x$H$xn and

knapsack capacity c$ find binary vector (b$H$bn such that

Problem is NP-hard in general$ but easy if

= =n

i ii cxb

1

= 1

11!i

j ji nixx
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9ne-7ay unctions9ne-7ay unctions

!nformally$ a function F"N-I N issaid to be one-way functionif
it is easily computable

- in polynomial time - but any computation of its inverse is
infeasible. one-way permutationis a - one-way function.

easy

x f(x

computation infeasible

IV054

( )( ) ( )( )( ) 11cr n

xffxfAP
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Trap$oor 9ne-7ay unctionsTrap$oor 9ne-7ay unctions

The key concept for design of public-key cryptosystems is that
of trapdoor one-way functions.

function f :X Yis trapdoor one-way function

1 if f and its inverse can be computed efficiently$

1 yet even the complete knowledge of the algorithm to compute
fdoes notmake it feasible to determine a polynomial time algorithm
to compute inverse

of f.

IV054

candidate"modular squaring with a fixed modulus.

-computation of discrete square roots is unfeasible in general$
but quite easy if the

decomposition of the modulus into primes is known.

)ne way to design a trapdoor one-way functionis to transform an
easy case of a

hard (one-way function to a hard-looking case of such a
function$ that can be$

however$ solved easily by those knowing how the above
transformationwas

performed.


	
8/9/2019 CHAPTER 05 - Public-key Cryptography

11/2911Public-key cryptograph

E'ample - Computer pass7or$sE'ample - Computer pass7or$s

naive solutionis to keep in computer a file with entries as

login=;!NT)N pass7or$#O%,$

that is with logins and corresponding passwords. This is
notsufficiently safe.

IV054

more safe methodis to keep in the computer a file with entries
as

login=;!NT)N pass7or$#O%, one-7ay unctionfc

The idea is that #O%, is a ?public:: password and =;!NT)N is the
only one

that knows a ?secret:: password$ say *')N$ such that

fc(MADONA G BUSH
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$%&P'()*s '+,-)&, P%../'(0.

)ne-way functions can be used to create a sequence of
passwords"

1 lice chooses a random and computes$ using a one-way
function

!$ a sequence of passwords

w$ h(w$ h(h(w$H$hn(w

1 lice then transfers securely (DDDDDD >>the initial
secret wEGhn(wto #ob.

1 The i-th authentication$ " # i # n$1% is performed as
follows"

------- lice sends wiGhn-i(w to #ob

------- #ob checks whether wi-Gh(wi.

8hen the number of identifications reaches n$ a new has to
be

chosen.


	
8/9/2019 CHAPTER 05 - Public-key Cryptography

13/29

13Public-key cryptograph

@eneral knapsack problem - unfeasible

"*AP!AC" PR9/E):@iven an integer-vectorXG (x$H$xn and an integer
c.

'etermine a binary vector BG (b$H$bn (if it exists such thatXBTG
c.

IV054

"napsack problem 7ith superincreasing ;ector < easy

Problem@iven a superincreasing integer-vectorXG (x$H$xn
(i.e.

and an integer c$

determine a binary vector BG (b$H$bn (if it exists such thatXBTG
c.

Algorithm- to solve knapsack problems with superincreasing
vectors"

orin$o7nto2$o

ic3xithen terminate Jno solutionK

else icIxi thenbi1& c c ' xi L

elsebi ( "&

icGxthen b1

else icG" thenb"L

elseterminate Jno solutionK

E'ample XG ($3$5$Q$0$43$05$3Q$370$73 cG

XG ($4$7$E$3E$5$5$ cG 353

)1!1

1>>

= ixx

i

j ji
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"*AP!AC" E*C9,+*= - /A!+C +,EA!"*AP!AC" E*C9,+*= - /A!+C
+,EA!

;et a (knapsack vector

AG (a$H$an

be given.

&ncoding of a (binary message BG (b$ b3$H$bn byAis done by
the

vectorvector multiplication"

ABT

G cand results in the cryptotext c

IV054

'ecoding of crequires to solve the knapsack problemfor the
instant given by

the knapsack vectorAand the cryptotext c.

The problem is that decoding seems to be infeasible.

&xample

!fAG (/5$ Q3$5$ Q4$ 4$ $ 70$ 5$ /4$ and B G (EEEE then

ABTG
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Another ;ie7 o the knapsack problemAnother ;ie7 o the knapsack
problem

&achknapsack vector AG (a-$H$an

defines an integer valued

knapsack-function

specified by

&xample AEG (54$3$37$5/4$E4$4E3$70$07$0/$734 f(E(405 G
f(E(EEEEE G 3 + 5/4 + E4 + 70 + 07 G 434

IV054

( ) ( ) i 2121 xxxfxf AA

{ } Nxxf nA
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,esign o knapsack cryptosystems,esign o knapsack
cryptosystems

. =hoose a superincreasing vectorX& #x16>6xn%(

3. =hoose m, usuch that m3 2xn6 gcd#m, u% & 1.4. =ompute u
-1mo$ m$X 0& #x1?6>6xn0%6xi?& ux imo$ m

diffusion

confusion

IV054

=ryptosystem" X0- public key

X, u, m- trapdoor information

&ncryption"of a binary vector of length n" c&X0
w'ecryption" compute c@ & u-1cmo$ m

and solve the knapsack problem withXand c..

;emma;etX% m% /% X.% c% c.be as defined above. Then the knapsack
probleminstances (X% c. and (X:$ c have at most one solution$ and
if one of them has asolution$ then the second one has the same
solution.

Proof;etX.G c. Then

cu-1cu -1X'wu -1uXwXw#mo$ m%(

%inceXis superincreasing and mI 2xnwe have

#X w% mo$ m&X w

and therefore c@ &Xw(
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,esign o knapsack cryptosystems,esign o knapsack
cryptosystems

&xample XG ($3$5$$Q$47$/7$7$4E3$0E0

mG 37E$ /G 5

XSG (5$Q3$05$40$/4Q$Q7$7/7$$43$E0

!n order to encrypt an &nglish plaintext$ we first encode
its letters by 7-bit numbers - EEEEE$ - EEEE$ # - EEEE$H and then
divide the resulting binary strings intoblocks of length E.

Plaintext"&ncoding of
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!tory o the "napsack!tory o the "napsack

!nvented"/Q - Ralp =. *erkle$ *artin ,ellman

Patented"in E countries

#roken"Q3" di %hamir

New idea" iterated knapsack cryptosystem using hyper-reachable
vectors.

'efinition knapsack vectorX :G (x:$H$xn: is obtained from a
knapsack vectorXG(x$H$xn by strong modular multiplicationif

XiG /x imod m% i ( 1%%n%where

and 3c,(/% m G . knapsack vectorX: is called hyper-reachable$ if
there is asequence of knapsack vectors X GxE$x$H$xkGX S$

wherexEis a super-increasing vector and for iG $H$kK andxiis
obtained fromxi-by

a strong modular multiplication.!terated knapsack cryptosystem
was brokenin Q7 - &. #rickell

New ideas" dense knapsack cryptosystems. 'ensity of a knapsack
vector"XG(x$H$xn is defined by

Remark.'ensity of super-increasing vectors is

IV054

=> n

i ixm

12

( ){ }( )nixn

xdi

=12maxlog

1

nn
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/reaking knapsack/reaking knapsack

#asic ideas of %hamir:s polynomial time algorithm (in the length
of the knapsack

vector to break knapsack cryptosystems.

ssumption"there is a ,I such that modulus mhas W,nX bits and
elements ai$in$ of a superincreasing vector$ have W,nX U 1U n+ i
bits.

(This implies thatAis a superincreasing vector and

()riginal suggestion" ,G 3%nG EE.

IV054

=> n

i iam

1 4

( ) = 1!5gcd!5mod!5 1 tmmmutam i

+! jb

jm

i

mbix

mbi m x

Fey observation"@iven a knapsack vector B$ which was obtained
from a super-increasing vectorAthrough a strong modular
multiplication using mand /$ it is notimportant for successful
cryptoanalysis to find originalA% m% /. !t is enough to find apair
(mS $/: such that ( the vectorA: obtained is superincreasing

(3

%uch a pair is called a trapdoor pair.

To find a trapdoor pair one can proceed as follows"

)ne consider functions bix modm$ i?n

*inimums are in points (discontinuation points

sawtooth curves
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/reaking knapsack/reaking knapsack

8e need to find out *and msuch that"

aiG bi*mod m

and (a$H$an is a superincreasing vector.

%ince ahas to be very small comparing to m% *has to be close to
some of theminima of the b-graphY

%imilarly *has to be close to some minimum of the b3-graph.

This implies that two minima of the band b3-graphs must be close
to one another.

%imilarly we can consider more bi-graphs.

The fact that the trapdoor pair value of *is close to a minimum
on each bi-graphimplies that all these minima are close to one
another.

Thus$ instead of trying to find *itself$ we try to find out
?accumulation points:: of the

minima of bi-graphs.This amounts to constructing a small
interval containing a minimum of each bi-graph$ and from this to
find a trapdoor value of *.

&xperiments show that it suffices to analy6e only four
bi-graphs to get a desirablesmall interval containing *.

The task is now to express the above ideas in terms of
inequalities.

IV054
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/reaking knapsack/reaking knapsack

The first problem is that also mis unknown. This is easy to deal
with.

8e reduce the si6e of figures for bi-graphs so mbecomes 1. This
does not change

which of the minima are close to another.

The algorithm for finding a trapdoor pair consists of two
parts"

. =andidates are found for an integerpsuch that thep-th minimum
of the b--curve is an accumulation point we are looking for.

IV054

3. =andidates are tests one by one. )ne of the candidates has to
succeed.

)ne problem is that the first stage may produce too many
candidates.

To deal with this problem an integer ris fixed in advance and if
the first stage

produces more than rcandidates the algorithm terminates and
reports failure.
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"*AP!AC" CRPT9!!TE) - C9))E*T!"*AP!AC" CRPT9!!TE) - C9))E*T!

The term ?knapsack:: in the name of the cryptosystem is quite
misleading.

#y the Fnapsack problemit is mostly understood the following
problem"

@iven nitems with weights -$ 3$H$ nand values 4-$ 43$H$ 4nand a
knapsack

limit c$ the task is to find a bit vector (b-$ b3$H$ bn such
that

and is as large as possible.

IV054

= n

i ii cwb

1

=n

i iivb

1

The term subset problemis usually used for the problem used in
our construction

of the knapsack cryptosystem. !t is well-known that the decision
version of this

problem is NP-complete.

%ometimes$ for our main version of the knapsack problemthe term
*erkle-,ellmman (Fnapsack =ryptosystemis used.
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)cEliece Cryptosystem)cEliece Cryptosystem

*c&liece cryptosystem is based on a similar design principle
as the

Fnapsack cryptosystem. *c&liece cryptosystem is formed
by

transforming an easy to break cryptosystem into a cryptosystem
that is

hard to break because it seems to be based on a problem that is$
in

general$ NP-hard.

The underlying fact is that the decision version of the
decryption

problem for linear codes is in general NP-complete. ,owever$
for

special types of linear codes polynomial-time decryption
algorithms

exist. )ne such a class of linear codes$ the so-called @oppa
codes$

are used to design *c&liece cryptosystem.

@oppa codesare W3m$ n- m*$ 3* + X-codes$ where nG 3m.

(*c&liece suggested to use mG E$ *G 7E.

IV054


	
8/9/2019 CHAPTER 05 - Public-key Cryptography

24/29

24Public-key cryptograph

)cEliece Cryptosystem)cEliece Cryptosystem- ,E!+=*- ,E!+=*

@oppa codes are W3m$ n- m*$ 3* + X-codes$ where nG 3m.

'esign of *c&liece cryptosystems.;et

1 5be a generating matrix for an Wn% 6% ,X @oppa code 7L

1 Sbe a 6 8 6binary matrix invertible over V3L

1 Pbe an n 8 npermutation matrixL

1 5S G S5P.

;et PG (V3k$ CG (V3n$ KG (5% S% P% 5S.

5: is made public$ 5% S% Pare kept secret.

IV054

&ncryption"+F(% + G 5S + +$ where e is a binary vector of
length nand weight *.

'ecryption of a cryptotextc ( 5$+(V3n.

. =ompute cG cPU GS5PPU+ +PU G S5$+P-1

3. 'ecode cto get G S$

4. =ompute G S-
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C9))E*T! on )cE+ECE CRPT9!!TE)C9))E*T! on )cE+ECE CRPT9!!TE)

. &ach irreducible polynomial over 93mof degree * generates
a @oppa code with

distance at least 2* $ 1.

IV054

3. !n the design of *c&liece cryptosystem the goal of
matrices Sand 7is to modify

a generator matrix 5for an easy-to-decode @oppa code to get a
matrix that looks

as a general random matrix for a linear code for which decoding
problem isP-

complete.

4. n important novel and unique trick is an introduction$ in the
encoding process$

of a random vector +that represents an introduction of up to
*errors - such anumber of errors that are correctable using the
given @oppa code and this is the

basic trick of the decoding process.

5. %ince Pis a permutation matrix +P-has the same weight as
+.

7. s already mentioned$ *c&liece suggested to use a @oppa
code with mGE and

*G7E. This provides a WE35$ 735$ EX-code. &ach plaintext is
then a 735-bit string$

each cryptotext is a E35-bit string. The public key is an 735 Z
E35 matrix.

0. )bserve that the number of potential matrices Sand Pis so
large that

probability of guessing these matrices is smaller that
probability of guessing correct

plaintextYYY

/. !t can be shown that it is not safe to encrypt twice the same
plaintext with the

same public key (and different error vectors.
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+*A C9))E*T!+*A C9))E*T!

. Public-key cryptosystems can never provide unconditional
security. This is

because an eavesdropper$ on observing a cryptotext ccan encrypt
each posibleplaintext by the encryption algorithm +(until he finds
an csuch that +(( G c.

IV054

3. )ne-way functions exists if and only if P & UP$ where OP
is the class of

languages accepted by unambiguous polynomial time boun$e$

non$eterministic Turing machine.

4. There are actually two types of keys in practical use"
session keyis used for

sending a particular message (or few of them. master keyis
usually used to

generate several session keys.

5. %ession keysare usually generated when actually required and
discarded after

their use. %ession keys are usually keys of a secret-key
cryptosystem.

7. *aster keysare usually used for longer time and need
therefore be carefully

stored.*aster keys are usually keys of a public-key
cryptosystem.


	
8/9/2019 CHAPTER 05 - Public-key Cryptography

27/29

27Public-key cryptograph

!ATE+TE BER!+9* o 9*E-T+)E PA,!ATE+TE BER!+9* o 9*E-T+)E PA,

%uppose a satellite produces and broadcasts several random
sequences of

bits at a rate fast enough that no computer can store more than
a small fractionof the output.

!f lice wants to send a message to #ob they first agree$ using a
public key

cryptography$ on a method of sampling bits from the satellite
outputs.

lice and #ob use this method to generate a random key and they
use it with)N&-T!*& P' for encryption.

#y the time &ve decrypted their public key communications$
random streams

produced by the satellite and used by lice and #ob to get the
secret key have

disappeared$ and therefore there is no way for &ve to make
decryption.

The point is that satellites produce so large amount of date
that &ve cannot

store all of them

IV054


	
8/9/2019 CHAPTER 05 - Public-key Cryptography

28/29

28Public-key cryptograph

,igital signatures,igital signatures

'igital signatures are one of the most important inventions of
modern cryptography.

The problem is how can a user sign a message such that everybody
(or theintended addressee only can verify the digital signature and
the signature is goodenough also for legal purposes.

IV054

ssume that a public-key cryptosystem is used by users.

%igning a message by a userAso that any user can verify the
signatureL

,(

%igning a message by a userAso that only user Bcan verify the
signatureL

+#(,(

%ending a message and a signed message digest of obtained by
using a hashfunction standard!"

($ ,(!(

E'amplelice succeeds after 3E years to factor the integer. bob
used$ as modulus$to sign documents$ using R%$ 3E years ago.
&ven if the key is already expired$she can write #ob:s will$
leaving fortune to lice$ and date it 3E years ago.

)oral" !t may pay of to factor a single integers using many
years of many computerpower.
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,igital signatures,igital signatures

!f only signature (but not the encryption of the message are of
importance$ then it

suffices that lice sends to #ob($ ,(

Caution" %igning a message byAfor Bby

+#(,(

is ).F.$ bat the symmetric solution with encoding was

cG ,(+#(is not good.

IV054

n active enemy$ the tamperer$ can intercept the message$ then
compute

,T(+#(c G ,T(+(

and send it to lice$ pretending it is from him (without being
able to decrypt themessage.

ny public-key cryptosystem in which the plaintext and cryptotext
are the same canbe used for digital signature.

,igital signatures

The main difference from a handwritten signature is that digital
signature of amessage is intimately connected with the message
whereas the handwrittensignature is ad9oined to the message and
always look the same.
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