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Basic CryptographyCryptography Greek for “secret writing”
 Robert Thibadeau
 School of Computer Science
 Carnegie Mellon University
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Today• Cryptography I (40 Min)• Break 9:20 (10 Min)• Cryptography II 9:30 (30 Min)• Weekly Quiz 10
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IPAAAfor data/messages
 • Integrity (message integrity : it is the message sent or the one it was)
 • Privacy (message is secret : it can’t be spied)• Authentication (source is who he says he is)• Authorization (recipient is permitted to read :
 source is permitted to send)• Auditability (the message can be proven to be
 passed successfully)
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Overview of Lecture• Why Cryptography?• Cryptographic Techniques
 – Symmetric systems– Asymmetric systems– Digest functions– Digital envelopes– Public key infrastructure (PKI)– Diffie-Hellman technique– other issues
 • Summary• Appendix (for reference purposes only)
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Why Security?• Immediate personal reasons
 – sending passwords on the network– sending your credit card numbers on the network
 • Privacy– dating back to World War II, the telegraphs sent by the Japanese
 military were successfully decrypted by the Americans
 • Identification verification– needed for all kinds of purposes
 • government records (auto, social security)• private records (taxes, wills, backups)• commercial • corporate/national security interests
 • Access Control– afs access control is based on Kerberos; if files (such as your
 transcript directories and files) can be broken into, chaos could result.
 • Computers without security = leaving home with the front doors open
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Basic Elements• Plaintext: original message with no transformation• Ciphertext: plaintext message after modification to
 obscure it from normal usage and readability – encryption converts plaintext into ciphertext– decryption converts ciphertext into plaintext
 • Cryptographic algorithm: mathematical operation used to convert plain text into ciphertext
 • Key:– secret key used to encrypt or decrypt the message– good algorithms: NOT necessary to keep the algorithm
 secret!
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Simple Symmetric Private XOR Cypher
 A encrypts to R with key X and key X decrypts R to A
 A 0 0 1 0 1 0 1 1 1
 X 1 0 1 1 0 0 1 0 1
 R 1 0 0 1 1 0 0 1 0
 X 1 0 1 1 0 0 1 0 1
 A 0 0 1 0 1 0 1 1 1
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Breaking a Cryptographic Algorithm
 • Cryptoanalysis: – trace patterns based on plaintext to re-generate key– good algorithms generate noisy ciphertext with no
 discernible patterns
 • Brute-force guessing:– keys longer than 128-bits (1038 possibilities) are
 considered to be acceptable– RSA keys : 40 bits = abt 384 bit so there the equiv is abt
 1024 bit
 • Combined: Hangman Ab_h_m L_nc_ln
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One Time Pad• The PERFECT ENCRYPTION• Pad : perfectly random list of letters• Use each letter exactly once to encrypt one letter
 of message and to decrypt the one letter of message
 • Discard each letter once used (hence, “pad”)• Method : Add the message letter and the key
 letter Mod 26. This is reversable like XOR.• The message can never, ever, be found (unless
 you have the pad).
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Private or Symmetric Key Systems• Private or symmetric key systems rely on
 symmetric encryption algorithms where information encrypted with a key K can only be decrypted with K.– communicating parties share a cryptographic key or
 password also called a “secret”. – The key should never be transmitted
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Symmetric Cryptography• Secret key is exchanged via some other secure means
 (hand-delivery, over secured lines, pre-established convention)
 • Data Encryption Standard (DES) from the 70’s– 56-bit keys and encryption is done in 64-bit blocks – uses cipherblock chaining: encryption of each block depends
 on the contents of the previous one
 • DES Hangman Ab_h_m L_nc_ln -> A _m b_nc_ln hL_ • DES can be broken brute force• Triple DES, DESX, GDES and RDES
 – decrease the risks of DES by using longer keys– message is encrypted with one secret key, next decrypted with
 a second secret key, and finally encrypted again with the first secret key
 • equivalent to 112-bit keys
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Symmetric Cryptography (cont.)• RC2, RC4 and RC5
 – proprietary algorithms proposed by RSA Data Security Inc.
 – variable-length keys as long as 2048 bits
 – algorithms using 40-bits or less are used in browsers to satisfy export constraints
 • IDEA (International Data Encryption Algorithm, patented)– 128-bit secret key, more secure than unmodified DES
 – used in email encryption software such as PGP and RSA
 • Blowfish– unpatented symmetric algorithm; uses a variable-length key
 up to 448 bits long
 – becoming popular in many commercial and freeware encryption products

Page 13
                        

Limitations of Symmetric Cryptography• Parties that have not previously met cannot communicate
 securely– what about spontaneous communications on the internet
 • Many people need to communicate with a server (many-to-one communications)– cannot keep server key secret for long
 • Once the secret key is compromised, the security of all subsequent messages is suspect and a new key has to be generated
 • Authentication service must know private key – privacy implications---someone else knows your key – two possible points of attack – changing authentication service requires a new key
 • Digital signatures are difficult • Cross realm authentication
 – accessing services outside the domain or realm of your authentication server is problematic
 – requires agreement and trust between authentication services – introduces another potential point of attack
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Public Key Cryptography• Idea: each player has a pair of keys, one is published (called the
 public key) and the other is kept secret (called the private key)• encryption: use the player’s public key• decryption: only the player with the private key can decrypt• signature: encrypted using a private key, everyone else could
 verify it using the public key
 Was a revolution in cryptography– first suggested by Diffie-Hellman
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Challenge Response• Avoiding the copy attack (just send a copy of the
 message that already worked)• Make up a random challenge phrase -> Send it ->
 Respondent signs it and sends back -> challenger now knows respondent knows his private key and is who he pretends to be.
 • Digest functions used for this too, but Challenge Response is very important.– Basis for many NETWORK password authentication
 schemes before Kerberos – e.g., Windows NT Challenge Response
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Examples of Public Key Algorithms
 • RSA (named for its inventors Ronald Rivest, Adi Shamir and Leonard Adelman)– patented by RSA Data Security Inc.– basis for all Web and secure e-mail software– variable key lengths ranging from 512 to 1024 bits– Expires Sept 21, 2000!
 • Homework : Predict the Future with Why
 • El Gamal (named for its inventor, Taher ElGamal)– variable key-lengths ranging from 512 to 1024 bits– unpatented but patent dispute with the Diffie-Hellman
 algorithm (which expired 4/1997)
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Properties of Public Key Algorithms
 • These algorithms are based on computationally intensive problems such as finding the prime factors of large numbers.– Longer the length of the key pair, the more time it takes
 to compute the private key– Keys used in today’s internet will take millions of years
 to crack using today’s technologies
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Public Key Problems• Keys are usually very long and encryption is expensive
 – RSA encryption is a 1000 times slower than typical symmetric algorithms
 – hard to remember secret key - where do you store it? – typically only used for authentication, then a random key and
 a symmetric encryption algorithm is used for subsequent communication
 • Multicast is problematic– Better to authenticate using public key algorithm, then use
 random key with symmetric algorithm
 • How do you know you have the right public key for a principal? – Public key is usually distributed as a document ``signed'' by a
 well known and trusted certification authority (e.g. Verisign). This is called a certificate. How do you determine if signature is up to date? What if the key has been compromised?
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Properties of Public Key Cryptosystems
 • They are slow, really slow!– three orders of magnitude (1000 times) slower than DES– mainly used as key exchange tool
 • Scientists are supposed to be real “smart” and love to solve difficult problems– but even they hope to never solve factoring– if you can find a quick solution,
 • fame, dollars and danger lurk!
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Public vs Private Key Systems • Private key:
 + encryption is fast– identity is not easily portable across authentication
 services– secret key must be held by server+ good for structured, organizational security
 • Public key:– encryption is slow+ identity is inherently portable+ secret key need not ever be revealed+ provides digital signatures+ good for individuals in loosely structured networks
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Key Escrow• In a public key system, what happens if you die
 and have never told anyone your private key? Is everything encrypted with your public key lost?
 • Key escrow is used to address this problem:– a copy of your private key is held by a trusted agency– the key can only be released in particular
 circumstances, e.g. death or a court order – the private key is often split, with the halves held by
 separate agencies to circumvent corruption
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Digest Functions• Also called one-way hash functions, integrity
 checking, or authentication– takes a plaintext message and generates a seemingly random
 number
 • transformation is one-way: – no way to decrypt a hash– the hash is much shorter than the original (resulting in
 information loss)– no known way to create two different messages that generate
 the same hash
 • Acts as a digital fingerprint for the original message– even a minor change in message results in a dramatic change
 in its digest• allows transmission of tamper-proof messages
 • “crypt” in Unix: Hashes are used for password storage
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Using a Digest FunctionSender:• Run a message through the digest function,
 obtaining its hash,• Sign the hash with her private key,• Send the signed hash and the original message
 to the recipient(s).Recipient:• Compute the digest of the received message, • Decrypt the received hash, and• Check whether the two match. If they do, the
 message verifies both the sender’s identity and the integrity of the message.
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Challenge Response versus Signed Hash
 • Challenge Response confirms authenticity only• Signed Hash simultaneously authenticates
 source and the message integrity
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BREAK!
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IPAAA• Integrity (message integrity)• Privacy (message is secret)• Authentication (source is who he says he is)• Authorization (source is permitted)• Auditability (the message can be proven to be
 passed successfully)
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Examples of Digest Functions• MD4: a fast one-way hash function developed by Ronald
 Rivest (MIT)– MD stands for Message Digest
 – produces 128-bit hashes3
 – some weaknesses discovered later and replaced by MD5
 • MD5: introduced by Rivest as a replacement for MD4– most widely used digest function
 – also produces a 128-bit hash
 – one order of magnitude faster than block ciphers
 • SHA (Secure Hash Algorithm): designed by NIST with help from NSA– used in the “Digital Signature Standard”
 – produces a 160-bit hash
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MD5 Code• http://dollar.ecom.cmu.edu/md5source
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Digital EnvelopesSince public-key cryptography is real slow upto 3 orders or
 magnitude slower than symmetric systems, combine both systems
 Sender:
 – Generate a secret key at random called the session key (which is discarded after the communication session is done)
 – Encrypt the message using the session key and the symmetric algorithm of your choice
 – Encrypt the session key with the recipient’s public key. This becomes the “digital envelope”
 – Send the encrypted message and the digital envelope to the recipient

Page 30
                        

Digital Envelopes (cont.)
 Recipient– Receive the envelope, uses private key to decrypt it
 recovering the session key. – The message is secure since it is encrypted using a
 symmetric session key that only the sender and recipient know.
 – The session key is also secure since only the recipient can decrypt it.
 – Can even act like a one time pad
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Certifying Authorities• There is a big hole in public key systems discussed so far (guess!)
 – you must know the public key of your recipient correctly• this is very tricky in itself:
 – too many keys may need to be stored locally– you cannot request it over the internet since you cannot know
 who is sending the response
 • Trusted third parties called “Certifying Authorities” (CAs) provide public key validation (like a notary)– a CA vouches for the identities of individuals and organizations– you only need to store the public keys of a few well-known/trusted
 CAs.
 • Before sending a message, ask your recipient to send you a digitial certificate signed by one of these CAs.– From the certificate, verify the recipient’s identity and recover his/her
 public key
 • For a complete sequence, see the steps on Page 26 of your textbook
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Public Key Infrastructure (PKI)• CAs and signed certificates are central components of an
 emerging public key distribution system called the “Public Key Infrastructure” (PKI).– Site certificates: used to authenticate Web servers.– Personal certificates: authenticate individual users.– Software publisher certificates: used by software companies to
 sign executables.– Certifying authority certificates: hold the CA’s own public keys.All the above share a common format called X.509v3
 • Trusted CAs validate the identity of individuals and organizations through some rigorous steps
 • Root CAs: web browsers and other encrypting software are pre-installed with signed certificates of a small number of CAs– a root CA can sign another CA’s public key, granting it signing
 authority– this represents a CA chain with the latter signing the public key
 of another CA further down the chain• repeat unti l you find the end-user’s public key
 – this is called a “hierarchy of trust”
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Certification Expiration• certificates must be invalidated at times due to
 – loss, theft, corruption of private keys – change of information in certificate– loss of CA’s private key itself!
 • Certificate Revocation List (CRL) is a component of the Public Key Infrastructure (PKI) and maintains such invalidated certificates– check the CRL for a match before using a certificate
 • Typically, certificates will expire within a finite time-interval like a year– this can pose a problem if a certificate does get
 compromised and will not be caught up to a year hence
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Diffie-Hellman: Encryption without Authentication
 Allows a session key to be negotiated without ever sending the key across the network
 • Two parties wanting to communicate pick a partial key independently
 • They exchange a limited amount of information such that each can compute the common key value but an eavesdropper cannot do the same– they can do this since both have a piece of the answer
 to start with but the eavesdropper does not
 Limitation: susceptible to a “man-in-the-middle” attack

Page 35
                        

Other Issues• Securing Private Keys
 – the private key is stored in encrypted form on the hard disk and retrieved only with a password
 • private key stored in memory for subsequent encryption• can be compromised in multi-user machines and/or by viruses
 – store key in a “smart card” that never leaves the user’s possessions except for quick swipes
 • also use personal identification #s• the card gets destroyed if wrong PIN is used consecutively• very long key lengths can be used
 • Breaking of encrypted data is possible!– Using brute-force and parallelization techniques– Using special-purpose hardware
 • U.S. Encryption Policy– restricts export of any software containing longer than 40-bit keys
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Online Resources• The Cryptography Source Pages:
 – www.cs.hut.fi/crypto• Ray Kopsa’s Shortcut to Cryptography
 – www.subject.com/crypto/crypto.html• RSA Data Security
 – www.rsa.com• Netscape’s Cryptography Pages
 – www.netscape.com/newsref/ref/rsa.html• Microsoft’s Cryptography Pages
 – www.microsoft.com/workshop/prog/security/pkcb/crypt1.htm• A long list of cryptography-enhanced software products
 – www.semper.org/sirene/people/gerrit/secprod.html• Information on DES cracking
 – www.frii.com/~rev/deschall.htm• Information on other brute-force key cracking attempts
 – www.cl.com.ac.uk/brute• “Cryptobytes”, an online Cryptography Newsletter
 – www.rsa.com/rsalabs/pubs/cryptobytes
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Summary• Cryptography enables parties to communicate on open networks
 without fear of being eavesdropped – all cryptographic schemes have their limitations
 • Symmetric schemes use a common key for encryption and decryption.
 • Asymmetric (public key) schemes use a public-private key pair where the public key is used by senders to encrypt and only the recipient with the private key can decrypt the message.
 • Trade-offs between symmetric and asymmetric schemes.• Digest functions (Hash-functions) can be used to maintain integrity
 of a message and make it tamper-proof.• Digital envelopes combine the security of asymmetric schemes with
 the efficiency of symmetric schemes.• Certification authorities allow authenticated access to public keys.• A hierarchy of certification authorities (hierarchy of trust) can be
 used.• Certification Revocation Lists maintain a list of invalid certificates.
 Pub
 lic
 Key
 Infr
 astr
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 re(P
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IPAAA• Integrity (message integrity : Hashes like MD5
 SHA)• Privacy (message is secret : Symmetric and
 Asymmetric Encryption)• Authentication (source is who he says he is :
 Asymmetric Encryption)• Authorization (source is permitted : Signed
 Certificates)• Auditability (the message can be proven to be
 passed successfully – Asymmetric Encryption, Signing)
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Appendix For Reference Purposes
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Bonus Puzzle: Cryptographic Protocols
 • Security is usually based on cryptographic protocols using cryptographic tools– protocols are not so difficult as one might think– let’s try to solve a small puzzle:
 • n students want to know their average score but do not want to let anyone know their grades (n is much greater than 2)
 • how would you do this?
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DES (Data Encryption Standard)History:• in 1973, NBS (National Bureau of Standard) was looking for
 a valid encryption algorithm for federal use. NBS issued a public request.
 • an IBM proposal was the only proposing algorithm• an adaptation of the IBM proposal was adopted as a federal
 standard in 1977• ANSI adopted EDS as a private sectory standard in 1981.
 Also adopted as standards for various other organizations• reviewed by NBS (now NIST: National Institute of Standards
 and Technologies) every 5 years to decide if renewed it as standard in next 5 years.
 • Last reviewed in 1998?
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DES Algorithm• Operate on 64-bit blocks
 – 56-bit key: also generates 64-bit as cipher-text – has 16 rounds
 • Algorithm:– Initial Permutation: performed before first round– Key Transformation:64-bit key reduced to 56-bits by
 ignoring every 8th bit. Divided into two 28-bit halves, circularly shifted either by 1 or 2 bits after each round.
 • Select 48 bits out of the 56 bits– Expansion Permutation:
 • 64-bit input divided into two 32-bit halves.• Right half expanded into 48 bits, XORed with the
 transformed 48-bit key
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DES Algorithm (cont.)• S-Box Substitution:
 – the 48-bit result flows into eight S-box which has 6-bit inputs and 4-bit output. This is the critical step of DES and is the heart of DES security
 • P-Box Permutation:– the 32-bit of step 4 is further permuted in this step. No bits are
 used twice or ignored in this step. The result output then is XORed with the left half of the initial 64-bit input. Then the left and right halves are switched and another round begins.
 • Final Permutation:– performed after all rounds, inverse of the initial permutation.
 • Decryption is the same as encryption except that there is a slight difference in key transformation
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Security of DES• DES is a proven block cipher• the best attack up-to-date is to use a technique
 called linear cryptoanalysis, it recovers a DES key in 50 days using 12 HP9735 workstations
 • the biggest weakness of DES seems to be its short key length: 56-bit key might have been enough 20 years ago, but today a Pentium chip runs as fast a supercomputer some 8 years ago
 • an organization like the Central Intelligence Agency (CIA) may have no problem to recover a DES key by brute force – it is not at all unusual for the CIA or KGB to spend
 millions of dollars on spying
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Authentication Using a Symmetric Key System
 • Authentication between principals A and B– A sends a random “challenge” token to B– B encrypts challenge with secret key and sends results
 to A– A also encrypts challenge with secret key and compares
 results
 A can therefore determine that B knows secret
 Notes:• The protocol is reversed for authenticating A• Typically, a new random key is exchanged to
 encrypt any subsequent communication
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Authentication Using a Public System
 • Public key systems are based on key pairs (KS ,KP ) where information encrypted with KS can only be decrypted by KP and vice versa. A principal publishes one of the keys KP (the public key) and keeps the other KS secret (the private key). Methods for generating public key pairs,– e.g. RSA, try to make it near impossible to determine KS given KP.
 • Authentication between principals A and B: 1. A sends a random ``challenge'' token to B 2. B encrypts challenge with private key and sends result to A 3. A decrypts result with B's public key and compares with challenge
 • If result matches original, only B could have generated result Notes:
 – The protocol is reversed for authenticating A – A number of alternative protocols are possible (e.g. SSL)
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RSA Public Key Cryptography For reference purposes onlySkipping the math...• Choose two big primes p and q (here big means > 256 bits!)• calculate n = p * q• choose a small prime e and calculate d so that
 – e * d = 1 mod (p-1)(q-1)– publish n and e as the public key, d is the private key– encryption: c = me (mod n)– decryption: m = cd (mod n)– signature: s = md (mod n)– verify signature: se = m(d*e) = m (mod n)
 • Those not frustrated by mathematics:– pick a number theory book and spend a couple of months -
 you will know why it works ;-)
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Digest Function SpecificsFor reference purposes only• often required freedom from collisions• one-way: assume y = h(x), given y, it is difficult
 (or formally speaking, computationally infeasible) to determine x
 • collision-free: assume h(x) = y, it is difficult to find another x’ so that h(x’) = y
 • Code– look up RFC1321
 • http://web.mit.edu/mjacknis/www/mjacknis/WWW/mjacknis/mit/outland/src/md5/rfc1321.txt
 – Java security layer supports SHA, DSA, MD5 and MD2 (RFC 1423)
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Digital Signatures with Public Keys
 • A document can be “signed” with a public key pair– a message encrypted with a private key of a person can be
 decrypted only with her public key (and vice-versa!)
 • Use the following algorithm:1. A non reversible document “digest” (checksum) is generated by the
 signatory2. The digest is encrypted using the signatory's private key3. The encrypted digest is attached to the message containing the
 document 4. The receiver also computes the digest and decrypts the attached
 digest using the signatory's public key 5. If the two results match, then the document is unmodified and can
 only have been sent by a principal knowing the signatory's private key
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IPAAA• Integrity (message integrity : Hashes like MD5
 SHA)• Privacy (message is secret : Symmetric and
 Asymmetric Encryption)• Authentication (source is who he says he is :
 Asymmetric Encryption)• Authorization (source is permitted : Signed
 Certificates)• Auditability (the message can be proven to be
 passed successfully – Asymmetric Encryption, Signing)
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