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Artificial Immune Systems
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CBA - Artificial Immune Systems
 Artificial Immune Systems: A Definition
 AIS are adaptive systems inspired by theoretical immunology and observed immune functions,
 principles and models, which are applied to complex problem domains
 [De Castro and Timmis,2002]
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CBA - Artificial Immune Systems
 Some History
 • Developed from the field of theoretical immunology in the mid 1980’s.– Suggested we ‘might look’ at the IS
 • 1990 – Bersini first use of immune algorithms to solve problems
 • Forrest et al – Computer Security mid 1990’s• Hunt et al, mid 1990’s – Machine learning
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CBA - Artificial Immune Systems
 History
 • Started quite immunologically grounded• Bersini’s work• Forrest's work with Perelson etc• Kind of moved away from that, and abstracted more• Now there seems to be a move to go back to the roots of
 immunology
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CBA - Artificial Immune Systems
 Scope of AIS
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CBA - Artificial Immune Systems
 From a computational perspective:
 • Unique to individuals• Distributed• Imperfect Detection• Anomaly Detection• Learning/Adaptation• Memory• Feature Extraction• Diverse• ..and more
 • Robust• Scalable• Flexible• Exhibit graceful
 degradation• Homeostatic
 Systems that are:Computational Properties
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CBA - Artificial Immune Systems
 Thinking about AIS
 • Biology• Modelling
 – The biology– Abstraction
 • General frameworks• Algorithms• Realisation in engineered systems
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CBA - Artificial Immune Systems
 modelling
 Analyticalframework/
 principle
 A Conceptual Framework
 Biologicalsystem
 Simplifyingabstract
 representation
 Bio-inspiredalgorithms
 Probes,Observations,experiments
 DC activation, T-cell clonality
 Mathematical models
 Construct a computational
 model
 Abstract into algorithms
 suitable for an application
 Analysable, validated systems that fully exploit the underlying biology
 [Stepney et al, 2005]
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CBA - Artificial Immune Systems
 What is the Immune System ? a complex system of cellular and molecular components having the primary function of distinguishing self from not self and defense against foreign organisms or substances (Dorland's Illustrated Medical Dictionary)
 The immune system is a cognitive system whose primary role is to provide body maintenance (Cohen)
 Immune system was evolutionary selected as a consequence of its first and primordial function to provide an ideal inter-cellular communication pathway (Stewart)
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CBA - Artificial Immune Systems
 What is the Immune System ?Classical
 Cohen
 Varela
 Matzinger
 • The are many different viewpoints
 • These views are not mutually exclusive
 • Lots of common ingredients
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CBA - Artificial Immune Systems
 Classical Immunity • The purpose of the immune system is defence• Innate and acquired immunity
 – Innate is the first line of defense. Germ line encoded (passed from parents) and is quite ‘static’ (but not totally static)
 – Adaptive (acquired). Somatic (cellular) and is acquired by the host over the life time. Very dynamic.
 – These two interact and affect each other
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CBA - Artificial Immune Systems
 Multiple layers of the immune system
 Phagocyte
 Adaptive immune
 response
 Lymphocytes
 Innate immune
 response
 Biochemical barriers
 Skin
 Pathogens
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CBA - Artificial Immune Systems
 Innate Immunity
 • May take days to remove an infection, if it fails, then the adaptive response may take over
 • Macrophages and neurophils are actors– Bind to common (known) things. This knowledge has
 been evolved and passed from generation to generation.
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CBA - Artificial Immune Systems
 Lymphocytes
 • Carry antigen receptors that are specific– They are produced in the bone marrow through
 random re-arrangement• B and T Cells are the main actors of the
 adaptive immune system
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CBA - Artificial Immune Systems
 B Cell Pattern Recognition
 • B cells have receptors called antibodies• The immune recognition is based on the
 complementarity between the binding region of the receptor and a portion of the antigen calledthe epitope.
 • Recognition is not just by a single antibody, but a collection of them– Learn not through a single agent, but
 multiple ones
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CBA - Artificial Immune Systems
 Processes within the Immune System (very basically)
 • Negative Selection– Censoring of T-cells in the thymus gland of T-cells that
 recognise self• Defining normal system behavior
 • Clonal Selection– Proliferation and differentiation of cells when they have
 recognised something• Generalise and learn
 • Self vs Non-Self
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CBA - Artificial Immune Systems
 Clonal Selection
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CBA - Artificial Immune Systems
 Clonal Selection
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CBA - Artificial Immune Systems
 Clonal Selection
 [De Castro and Timmis,2002]
 • Each lymphocyte bears a single type of receptor with a unique specificity
 • Interaction between a foreign molecule and a lymphocyte receptor capable of binding that molecule with high affinity leads to lymphocyte activation
 • Effector cells derived from an activated lymphocyte bear receptors identical to those of parent cells
 • Lymphocytes bearing self molecules are deleted at an early stage
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CBA - Artificial Immune Systems
 Immune Responses
 Antigen Ag 1 Antigens Ag1, Ag2
 Primary Response Secondary Response
 Lag
 Response to Ag1
 Anti
 body Concentration
 Time
 Lag
 Response to Ag2
 Response to Ag1
 ...
 ...
 Cross-Reactive Response
 ...
 ...
 Antigen Ag1 + Ag3
 Response to Ag1 + Ag3
 Lag
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CBA - Artificial Immune Systems
 Affinity Maturation
 • Responses mediated by T cells improve with experience– Mutation on receptors (hypermutation and receptor
 editing)– During the clonal expansion, mutation can lead to
 increased affinity, these new ones are selected to enter a ‘pool’ of memory cells
 • Can also lead to bad ones and these are deleted
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CBA - Artificial Immune Systems
 A Framework for AIS
 Algorithms
 Affinity
 Representation
 Application
 Solution
 AIS
 Shape-Space
 Binary
 Integer
 Real-valued
 Symbolic
 [De Castro and Timmis, 2002]
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CBA - Artificial Immune Systems
 A Framework for AIS
 Algorithms
 Affinity
 Representation
 Application
 Solution
 AIS Euclidean
 Manhattan
 Hamming
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CBA - Artificial Immune Systems
 A Framework for AIS
 Algorithms
 Affinity
 Representation
 Application
 Solution
 AIS
 Bone Marrow Models
 Clonal Selection
 Negative Selection
 Positive Selection
 Immune Network Models
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Lecture 4 CBA - Artificial Immune Systems
 Shape-Space• An antibody can recognise any
 antigen whose complement lies within a small surrounding region of width (the cross-reactivity threshold)
 • This results in a volume ve known as the recognition region of the antibody
 ve
 V
 S
 The Representation Layer
 ve
 ve
 [Perelson,1989]
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Lecture 4 CBA - Artificial Immune Systems
 Affinity Layer• Computationally, the degree of interaction of an antibody-antigen or
 antibody-antibody can be evaluated by a distance or affinity measure• The choice of affinity measure is crucial:
 • It alters the shape-space topology• It will introduce an inductive bias into the algorithm• It needs to take into account the data-set used and the problem you are
 trying to solve
 The Affinity Layer
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Lecture 4 CBA - Artificial Immune SystemsThe Affinity Layer
 Affinity
 • Affinity through shape similarity. On the left, a region where all antigens present the same affinity with the given antibody. On the right, antigens in the region b have a higher affinity than those in a
 Geometric region a
 Antibody (Ab)
 Geometric region a
 Geometric region b
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Lecture 4 CBA - Artificial Immune Systems
 Hamming Shape Space
 • 1 if Abi != Agi: 0 otherwise (XOR operator)
 The Affinity Layer
 0 0 1 1 0 0 1 1
 1 1 1 0 1 1 0 1
 Ab:
 Ag:
 1
 0
 1
 0

Page 29
                        

Lecture 4 CBA - Artificial Immune Systems
 Hamming Shape Space
 • (a) Hamming distance
 • • (b) r-contigous bits rule
 The Affinity Layer
 XOR :Affinity: 6
 0 0 1 1 0 0 1 1
 1 1 1 0 1 1 0 1
 1 1 0 1 1 1 1 0
 XOR :
 0 0 1 1 0 0 1 1
 1 1 1 0 1 1 0 1
 1 1 0 1 1 1 1 0
 Affinity: 4
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CBA - Artificial Immune Systems
 Mutation - Binary
 1 0 0 0 1 1 1 0 Original string
 Mutated string
 Bit to be mutated
 1 0 0 0 0 1 1 0
 Single-point mutation
 1 0 0 0 1 1 1 0
 0 0 0 0 0 1 1 0
 Multi-point mutation
 Original string
 Mutated string
 Bits to be mutated
 • Single point mutation
 • Multi-point mutation
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CBA - Artificial Immune Systems
 Affinity Proportional Mutation
 • Affinity maturation is controlled– Proportional to
 antigenic affinity– (D*) = exp(-D*)– =mutation rate– D*= affinity– =control
 parameter
 0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 10
 0.1
 0.2
 0.3
 0.4
 0.5
 0.6
 0.7
 0.8
 0.9
 1
 D*
  = 5
  = 10
  = 20
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Lecture 4 CBA - Artificial Immune Systems
 The Algorithms Layer• Bone Marrow models (Hightower, Oprea, Kim)• Clonal Selection
 – Clonalg(De Castro), B-Cell (Kelsey)• Negative Selection
 – Forrest, Dasgputa,Kim,….• Network Models
 – Continuous models:Jerne,Farmer– Discrete models: RAIN (Timmis), AiNET (De Castro)
 The Algorithms Layer
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Lecture 4 CBA - Artificial Immune Systems
 Clonal Selection –CLONALG1. Initialisation2. Antigenic presentation
 a. Affinity evaluationb. Clonal selection and expansionc. Affinity maturationd. Metadynamics
 3. Cycle
 The Algorithms Layer
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Lecture 4 CBA - Artificial Immune Systems
 1. Initialisation2. Antigenic presentation
 a. Affinity evaluationb. Clonal selection and
 expansionc. Affinity maturationd. Metadynamics
 3. Cycle
 Clonalg
 • Create a random population of individuals (P)
 The Algorithms Layer
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Lecture 4 CBA - Artificial Immune Systems
 1. Initialisation2. Antigenic presentation
 a. Affinity evaluationb. Clonal selection and
 expansionc. Affinity maturationd. Metadynamics
 3. Cycle
 Clonalg
 • For each antigenic pattern in the data-set S do:
 The Algorithms Layer
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1. Initialisation2. Antigenic presentation
 a. Affinity evaluationb. Clonal selection and
 expansionc. Affinity maturationd. Metadynamics
 3. Cycle
 Lecture 4 CBA - Artificial Immune Systems
 Clonal Selection
 • Present it to the population P and determine its affinity with each element of the population
 The Algorithms Layer
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1. Initialisation2. Antigenic presentation
 a. Affinity evaluationb. Clonal selection and
 expansionc. Affinity maturationd. Metadynamics
 3. Cycle
 Lecture 4 CBA - Artificial Immune Systems
 Clonal Selection
 • Select n highest affinity elements of P
 • Generate clones proportional to their affinity with the antigen
 (higher affinity=more clones)
 The Algorithms Layer
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Lecture 4 CBA - Artificial Immune Systems
 1. Initialisation2. Antigenic
 presentationa. Affinity evaluationb. Clonal selection and
 expansionc. Affinity maturationd. Metadynamics
 3. Cycle
 Clonal Selection• Mutate each clone• High affinity=low mutation rate
 and vice-versa• Add mutated individuals to
 population P• Reselect best individual to be kept
 as memory m of the antigen presented
 The Algorithms Layer
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1. Initialisation2. Antigenic presentation
 a. Affinity evaluationb. Clonal selection and
 expansionc. Affinity maturationd. Metadynamics
 3. Cycle
 Lecture 4 CBA - Artificial Immune Systems
 Clonal Selection
 • Replace a number r of individuals with low affinity with randomly generated new ones
 The Algorithms Layer
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Lecture 4 CBA - Artificial Immune Systems
 1. Initialisation2. Antigenic presentation
 a. Affinity evaluationb. Clonal selection and
 expansionc. Affinity maturationd. Metadynamics
 3. Cycle
 Clonal Selection
 • Repeat step 2 until a certain stopping criterion is met
 The Algorithms Layer
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CBA - Artificial Immune Systems
 Naive Application of Clonal Selection
 • Generate a set of detectors capable of identifying simple digits
 • Represented as a simple bitmap
 € 
 S =s1s2
 ⎡
 ⎣ ⎢
 ⎤
 ⎦ ⎥=
 0 1 0 0 1 0 0 1 0 0 1 0
 1 0 1 1 0 1 1 1 1 0 0 1
 ⎡
 ⎣ ⎢
 ⎤
 ⎦ ⎥
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CBA - Artificial Immune Systems
 Representation
 • Each individual is a bitstring• Use hamming distance as affinity metric
 € 
 M =12 2 1 11 9
 2 12 9 3 1
 ⎡
 ⎣ ⎢
 ⎤
 ⎦ ⎥
 € 

Page 43
                        

CBA - Artificial Immune Systems
 Evolution of Detectors
 Clone 1 Clone 2 Clone 3
 Clone 1 Clone 2 Clone 3
 • Clones
 • Mutated clones
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Lecture 5 CBA - Artificial Immune Systems
 Negative Selection Algorithms• Define Self as a normal pattern of activity or stable behavior of a system/process
 – A collection of logically split segments (equal-size) of pattern sequence. – Represent the collection as a multiset S of strings of length l over a finite alphabet.
 • Generate a set R of detectors, each of which fails to match any string in S.• Monitor new observations (of S) for changes by continually testing the detectors
 matching against representatives of S. If any detector ever matches, a change ( or deviation) must have occurred in system behavior.
 The Algorithms Layer
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Lecture 5 CBA - Artificial Immune Systems
 Illustration of NS Algorithm:
 Self
 Non_Self
 Self
 Match10111000
 Don’t Match10111101
 r=2
 The Algorithms Layer
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CBA - Artificial Immune Systems
 Negative Selection
 • Cross-reactivity threshold = 1
 € 
 M =12 2 1 11 9
 2 12 9 3 1
 ⎡
 ⎣ ⎢
 ⎤
 ⎦ ⎥€ 
 • Here M[1,1], M[1,4] and M[2,2] are above the threshold• Add these to Available repertoire
 • Eliminate the rest.
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CBA - Artificial Immune Systems
 Classic Application of Negative Selection
 • Domain of computer security• Concept of self/non-self recognition
 – Use of negative selection process to produce a set of detectors
 – T-cells and their co-stimulation– Antibody/antigen binding
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CBA - Artificial Immune Systems
 Choice of Representation
 • Assume the general case: Ab = Ab1, Ab2, ..., AbLAg = Ag1, Ag2, ..., AgL
 • Binary representation– Matching by bits
 • Continuous (numeric)– Real or Integer, typically Euclidian
 • Categorical (nominal)– E.g female or male of the attribute Gender. Typically no notion of order
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CBA - Artificial Immune Systems
 Choice of Affinity Functions
 • Choice of function should take into account the data being mined as they will all have a bias …
 • Binary Representation– Typically employ Hamming or r-contiguous rule– Argued that r-contiguous is more biologically plausible, therefore, use it … not so.
 • This assumes an ordering within the data that may not exist and will introduce a positional bias
 • In the data mining, quite common not to have unordered sets, representing the data when doing classification.
 • Therefore, a measure that takes into account position is not needed.

Page 51
                        

CBA - Artificial Immune Systems
 Choice of Affinity Functions (2)
 • Continuous Representation– Vast majority of AIS use Euclidean .. Because … ?– Also is Manhattan. They will produce different results ..
 They have different inductive biases and are more effective for different data sets
 – Dist(Ab, Ag) = ( ∑ (Abi – Agi)2 )
 1/2 (Euclidan)
 – Dist(Ab, Ag) = ∑ |Abi – Agi| (Mahantten)
 • How do they differ?

Page 52
                        

CBA - Artificial Immune Systems
 Differences
 • Which of the two antibodies is closer?
 Euc. Man.• Ab1 = 5.66 8• Ab2 = 6.08 7• It depends …..
 4
 1
 Ag
 Ab1
 Ab2
 4 6
 [Freitas and Timmis, 2003]
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CBA - Artificial Immune Systems
 Why?
 • Euclidean is more sensitive to noisy data– A single error in the coordinate of a vector could
 be seriously amplified by the metric• Manhattan is more robust to noisy data and the
 differences tend not to be amplified• So, results will be different and computational
 complexity is also different• A rationale behind the choice is needed.
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