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 Android based Digital Steganography Application using LSB and PSNR Algorithm in Mobile Environment
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 Abstract: Data security plays an important and integral part in communication technology.
 The demand for data security remains as high as ever as technologies evolve, especially in this era of rapid changing technology. A method of securing data can be seen steganography, which is the art of hiding data. This paper proposes for two algorithms, which are Least Significant Bit (LSB) and Peak Signal to Noise Ratio (PSNR), to be combined and utilized together to create an Android based Digital Steganography Application. As such, the contributions in this paper will benefit the field of data security particularly in the mobile environment as to the implementation of the two algorithms.
 Keywords: steganography; LSB; PNR; Android
 1. Introduction In an age and era where data transfers are in the billions,
 it is of the utmost importance that that very data is protected and secured, hindering unauthorized users from having access to your data, mostly the confidential ones, for example, a groundbreaking formula you have just discovered and spent years to complete that you have yet to patent. This led to the discovery of information security, where means to protect your information were developed such as cryptography, zero knowledge proofing and steganography 1-10) 32)
 Aiding to the movement of data transfers comes a mobile platform that is compact in shape but efficient in nature: smartphones. Smartphones have been developed for years and arguably, has as of now hit its maturity in terms of design and hardware11-12). Due to this fact, smartphones have become a splendid substitute for bulky laptops and static, personal desktops as smartphones nowadays are powerful and efficient enough for mobile practicality that does not sacrifice performance. In addition, with all this technology granted on the tips of our fingers, it has made data a whole lot easier to be accessed, processed and transferred. Thus, the need for information security is in order 12-16) 33).
 The art of hiding information inside a cover image, or steganography, is a technique that has been used for years and has an abundant history behind its purpose and techniques of implementation16-28). This paper propose an Android based application which grants its users the
 ability to insert information into a cover image by way of LSB algorithm that will be of quality and undetected by the human eye thanks to PSNR measurements. A wider cover files can also be used to allow for variety in the cover image. The end product can then be of use on any communication platform under the user’s demands. This allows for information security to be implemented on communication platforms such as WhatsApp, Twitter, Facebook and Instagram29). 2. Methodology
 The application starts with the process of encoding. User selects a cover file and inputs a desired password for decrypting purposes later. User then inputs the desired text message into the cover file and the application encodes the information with the LSB algorithm. The application then runs through the PSNR value check to see if the resulting image satisfies the optimal value for PSNR. If it passes, the application displays the resulting image and saves the image before ending the process.
 The decoding process then begins with the user selecting the steganography image. The user then is required to input the password that protects the steganography image from unauthorized access. If the password is verified, the user is allowed to decrypt the steganography image and the hidden information is displayed. If the password does not match, the application requests for password input again. The process thus ends. Fig. 1 displays the flowchart of the application below:
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 Fig. 1: Flowchart of the proposed application
 2.1 Android
 Android is an operating system for smartphones and is a common operating system as it is used on most smartphones in the market nowadays. Android’s key feature is that it is an open-source operating system, meaning that it is free and accessible to anyone who wants to use it. This is the main reason as to why millions of applications are Android based and carries a low-price tag 27). Android was also chosen as the steganography process is broken down into 3 stages as shown in Fig. 2 are mainly:
 1. A cover file is selected; this can range from an image file or an audio file or even a text file.
 2. The cover file goes through steganography. The method will differ for each application as approach to digital steganography is different. These methods can vary from the conventional LSB algorithm to modern algorithms where a combination of algorithms is utilized, for example, a mix of DWT and LSB algorithm.
 3. Lastly, the end result is produced. The cover file is ready for decryption by the intended recipient. At this stage, an extra layer of security can be added which prompts recipients to input a password in order to gain access to the cover file.
 Fig. 2: The steganography process from beginning to end
 The objective is clear cut; only authorized people are able to see the hidden message. Steganography is a completely different method when compared to cryptography, where cryptography makes a message unreadable, however, the message is still revealed and exposed to anyone. The art of digital steganography works by altering bits that are considered least significant (in the conventional method). The altered bits are replaced with different information, although, invisible in nature after the steganography is applied as illustrated in Fig. 3.
 The desired operating system for the proposed work mainly because of its wide array of graphical user interfaces (GUI) that are easy to create and user-friendly. In addition, Android based operating system is a lot developer-friendly as iOS requires developers to adhere to strict requirements before they are able to publish their application online. As such, with all the factors trumping iOS, Android was chosen for flexibility and feasibility.
 Fig. 3: Comparison of cover images before (left) and after (right) steganography is applied
 2.2 Steganography
 Steganography is a traditional method that has been used for centuries to hide information inside a cover file, for example, writing with invisible ink on a typical pen ink letter. A real-world scenario of steganography that can
 - 422 -
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 be of example would be that in the law field. The prosecution would provide, in this case, confidential files to the defense attorney that are representing the victims. What the attorneys do not know, however, is that the files have gone through steganography and contains a different hidden number for every file. As such, in the case of leaks happening to any third party, the prosecution would be able to immediately detect which attorney has leaked the files as each and every file contain a different number that can only be seen by the prosecutors. This can be clearly illustrated in Fig.4 below:
 Fig 4: Illustrates the different hidden number in each confidential files received by the attorneys
 As illustrated above, each and every single attorney
 receives the confidential file. Unbeknownst to them, however, is that the confidential file has undergone steganography in the form of a watermarked steganography which is unique to every file. As such, when a leak occurs, prosecution simply has to decrypt the cover file and find out which watermarked number belongs to which attorney. 2.3 Least Significant Bit (LSB)
 Least Significant Bit (LSB) will be the bits that are on the lowest series of numbers in a binary. An example of a Least Significant Bit will be the number one (1) on the rightmost end of a binary, for example, 10000011. In steganography, the last bit, or the last two bits of the series of numbers will be changed in order to insert the secret data. For example, take a bitmap image and change the lowest bits to be the hidden message. By going through this process of changing the LSB, it results in an almost imperceptible change on the way the cover image looks at the end, which can be illustrated by the Fig. 5.
 Fig. 5: Bar Chart for Original and Steganography
 As seen above Fig.5, by changing the last bits, or even the last 2 bits to embed the secret data into the cover file, in the grand scheme of things, it makes no difference. As such, the human eye will not be able to perceive the difference that has been done onto the cover file, specifically for images. 2.4 Peak Signal to Noise Ratio
 Peak Signal to Noise Ratio (PSNR) is the measurement of ratio between signal and noise. It is a method to achieve the optimal power from a signal in relation to the power of the noise that comes along with the representation. PSNR has been implemented into RGB images to differentiate the resultant quality31). PSNR can be calculated with the following Eq. 1:
 𝑀𝑀𝑀𝑀𝑀𝑀 = �[𝐼𝐼1(𝑚𝑚,𝑛𝑛) − 𝐼𝐼2(𝑚𝑚,𝑛𝑛)]2
 𝑀𝑀 ∗ 𝑁𝑁𝑀𝑀,𝑁𝑁
 (1)
 Mean-square error (MSE) in the formula is used to
 compare the quality of image after compression, whereby MSE represents the error between the before and after compression, and PSNR is the measurement when peak error occurs30). A good illustration of PSNR can be seen in Fig. 6 where the signal on the left represents the original data of the file. In this case, the cover file that is going to be used for steganography. The noise on the right represents the error made due to compression. The higher the PSNR value, generally, the higher the quality of the reconstructed image and hence, the lesser the chance of the naked human eye to be able to perceive the difference made by steganography.
 - 423 -
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 Fig 6: PSNR ratio (in dB) 2.5 System Design
 The use case diagram in Fig.7 depicts the three parties involved in the application, whereby the parties being the sender, the receiver and the system itself. The sender is able to select the cover image, encode the image with the hidden message and save the image as a Steganography image. The receiver on the other hand is able to select the Steganography image that has been sent, inputs the password and decodes the Steganography image. The system on the other hand calculates the file size, the image size, shows the image details, converts the image to Bitmap Image (BMP) format, embed the text into the image and extracts the file.
 Fig. 7: Use Case Diagram
 Based on the fact that the application is Android based, the programming language that was opted for development was Java. Java is one of the best programming languages out there for mobile application development and is an object-oriented language.
 Integrated Development Environment (IDE) is utilized to develop the application as it is the official IDE for Google’s Android operating system. As such, the move to opt for Android Studio was to focus solely on Android development. Android Studio supports Java and the Java Development Kit (JDK) is attached together in the installation pack. Fig.8 below illustrates how Android Studio looks. 3. Evaluation
 This section discusses the procedures implemented in order to allow for quality control and assurance so as to guarantee that the project is delivered accordingly. The design of the User Interface (UI) for the application and the items involved in the implementation of the application is illustrated in Fig.9 and Fig.10 respectively.
 Fig. 8: Android Studio IDE
 Fig. 9: UI for encoding Fig. 10: UI for decoding page
 The application is tested frequently prior to major implementations. This is to ensure that the functionalities are executed and without error when the application is run as a whole unit. Upon completion of the application, individual units are tested and integration testing is also done. The application’s core functionalities were also put under heavy tests in order to guarantee that the entire system will run as intended.
 In this study, multiple individuals volunteered to be part of the User Acceptance Test (UAT) program. These individuals have been briefed and informed regarding the application. As seen below, a list of system deliverables tasks was handed out to these individuals prior to proceeding of the UAT. This UAT was only executed once the application is usable and has satisfied all core functionalities. The UAT system deliverables tasks are as shown in Table 1 below:
 - 424 -
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 Table 1. System Deliverables Tasks. No. Area Item Status
 1. Encryption Encryption page
 Encryption Passed
 2. Decryption Decryption page
 Decryption Passed
 3. Select Cover Image
 Encryption page
 Selecting cover image
 Passed
 4. Save Stego Image
 Encryption page
 Saving Stego image
 Passed
 5. Encryption (Password input)
 Encryption page
 Set password verification on selected cover image
 Passed
 6. Decryption (Password input)
 Decryption page
 Verify password on selected Stego image
 Passed
 4. Results
 The application has successfully encoded the inputs of images in LSB algorithm and a PSNR check is done to screen the encoded results so that users are aware of its PSNR value, allowing for an informed decision of whether to proceed with the encoded image or to use a different image input that is better suited for steganography. The PSNR value that is measured in dB can be seen in Fig.11 as below:
 Fig. 11: Encoded image with the PSNR value
 The decoding segment of the application has also gone on to show that it is capable of displaying the hidden message that was encoded into the cover image. This is illustrated in Fig. 12 below:
 Fig. 12: The decoded image with its hidden message 5. Conclusion
 Conclusively, through the use of dual algorithms, LSB and PSNR, on a mobile platform, this goes to show that steganography can be done with ease as users are no longer bound to the hefty personal computers/laptops as opposed to a compact smartphone. The application demonstrated a utilization of image steganography on a mobile environment that passes PSNR standards to ensure that steganography images produced from the application maintain a level of noise that establishes a ground of degree that allows for the steganography image to be invisible to the naked human eye. With the capability of hiding information in cover images to maintain anonymity, users can now use these steganography pictures on social media platforms such as WhatsApp, Instagram or Facebook to communicate with the added advantage of having an extra layer of security that is steganography. This application will be developed and tested amongst individuals in UCSI University, no matter what hierarchy they are on as this application benefits each and every level of hierarchy in the education institution. As mentioned, cover files have been an issue concerning digital steganography on a mobile environment. Hence, in the future, expanding the type of cover files that are open to images, audios, videos, and text will assist in solidifying steganography’s position as a means to implement data security in a mobile environment as suspecting cyber criminals and hackers will have to
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 adapt to the ever changing type of cover files used during data transfers in a communication. Payload issue is without a doubt one of the many future works that has to be researched and developed due to the fact that increasing payload in digital steganography that is much higher compared to the payload that we have today will be groundbreaking. Multitudes of information can be hidden inside a cover file-expanding the use of digital steganography more than ever.
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