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An Improved Inverted LSB Image Steganography
 Nadeem Akhtar, Shahbaaz Khan, Pragati Johri Department of Computer Engineering, Zakir Husain College ofEngg & Tech
 Aligarh Muslim University
 Aligarh, India
 [email protected], [email protected],[email protected]
 Abstract-In this paper, an improvement in the plain LSB based
 image steganography is proposed and implemented. The paper
 proposes the use of bit inversion technique to improve the stego
 image quality. Two schemes of the bit inversion techniques are
 proposed and implemented. In these techniques, LSBs of some
 pixels of cover image are inverted if they occur with a particular
 pattern of some bits of the pixels. In this way, less number of pixels
 is modified in comparison to plain LSB method. So PSNR of stego
 image is improved. For correct de-steganography, the bit patterns
 for which LSBs has inverted needs to be stored within the stego
 image somewhere. The proposed bit inversion technique provides
 good improvement to LSB steganography. This technique could be
 combined with other methods to improve the steganography
 further. (Abstract)
 Keywords- bit inversion; least significant bit; steganography;
 quality; PSNR (key words)
 I. INTRODUCTION
 Steganography is a data hiding technique which conceals the existence of data in the medium. It is in this sense, differs from cryptography, which encrypts the data and transmit it without concealing the existence of data. Steganography provides secrecy of text or images to prevent them from attackers. Image steganography embed the message in a cover image and changes its properties. Steganography provides secret communication so that intended hacker or attacker unable to sense the presence of message. Steganography, derived from Greek, literally means "covered writing." It includes a vast array of secret communications methods that conceal the message's very existence. These methods include invisible inks, microdots, character arrangement, digital signatures, covert channels, and spread spectrum [I].
 The basic concept is that it has a cover object that is used to cover the original message image, a host object that is the message or main image which is to be transmitted and the steganography algorithm to carry out the required object. The output is an image called stego-image which has the message image inside it, hidden. This stego image is then sent to the receiver where the receiver retrieves the message image by applying the de-steganography (Fig. 1 and Fig. 2).
 978-1-4799-2900-9/14/$31.00 ©2014 IEEE
 Cover
 Image
 Stego
 Image
 + Message
 Image L..=:==:::r
 Stego
 Image
 Figure 1. Steganography at senders side
 Cover
 Image + Message
 Image
 Figure 2. De-steganography at receiver side
 The advantages of Least-Significant-Bit (LSB) steganographic data embedding are that it is simple to understand, easy to implement, and it produces stego-image that is almost similar to cover image and its visual infidelity cannot be judged by naked eyes. Several steganography methods based on LSB have been proposed and implemented [2][3][4][5].
 A good technique of image steganography aims at three aspects. First one is capacity (the maximum data that can be stored inside cover image). Second one is the imperceptibility (the visual quality of stego-image after data hiding) and the last is robustness [6]. The LSB based technique is good at imperceptibility but hidden data capacity is low because only one bit per pixel is used for data hiding. Simple LSB technique is also not robust because secret message can be retrieved very easily once it is detected that the image has some hidden secret data by retrieving the LSBs.
 Several staganalytic methods have been developed to detect the hidden message from the image in communication. One of the earliest methods is chi-square test [7], which performs statistical analysis to identify the message. By reducing the size of message, detection risk in this attack can also be reduced. In [8], authors have proposed technique known as RS staganalys�s which can estimate message size efficiently when the message IS embedded randomly. In [9], a powerful staganalysis method is proposed, called SPA, which uses sample pair analysis to detect the message length.
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In this paper, author present two LSB based steganography schemes which are more secure than plain LSB method. Staganalysis is performed on the plain LSB stago-image to analyze the bit patterns of second and third LSBs that co-occur with LSB. Based on this analysis, LSB of those pixels may be inverted which co-occurs with a specific bit pattern, which improves the PSNR of stago-image and also makes the task of staganalysis difficult.
 Next section describes the method proposed. Section III describes the experiments and results. In section IV, conclusion is discussed.
 II. IMPLEMENT A nON
 A. Classical LSB Algorithm:
 A raw digital image is an array of pixels representing the intensity of light at that pixel position. Digital images are typically stored in either 24-bit or 8-bit per pixel. An 8-bit image can represent 256 different levels of light intensities. 24-bit images are sometimes known as true color images because they can represent a large number of color intensities.
 Obviously, a 24-bit image provides more space for hiding information; however, 24-bit images are generally large and not that common. A 24-bit image 1 024 pixels wide by 768 pixels high would have a size in excess of 2 megabytes. As such, large files would attract attention were they to be transmitted across a network or the Internet.
 Generally 8 bits images are used to hide information such as GIF files represented as a single byte for each pixel. Now, each pixel can correspond to 256 colors. It can be said that pixel value ranges from 0 to 255 and the selected pixels indicates certain colors on the screen.
 The technique for classical least significant bit implies the manipulation of LSB plane of cover image by replacing LSBs of cover image with message bits. Since only LSB is changed, only one level of intensity differs between original and modified pixel, which cannot be detected visually. Hence the attacker will not get the idea that some message is hidden in the image.
 Next, an example shows the simple LSB method.
 Cover Image:
 00 1 1 1 1 1 1 1 000 1 00 1
 1 0 1 0 1 00 1 1 1 1 1 1 1 00
 Message Image:
 1 0 1 0 1 0 1 0
 Steganographed Image:
 00 1 0 1 000 00 1 1 1 0 1 1 1 1 1 00000
 00 1 0000 1
 00 1 1 1 1 1 1 1 000 1 000 00 1 0 1 001 00 1 1 1 0 1 0 1 1 1 00001
 1 0 1 0 1 000 1 1 1 1 1 1 01 00 1 00000
 The bold bits represent the changed bits. The probability of modification of a pixel of cover image is 0.5. So, approximately half of the cover image pixels get changed.
 There are several variations of simple LSB approach. Several approaches modifies two or more bits of cover image instead of replacing one bit so that more amount of data could be hidden in a cover image. Using up to four LSBs for hiding message gives acceptable results but it can deteriorate quality of cover image as more high order LSBs are replaced [ 1 0] [ 1 1 ].
 The LSB replacement allows simply replacing the information behind cover image directly and changing a single bit of a pixel does not cause perceptible difference in image quality [ 1 2]. So, the change in amplitude is very small and this allows high perceptual transparency of LSB.
 The disadvantages of LSB approach is the size of cover image required for a particular message image that is for a certain capacity of message cover image required is 8 times thus increasing the bandwidth to send the image [ 1 3]. Another disadvantage is that if an attacker suspects that some information is hidden behind the cover image, He can easily extract information by just collecting LSBs of stego image. For these criteria, this method is not successful.
 B. Proposed Method:
 A novel LSB inversion method to improve the quality of final image is proposed. Two schemes of the method are implemented. To understand both the schemes, following examples are considered.
 First Scheme Four message bits 1 0 1 1 are to be hidden into four cover
 image pixels 1 000 1 1 00, 1 0 1 0 1 1 0 1 , 1 0 1 0 1 0 1 1 and 1 0 1 0 1 1 0 1 . After plain LSB steganography, stego-image pixels are
 1 000 1 1 01, 1 0 1 0 1 1 00, 1 0 1 0 1 0 1 1 and 1 0 1 0 1 1 0 1 . Two pixels i.e. first and second of cover image have changed. Now, we see that the second and third LSB of three cover image pixels are 0 and 1 respectively. For two of these three pixels, LSB has changed. If we invert the LSB of these three pixels, cover image pixels will be 1 000 1 1 00, 1 0 1 0 1 1 0 1 , 1 0 1 0 1 0 1 1 and 1 0 1 0 1 1 00. Now, there is only one pixel of stego-image which differs from cover image i.e. the last one. Thus, the PSNR would increase improving the quality of stego-image. For correct de-steganography, we need to store the fact that we have inverted the LSBs of those pixels in which second and third LSB are 0 and 1 respectively.
 If we consider two bits, there are four (00, 1 0, 1 0, II) possible combinations. For each of the combination, stegoimage is analyzed to find the number of pixels of first type i.e. whose LSB has changed and second type i.e. whose has not changed. If the number of pixels of first type is greater than the number of second type pixels, we invert the LSB of first type pixels. In this way, less number of pixels of cover image would be modified. The totals pixel benefit would be equal to the difference between the number of first and second type pixels.
 750 2014 International Conference on Issues and Challenges in Intelligent Computing Techniques (ICICT)
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Second Scheme
 In the second scheme, we assume that original cover image has already been transferred to the receiver. With this assumption, stego-image quality can be further improved using bit-inversion technique.
 In this scheme, in addition to 2nd and 3'd LSB of each pixel, we also consider the least significant bit of the original image pixel. For each possible combination of 2nd and 3rd LSB, we find four types of pixels. First, the number of pixels in which the LSB has changed from 0 to 1 . Second, the number of pixels in which the LSB is originally 0 and it hasn't changed. Third, the number of pixels in which the LSB has changed from 1 to O. Fourth, the number of pixels in which the LSB is originally 1 and it hasn't changed. Let us denote these pixels by A, B, C and D respectively. Now, if A is greater than B, we invert the LSB in all those pixels that have the particular pattern of 2nd and 3rd LSB and LSB of those cover image pixels is originally O. Similarly, if C is greater than D, we also invert the LSB of all those pixels that have the particular pattern of 2nd and 3rd LSB and LSB of those cover image pixels is originally 1 . In this way, less number of cover image pixels would be modified. Here, pixel benefit would be equal to min(A,B)+min(C,D).
 For de-steganography, we need to store those patterns for which the corresponding LSB bit has been inverted. Since we have checked all possible combination (4) of 2nd and 3rd LSB and the LSB (0 or I) itself, we may need to store maximum of 8 patterns. To recover the message image from stego-image, we need to analyze 3rd, 2nd and 1 st LSB. 2nd and 3rd LSB pattern in stego-image is same as in the original cover image, but LSB has changed. So, the receiver must have the original cover image for correct de-steganography.
 The total pixel benefit in this scheme is more than (or equal to) pixel benefit in second scheme because eight patterns are checked whereas in the first scheme only four patterns (all combinations of 2nd and 3rd LSB) are checked.
 III. RESULTS AND ANAL YSIS
 We use three 1 024* 1 024 cover images baboon Fig. 3 (a), Pentagon Fig. 3 (b) and JuliaSet Fig. 3 (c); and six 256*256 message images Fig. 4 (a)-(t). Table I and II show the analysis and bit inversion decisions for the message images Crods and FishingBoat respectively [ 1 4]. We analyze the tempora� stegoimage generated by simple LSB method, considering 2n and 3rd LSB in first scheme and LSB also in second scheme.
 For the Crods image when embedded into Baboon using first scheme, in Table I, number of unchanged bits is much less than the number of changed bits for bit pattern 00, so inversion is performed. Number of unchanged bits is also less than the number of changed bits for bit pattern 1 0; inversion is also performed for this case too. Number of unchanged bits is not less than the number of changed bits for other bit patterns. Before inversion, the number of stego-pixels which differs from the cover image pixels is 24329 1 . After inversion is performed, the number of stego-pixels which differs from cover image pixels is 203443. A pixel-benefit of 39848 pixels is achieved, increasing the PSNR by 0.78. When crods image is embedded into JuliaSet cover image, a large pixel benefit of 74793 pixels is achieved, increasing the PSNR by 1 .33.
 For the Crods image when embedded into Baboon using second scheme, in Table I, we store bit inversion decision for those bit patterns of 3 rd, 2nd and 1 st LSB for which the number of changed pixels is more than the number of unchanged pixels. For example, for bit pattern 000 (3rd, 2nd, 1 st LSB), the number of changed pixels ( 1 34 1 1 ) is less than the number of unchanged pixels (4 1 880). So, LSB is not inverted. For bit pattern 00 1 , the number of changed pixels (97376) is less than the number of unchanged pixels (3 1 4 1 3). Here, LSB is inverted.
 Image analysis and bit inversion decisions for Crods message image when embedded into JuliaSet cover image is also shown in Table I for both the schemes. The detailed results for FishingBoat message image stegnographed into Baboon and JuliaSet cover images using both the schemes is shown in Table II.
 Table III shows the improvement in PSNR for all the six message images when both the bit-inversion schemes are used to embed them into baboon, pentagon and JuliaSet cover images. It can be analyzed from the table III that the improvement in PSNR is small for some images and large for some other images. Actually, it depends on the distribution of bits in cover and message images which is totally random. For some message and cover image, the improvement in PSNR may be even zero.
 In the first scheme, the choice of cover image for a message image depends on how much improvement in PSNR it provides. For example, Baboon is better choice for cover image for crods message image because it provides better improvement in PSNR. For Laser message image, JuliaSet is better choice for cover image. In the second scheme, interestingly, the PSNR of stego-image for a given message image for all the cover images is same.
 20J4 Internationai Conference on Issues and Challenges in Intelligent Computing Techniques (ICICT) 751
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Bit pattern (3rd
 , 2nd
 LSB)
 00
 01
 10
 11
 00
 01
 10
 11
 Bit pattern (3rd
 , 2nd
 LSB)
 00
 01
 10
 11
 Changed Bits
 TABLE I. STATISTICS AND DECISION FOR CRODS MESSAGE IMAGE
 Not Invert Changed LSB Changed Not Changed ? Bits in Bits Changed
 Bits Final Bits Image
 Invert?
 First Scheme Second Scheme
 Cover Image: Baboon Changed Bits in Simple LSB=243291
 110787 73293 YES 73293 0
 1
 13411 41880
 97376 31413
 64053 139729 NO 64053 0 43334 133139
 1 20719 6590
 35126 32772 YES 32772 0
 1
 7556 23848
 27570 8924
 33325 35203 NO 33325 0 8948 27425
 1 24377 7778
 Total Pixel Benefit 203443
 Cover Image: JuliaSet Chan�ed Bits in Simple LSB=283697
 122158 73095 YES 73095 0 10315 33669
 1 111843 39426
 31354 53239 NO 31354 0 14930 48309
 1 16424 4930
 80392 54662 YES 54662 0 9510 31460
 1 70882 23202
 49793 59595 NO 49793 0 15083 49037
 1 34710 10558
 Total Pixel Benefit 208904
 TABLE II. STATISTICS AND DECISION FOR FISHlNGBOAT MESSAGE IMAGE
 Change Not Invert Change LSB Change Not d Bits Change ? d Bits in d Bits Change
 d Final d Bits Image Bits
 No
 Yes No
 Yes No
 Yes No
 Yes
 No
 Yes No
 Yes No
 Yes No
 Yes
 Invert ?
 First Scheme Second Scheme
 Cover Image: Baboon Changed Bits in Simple LSB=253325
 100411 83669 Yes 83669 0 20879 34412 No
 1 79532 49257 Yes
 84419 119363 No 84419 0 67600 108873 No
 1 16819 10490 Yes
 34682 33216 Yes 33216 0 12057 19347 No
 1 22625 13869 Yes
 33813 34715 No 33813 0 14024 22349 No
 1 19789 12366 Yes Total Pixel Benefit 235117
 Changed Bits in Final
 Image
 44824
 49924
 16480
 16726
 127954
 49741
 19860
 32712
 25641
 127954
 Changed Bits in Final
 Image
 70136
 78090
 25926
 26390
 200542
 752 2014 International Conference on Issues and Challenges in Intelligent Computing Techniques (ICICT)
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Cover Image: JuliaSet Changed Bits in Simple LSB=273651
 00 110417 84836 Yes 84836 0 16885 27099
 1 93532 57737
 01 37249 47344 No 37249 0 24171 39068
 1 13078 8276
 10 73583 61471 Yes 61471 0 15564 25406
 1 58019 36065
 52402 56986 52402 0 24489 39631
 11 No 1 27913 17355
 Total Pixel Benefit 235958
 Message Image
 Crods
 TestPat
 F16
 FishingBoat
 Laser
 Clock
 TABLE III. IMPRovEMENT IN PSNR FOR MESSAGE IMAGES
 Cover Image PSNR
 Before Inversion Scheme 1 Baboon 54.47 55.25
 Pentagon 55.16 55.16
 JuliaSet 53.80 55.13
 Baboon 53.68 56.05
 Pentagon 52.86 55.99
 JuliaSet 54.99 56.08
 Baboon 54.08 54.34
 Pentagon 53.95 54.35
 JuliaSet 54.18 54.31
 Baboon 54.30 54.62
 Pentagon 54.60 54.60
 JuliaSet 53.96 54.60
 Baboon 54.34 54.80
 Pentagon 54.81 54.81
 JuliaSet 53.73 54.95
 Baboon 54.08 54.40
 Pentagon 53.90 54.41
 JuliaSet 54.27 54.41
 No 43984
 Yes
 No 32447
 Yes
 No 51629
 Yes
 No 41844
 Yes
 169904
 Scheme 2 57.26
 57.26
 57.26
 61.21
 61.21
 61.21
 54.62
 54.62
 54.62
 55.31
 55.31
 55.31
 55.78
 55.78
 55.78
 54.76
 54.76
 54.76
 20J4 Internationai Conference on Issues and Challenges in Intelligent Computing Techniques (ICICT) 753
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 Figure 3. Message images (a) Crods (b) TestPat (c) FI6 (d) FishingBoat (e) Laser (I) Clock
 (b)
 Figure 4. 1024*1024 Cover Images (a) baboon (b) Pentagon (c) JuliaSet
 (c)
 (I)
 (c)
 2014 International Conference on Issues and Challenges in Intelligent Computing Techniques (ICICT)
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IV. CONCLUSION
 The proposed bit inversion schemes enhance the stego-image quality. The enhancement in PSNR is not proportional. The improvement in PSNR may be very large for some image as in the case of TestPat image and for some other image, it may be small. In the first scheme, for given a message image, a set of cover image can be considered and that cover image is selected for which the improvement is largest.
 Although the third party could determine if the message bits are embedded using some staganalysis methods, he would have difficulty to recover it because some of the LSBs have been inverted; it will misguide the staganalysis process and make the message recovery difficult. The bit inversion method makes the steganography better by improving its security and image quality.
 In future work, other bit combinations of cover image pixels can be considered. There are 21 C C2) bit combinations of two bits in a pixel leaving the LSB. Further, more bits of cover image pixels can be considered for analysis. For example, three bits can be considered which provides 8 different bit patterns improving the possibility of greater enhancement in PSNR.
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