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ACCESS CONTROL at the INFN and at LNL
 ACCESS CONTROL at the INFN and at LNL
 Marta Dalla Vecchia
 Istituto Nazionale di Fisica NucleareSezione di Padova
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ABSTRACT
 Each International Laboratory has problems in admitting people coming from different countries.At first there are bureaucratic problems, depending upon the normative of each country (visa, permit of stay, etc.) but closely relative to very important matters like a general health insurance or a worker's accident compensation insurance.Besides, we have to considered all the others problems connected with laboratory access regarding not only the foreign workers but all the employees. We need to be sure that each worker has the basilar notions about lab orientation, emergency procedures, safety training and consequently we have to give information on applicable regulations and guidelines, recommended work practices, personal protective equipment and proper disposal of hazardous chemicals and biological waste.Furthermore we have to pay much more attention to people working alone or to insulate rooms, remote places, underground passages. In this case we have to considered the necessity to install an electronic system for access control to know in every moment who is where.The experience performed at the INFN and at the LNL is presented in order to give a contribution to the topic, in particular we will illustrate the access regulations applied, the workers training performed and a simple access control system implemented.
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INFN - ISTITUTO NAZIONALE DI FISICA NUCLEAREINFN - ISTITUTO NAZIONALE DI FISICA NUCLEARE
 The role of the INFN is to propose, coordinate and conduct
 experimental and theoretical research work in the field of
 fundamental and applied physics
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RESEARCH ACTIVITIES AT THE INFNRESEARCH ACTIVITIES AT THE INFN
 LNS - CataniaJefferson LAB - Virgina
 FERMILAB - Chicago
 SLAC -California
 CERN -Ginevra
 DESY - Amburgo LNL - Legnaro
 LNF - Frascati
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Cerenkov telescopeLa Palma – Canarie Isles
 Nuclear Power ReactorBugey - France
 RESEARCH ACTIVITIES AT THE INFNRESEARCH ACTIVITIES AT THE INFN
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people coming from different countries can collaborate in the different activities but there are bureaucratic problems …
 people coming from different countries can collaborate in the different activities but there are bureaucratic problems …
 depending upon the normative of each country (visa, permit of stay, etc.)
 connecting with a general health insurance or a worker's accident compensation insurance
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We ask for every researcher that submit the
 request to attend the LNL a declaration of his
 home Institution that specifies his insurance
 position during the period he stays in the Lab.
 The declaration must also state the classification
 of the worker with regard to the ionizing radiation
 risk activity at the LNL
 We ask for every researcher that submit the
 request to attend the LNL a declaration of his
 home Institution that specifies his insurance
 position during the period he stays in the Lab.
 The declaration must also state the classification
 of the worker with regard to the ionizing radiation
 risk activity at the LNL
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LAB ORIENTATION
 EMERGENCY PROCEDURES
 SAFETY TRAINING
 Also we have to consider all the others problems connected with laboratory access regarding not only the foreign workers but all the employees. It is necessary to be sure that each worker has the basilar notions about:
 Also we have to consider all the others problems connected with laboratory access regarding not only the foreign workers but all the employees. It is necessary to be sure that each worker has the basilar notions about:
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applicable regulations and guidelines
 recommended work practices
 personal protective equipment
 consequently we have to give information on:consequently we have to give information on:
 proper disposal of hazardous chemicalsand biological waste
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We can use simple handbooks…We can use simple handbooks…
 MAGIC COLLABORATION
 WORKERSSAFETY HANDBOOK
 Island of La Palma
 October 2002
 EMERGENCY PLAN
 AND
 FIRE PREVENTION
 SEPTEMBER 1999
 Laboratori Nazionali di Legnaro
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If you have any doubt, ask ... BEFORE ACTING
 If you have any doubt, ask ... BEFORE ACTING
 LABORATORI NAZIONALI DI LEGNAROLABORATORI NAZIONALI DI LEGNARO
 Observe the Safety and Radioprotection rules
 Use the Personal Protective Equipments
 Do Not disconnect the safety devices
 Notify immediately an emergency situation
 to the number 888. Follow the given directions
 in matter of Emergency and Fire Prevention
 Observe the given directions in matter of Environment and Waste
 Cooperate with the Subcontractors
 Safety is also your interest...THINK it over !
 Safety is also your interest...THINK it over !
 Poster…Poster…
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Web pages…Web pages…
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Interactive CD…Interactive CD…
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Furthermore we have to pay much more attention
 to people working alone or in insulated rooms,
 remote places, underground passages.
 In this case we have to consider the necessity to
 install an electronic system for access control to
 know at any time who is where.
 Furthermore we have to pay much more attention
 to people working alone or in insulated rooms,
 remote places, underground passages.
 In this case we have to consider the necessity to
 install an electronic system for access control to
 know at any time who is where.
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The electronic system must be: The electronic system must be:
 1. easy to manage1. easy to manage
 2. resistant to tampering2. resistant to tampering
 The simpler way to realize an access control
 system
 is to use low frequency radio waves,
 a so called “inductive” tag contact system
 BUT…
 The simpler way to realize an access control
 system
 is to use low frequency radio waves,
 a so called “inductive” tag contact system
 BUT…
 INFNLNLINFNLNL
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1. A real “hands free” function is not possible1. A real “hands free” function is not possible
 2. One person can open the door for another
 person
 2. One person can open the door for another
 person
 Due to the relative short reading rangeDue to the relative short reading range
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The system give us the possibility to divide the Lab
 in several zones and the system can register every
 passage even if a group of people accompanies
 one another
 The system give us the possibility to divide the Lab
 in several zones and the system can register every
 passage even if a group of people accompanies
 one another
 In critical areas we need a "person counter" hands
 free
 able to signal the tricky people
 In critical areas we need a "person counter" hands
 free
 able to signal the tricky people
 Registration is completely automatic
 and at any time
 we can know where everybody is
 Registration is completely automatic
 and at any time
 we can know where everybody is
 In LNL we are adopting the so called CONFIDENT
 system that uses microwaves with a very slow
 power (fraction of the emission from a mobile
 phone)
 In LNL we are adopting the so called CONFIDENT
 system that uses microwaves with a very slow
 power (fraction of the emission from a mobile
 phone)
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Besides with this system we can manage
 not only:
 Besides with this system we can manage
 not only:
 1. The access (in case of automatic locks) to the
 different areas according to the priority we
 have registered in the tag
 1. The access (in case of automatic locks) to the
 different areas according to the priority we
 have registered in the tag
 2. Books’ rent in the library
 3. Safety precaution related to the state of health
 of any person
 4. Give an alert to the control room if someone is
 detected in a forbidden area
 5. …
 2. Books’ rent in the library
 3. Safety precaution related to the state of health
 of any person
 4. Give an alert to the control room if someone is
 detected in a forbidden area
 5. …
 But also: But also:
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The tag can be integrated with a vertical position
 detection device in order to allow people to work
 alone or overtime
 The tag can be integrated with a vertical position
 detection device in order to allow people to work
 alone or overtime
 The system can be improved using a software that
 allows the detection of people on their way around
 the laboratory: we can register the history of
 movements
 The system can be improved using a software that
 allows the detection of people on their way around
 the laboratory: we can register the history of
 movements
 The system allows to count people that has
 reached the safe meeting point and gives
 information about last known position of missing
 people
 The system allows to count people that has
 reached the safe meeting point and gives
 information about last known position of missing
 people
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The system can automatically manage pre-alarm
 situation giving an alert information to people
 entering the area.
 We can have alarm for:
 The system can automatically manage pre-alarm
 situation giving an alert information to people
 entering the area.
 We can have alarm for: 1. smoke or fire
 2. failures
 3. radiation levels
 4. over temperature/under temperature
 5. law level of oxygen
 6. hazard gases
 7. ….
 1. smoke or fire
 2. failures
 3. radiation levels
 4. over temperature/under temperature
 5. law level of oxygen
 6. hazard gases
 7. ….
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1. register up to 5000 users, divided in employee,
 visitors…
 2. manage up to 128 different time frames
 3. individuate up to 128 different access levels
 4. centralize the recording of alarms and
 personalize messages
 5. …
 1. register up to 5000 users, divided in employee,
 visitors…
 2. manage up to 128 different time frames
 3. individuate up to 128 different access levels
 4. centralize the recording of alarms and
 personalize messages
 5. …
 The CENTRAL SYSTEM can:The CENTRAL SYSTEM can:
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1. Reading range up to 5 meters
 2. Reading speed up to 200 km/h
 3. Multiple read function
 4. Movement detection
 5. Read -Write and Read Only tags
 6. Programmable Read-Write station
 7. 100 frequency channels (for interference
 elimination)
 8. Circular polarisation
 9. Thin or heavy duty tags
 10.All weather design
 1. Reading range up to 5 meters
 2. Reading speed up to 200 km/h
 3. Multiple read function
 4. Movement detection
 5. Read -Write and Read Only tags
 6. Programmable Read-Write station
 7. 100 frequency channels (for interference
 elimination)
 8. Circular polarisation
 9. Thin or heavy duty tags
 10.All weather design
 Something about the used technologySomething about the used technology
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1. CONFIDENT operates in the 2.45 GHz waveband
 2. The emission from CONFIDENT is only about one
 tenth of that from a mobile phone
 3. The tags are powered by lithium cells
 1. CONFIDENT operates in the 2.45 GHz waveband
 2. The emission from CONFIDENT is only about one
 tenth of that from a mobile phone
 3. The tags are powered by lithium cells
 Something about the used technologySomething about the used technology
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CONFIDENT SEEMS TO BE WHAT WE
 NEED…
 CONFIDENT SEEMS TO BE WHAT WE
 NEED…
 NOW WE HAVE TO RELIZE
 IT !!!NOW WE HAVE TO RELIZE
 IT !!!
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