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MSSPProgramDescription&Pricing(forallsizes)
 FY2016
 ALIENVAULT

Page 2
                        

Market RealitiesTheSecurityChallengesYourCustomersFace
 • Lackthein-housecapabilities requiredtokeeppacewithchangingbusinessdemands,compliancemandates,andemergingthreatsforstrategicimplementationofnewITsecuritysolutions.
 • Don’thavethecapabilities toeffectivelymonitorandmanagethesecurityinfrastructuretoensureoptimalutilizationofcurrentassets.
 • In-houseITstaffsspendfartoomuchtimeonday- to-dayoperationalsecurityissuesversusnewstrategicprojects.
 • DependonITsecuritytoolsandprocessesthatprovideareactive,ratherthanproactive,approachtomitigatingriskandminimizingdatalossanddowntime.
 …WhichhasledtoorganizationsmovingtoMSSPs
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Thosewholookforaplatformthatisalreadyintegrated– or“Unified
 (Integrated)SecurityManagement”
 Thereare2TypesofMSSPs…
 Thosewhotrytobuy&buildandintegrateitallontheirown…
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ü Easycentralizedmanagementwithafederatedarchitectureü ThreatintelligencefromAlienVaultLabsandOpenThreatExchange™(OTX)ü Vertical/HorizontalOfferings
 • EasilybuildsecuritycatalogaroundUSMplatform’sbuilt-inessentialsecuritycapabilities• Threatdetection/Alerting/Prioritization/Response
 ü Largelibraryofcompliancereportingü Flexibledeploymentoptionsincludingbothhardwareorvirtualappliancesü "PayasyouGrow"licensingmode
 WhyAlienVault ForManaged Security?
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Start/Expand YourServiceCatalog:“Whatcan Ioffer?”
 Managedsecurityoperationsandresponse- Providefirstlineincidentdetectionandtriage- Escalatetocustomerasneededforremediationresponse
 Reportingofvulnerabilitiesandthreats- Identifyknownmaliciousentitiesprobingtheirsystems- Detect latestattackpayloads- Identifycompromisedsystems- Leveragetime-testedsecuritycontrolswithminimaldeploymentoverhead- Identifypotentiallyinsecurebehaviors- Identifyunpatchedsoftware,knowntovulnerable
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ARCHITECTURE
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Sensor
 Buildit.Architecture
 LoggerUSMServer• Asset
 Detection• Vulnerability
 Assessment• IDS• HostIDS
 • NetFlowAnalysis
 • ServiceMonitoring
 • LogNormalization
 • EventCorrelation• EventStorage/Query• ManagementConsole
 • Long-TermSecureLogStorage
 • LogQuery
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MSSPDeploymentSampleDeployments
 AlienVaultMSSPFederationServer
 CustomerEnvironmentAlienVaultMSSPPartner ’sEnvironment
 SecurityData
 Alarms&RemoteAdministration
 Customer ’sAlienVaultUSMAll-in-One
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AlienVaultMSSPFederationServer
 CustomerEnvironmentAlienVaultMSSPPartner ’sEnvironment
 SecurityData
 Alarms&RemoteAdministration
 Customer ’sAlienVaultUSMServer
 Logger
 MSSPDeploymentSampleDeployments
 SensorsSensors
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Traditional Multi-Tenancy Challenges
 DataSpillage• Nomatterthearchitecture,dataisonthesamemachineorstorageapplianceSinglepointoffailure• Ifyourinfrastructuregoesdown,you’recompletelyblindandsoareyourcustomersCapacity/Scaling• YoumustconstantlyscaletomeettheresourcesofyourcustomersinaggregateMajorUpfrontCostforMSSP• Youcan’tstartwith1customeryouhavetoplaninblocksof10,20…forresourcesDOSfromoneCustomer• OnecustomerfloodingeventscanimpacttheserviceofothercustomersBandwidth• AlllogsneedtobesentandprocessedcreatingunnecessaryoverheadDelayinprocessing/notification• Eventsareemitted,transferred,normalizedandthencorrelatedYouarefarfromthedata• Logscanbetransmitted,butwhataboutNetflow,IDSInspection...??
 Oftenoverlookeduntilit’stoolate
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IndependentscalingofCustomers• Customerscanvaryinsizefromoneservertohundreds
 FixedCostEntityforMSSP• Federatedservercansupporthundredsofcustomerswithoutupgradestohardware
 LogDataneverleavesNetwork• Compliance– “clearseparationofdata”• DataPrivacyLaws– Nofearofdataspillsorsharedaccess,etc.
 LittlebandwidthUsed• Onlyalarmsareforwardednoteveryevent
 Notdependentoncentralsystemforalerting• CustomerserverstilloperatesandalertswhetherMSSPserverisfunctionalorconnected
 ReadyforCo-ManagedOfferings• Customerdevicecanbeaccessedlocallycreatingopportunitiesforselfservereportingandmore.
 Federation BenefitsFlexibility,ControlandCompliance
 Customer’sAlienVaultUSMAll-in-One(Server,Logger,
 Sensor)
 AskaboutourSolutionBriefformoreaboutFederation!
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Customer SizingExamples
 Singlelocationwithlessthan1000EPS
 • <=1,000EPS•Noremotelocations
 Multiplelocationswithlessthan2500
 EPS
 • <2,500EPS• Remotelocationsandsensors
 EnterpriseDeployment
 •Manylocations• >2,500EPS• Distributedmultilevelarchitecture
 Logger
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Product Sizing– What’sthedifferencebetweeneachproduct?AllUSMproductsarethesameintermsoffeatures,functionality,andcapability.Theonlydifferenceiscapacity.
 USMAllinOne25A,75A,150A– IncludesaSensor,Server,andLoggerinoneappliance.HasanAssetBasedlimitationof25,75,and150.Assets=UniqueIPAddresses.
 USMAllinOneUnlimitedAsset- IncludesaSensor,Server,andLoggerinoneappliance.DoesnothaveanAssetBasedlimitation,insteadithasaPerformanceGuidelineof1,000EPS.IfwedisabletheonboardSensor,theEPSwillincreaseto2,500.
 USMStandardServer,Logger,Sensor–AsUSMscales,weseparatethe3components,intotheirownappliancesotheycanhandlelargeramountsofdataandmorecomplexnetworkarchitecture
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PRICING
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MSSP“GettingStarted”PackageOptions
 Standard PackagePublic Training +DeploymentAssistance/Remote Consultant
 Premium PackagePrivate Training +DeploymentAssistance/Onsite Consultant
 $10,000 $22,000
 ü ACSEproduct training for one (1)personatanAlienVault training center or “LIVE”online training from anywhere intheworld.
 ü One(1) day(8 Hours) of RemoteConsultant
 ü ACSEproduct training for upto eight (8)people atyour facility or “LIVE”onlinetraining from anywhere inthe world.
 ü Five(5) days(40 Hours) ofRemoteConsultant
 ü Two (2)daysofHealth Check Service
 BecomeaCertifiedAlienVaultMSSPPartner
 ORBooster Package
 Public Training +DeploymentAssistance/Remote Consultant OR
 $5,000
 ü ACSEproduct training for two (2)people atanAlienVault training centeror “LIVE”online training fromanywhere inthe world.
 ü Two (2) days(16 Hours) ofRemoteconsulting
 ü One (1) dayofHealth Check Service
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MSSPProgramParticipation Costs
 $2,000/Month1-YearCommitment
 $1,750/Month2-YearCommitment
 $1,500/Month3-YearCommitment
 INCLUDES:ü LicensetouseAlienVaultMSSPproductsasamanagedserviceü MSSPAlarmFederationServerü Support/Maintenanceü ThreatIntelligenceü SubscriptionLicensingModelü AlienVaultAccountManagerü AccesstoanMSSPSolutionEngineer
 TERMS:ü Minimumcommitmentofoneyearü Priceincentiveformulti-yearcommitü VirtualapplianceformfactoravailableforAWSü Hardwareappliance formfactorsoldatstandardhardwarelistprices
 OR OR

Page 18
                        

VolumeIncentiveSubscription Pricing
 GOLDLEVEL25+Customers
 GoldPartnershaveachievedprovensuccesswiththeirMSSPofferingleveragingAlienVaultsolutionsandarecommittedtothecontinuedadoptionofAlienVaulttechnologiesinthemarketplacethroughtheservicestheyprovide.ThesepartnersarealsoworkingwithAlienVaultmarketingthroughavarietyofprograms(digital)andengagements.
 PLATINUMLEVEL75+Customers
 PlatinumPartnersareexpertsindeliveringAlienVault’ssuperior,UnifiedSecurityManagementsolutionstotheircustomersandhavedemonstratedsuccessacrossallabroadarrayofcustomerenvironments/verticals.
 SILVERLEVEL0– 25Customers
 SilverPartnersareorganizationscommittedtodeliveringSecurityservicesleveragingUSM(UnifiedSecurityManagement)toasmallsubsetofcustomers.TheyareinterestedinenhancingtheirpartnershipwithAlienVaultandtakinginitialstepstowardasuccessfulrelationshipthroughtrainingandearlystagemarketing.
 1. StartoffasSILVER2. MovetoGOLD/PLATINUMbasedon#ofCustomers3. Getlowersubscriptionpricesasvolumeofcustomersincrease
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CustomerSubscription Pricing(VirtualAppliance)
 ProductName Silver Gold Platinum
 MSSPAllInOne25A $200 $175 $150MSSPAllInOne75A $425 $350 $300MSSPAllInOne150A $550 $475 $400MSSPAllInOneUA $800 $675 $575MSSPRemoteSensor $100 $85 $70MSSPStandardLogger $700 $600 $500MSSPStandardServer $1,400 $1,200 $1,000MSSPStandardSensor $525 $450 $375MSSPFederationServer $1,500 $1,275 $1,050
 Definition Key
 A – AssetUA – Unlimited AssetAsset – Unique IP Address
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HardwareAppliance Pricing
 ProductName Price
 MSSPAIO6x1GB- HardwareDeploymentOption $9,600MSSPRemoteSensor- HardwareDeploymentOption $2,250MSSPLogger2.2T- HardwareDeploymentOption $12,050MSSPLogger1.8T- HardwareDeploymentOption $8,900MSSPServer- HardwareDeploymentOption $8,200MSSPSensor6x1GB- HardwareDeploymentOption $7,850MSSPSensor2x10GB- HardwareDeploymentOption $8,550MSSPFederationServer- HardwareDeploymentOption $9,600
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HardwareAppliance - LightSpeedReplacementPricing
 ProductName Price/Annual
 MSSPAIO6x1GB- LightSpeedReplacement $ 1,750MSSPRemoteSensor- LightSpeedReplacement $ 300MSSPLogger2.2T- LightSpeedReplacement $3,000MSSPLogger1.8T- LightSpeedReplacement $1,500MSSPServer- LightSpeedReplacement $1,500MSSPSensor6x1GB- LightSpeedReplacement $1,500MSSPSensor2x10GB- LightSpeedReplacement $1,500MSSPFederationServer- LightSpeedReplacement $1,750
 Light Speed Replacement
 AlienVault provides an (optional) Advanced Replacement program where a new (or refurbished) unitwill be shipped with priority shipping within 48 hours of RMA generation. In many Cases, the units will shipped the same day.
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AlienVault:Discover Security That’s Highly Intelligent
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The USM Platform
 Unified Security Management Single platform that simplifies and accelerates threat detection, incident response & policy compliance
 AlienVault Labs Threat IntelligenceActionable information about malicious actors, their tools, infrastructure and methods
 Open Threat Exchange Community-powered threat data that enables collaborative defense
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ASSETDISCOVERY• ActiveNetworkScanning• PassiveNetworkScanning• AssetInventory
 VULNERABILITYASSESSMENT• Continuous
 VulnerabilityMonitoring• Authenticated/Unauthenticated
 ActiveScanning
 BEHAVIORALMONITORING• NetflowAnalysis• ServiceAvailabilityMonitoring
 SIEM• LogCollection• OTXThreatData• SIEMEventCorrelation• IncidentResponse
 THREATDETECTION• NetworkIDS• HostIDS• FileIntegrityMonitoring
 USMPlatform
 Unified,EssentialSecurityControls
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IntegratedThreat Intelligence
 CoordinatedAnalysis,ActionableGuidance
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OpenThreatExchange (OTX) Theworld’slargestcommunity-poweredsourceofthreat
 intelligence
 ThreatresearchissharedinOTXaspulses:collectionsofIndicatorsof
 Compromise(IoCs).ThisincludesIPs,domains,filehashes,andmore
 USMalertsyouwhenIoCsaredetectedinyour
 environment
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• The world’s first truly open threat intelligence community that enables collaborative defense with actionable, community-powered threat data
 • With more than 26,000 participants in 140+ countries
 • And more than 1 million threat indicators contributed daily
 • Enables security professionals to share threat data and benefit from data shared by others
 Open Threat Exchange(OTX)
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AboutAlienVault
 • Foundedin2007andheadquartered inSanMateo,CA• Over2,500commercialcustomers• Onlycompanytobenamed“Visionary”intheGartnerSIEMMagicQuadrantin2013,2014and2015• Backedbypremierinvestors
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TrustedbyThousands ofCustomers
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PurposeBuilt- FoundedtosupportMSSPsinaFederated(multi-tenant)environment
 MassivemarketOpportunity- Newsecurityapproachforlarge,under-servedmarket
 IntegratedApproach- Unified,Simple,andAffordablesolutionforcompletesecurityvisibilityasaMSSP
 ThreatIntelligence-World’slargestcrowd-sourcedopenthreatexchange.Integratedactionablethreatintelligencetosupportyourthreatteam/investment
 Simplified,intelligentmanagementandreportingEasy-to-useGUIandexceptionalanalyticaltoolssimplifysecurityprovisioning,operationandmaintenance70+MSSPsaroundtheworld…somesupportinglessthan5customers…somesupporting100’sofcustomersReal-timesecurityupdatesComprehensivesecuritysubscriptionupdatesareautomaticallypushedouttocustomersassoonastheybecomeavailable,providingmuchfasterandbetterprotectionthanthecompetition.
 BettersecuritythroughintegrationOurinnovative,integratedsolutionsprotectagainstblendedthreatsbetterthanindividualpointproducts
 WhyAlienVault
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DEMO
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888.613.6023
 ALIENVAULT.COM
 CONTACT US
 [email protected]
 THANKYOU!
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MSSP Pricing Disclaimer
 ThisdocumentrepresentsthecurrentpricingfortheAlienVaultManagedSecurityServicesProvider(MSSP)subscription-basedproducts.Thisdocumentdoesnotrepresentacontractorotherobligationstoprovidetheseprices.Theproducts,pricesandprogramdetailsaresubjecttochangebyAlienVaultatanytime.
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